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Lesson 1: Plan for cloud workload protections using

Microsoft Defender for Cloud




Lesson introduction

After this lesson, you will be able to:

‘) Describe Microsoft Defender for Cloud
; " features

Explain Microsoft Defender for Cloud
workload protections

> Enable Microsoft Defender for Cloud

. *
.
------




Explain Microsoft Defender for Cloud

E| i Strengthen security posture

@ Manage organization security policy and compliance

E i Continuous assessments
Qg i Optimize and improve security by configuring recommended controls

‘[AF Network map

Automatically discover and onboard Azure resources with automatic provisioning
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Guided demonstration — Microsoft Defender for Cloud

Scenario:

You are the security
operations analyst and must
protect your hybrid cloud
with Microsoft Defender for
Cloud.

K3 .




Microsoft Defender for Cloud workload protections

Defender for Cloud plans will be enabled on 32 resources in this subscription

~  5elect Defender plan by resource type Enable all

Microsoft Defender
for Cloud, brings

d d Microsoft Defender for Resource Quantity Pricing
advance
. . ’ ﬂ Servers 10 servers Server/Month
intelligent o
1 {7 App Service 0 instances Instance/Month

protection to your (el

i a - Server/Month
Azure and hybnd m Azure SQL Databases 0 servers erver/Mon
resources and B sl servers on machines 0 servers Server/Month

Core/Hour

Workloads' ﬁ Open-source relationzl databases 0 servers Server/Month

; =1
. :-:i:':

=

Storage
Kubernetas
Container registries
Key Vault

Resource Manager

DNS

3 storage accounts
18 kubernetes cores
0 container registries

1 key vaulis
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Enable Microsoft Defender for Cloud

& Microsoft Defender for Cloud | Getting started

Showing 72 subscriptions

To enable all Upgrade | Install agents Gt started
Defender for
Cloud features
including threat
P otecton i Advanced threat protection for
capabilities, you [~ R machines p

Enable Microsoft Defender for Cloud on your subscriptions.
Get started with 30-day free trial

Upgrade to get advanced capabilities including hybrid st

just-in-time administration and adaptive applicatio
Cloud security posture Cloud workload protection for

Get continuous assessment and prioritized Protect Windows, Linux and on-prem servers.

security recommendations with secure score, = ﬂ Protection includes: configuration and [ ot010 ] _‘rev’entt reats 2nd d_.tect.unufua .ayt vies on
. - . . — PaaS workloads including App Service plans,
and verify compliance with regulatory vulnerability management, workload hardening
Storage accounts, and SQL servers
h d . standards and server EDR
featu res on the Select subscriptions and workspaces to protect with Microsoft Defender for Cloud Total: 0 resources

S U bSC ri pti O n D Name T Total resources  Microsoft Defender Plan BB 0servers

containing the g

appllcable D 0 storage accounts

WO rkl Oa d S. ] Export - Dev 93 Trial expired £ 0 kubemetes cores
U
O]

Stage 6 Trial expired -
, 0 Azure SOL Database

o
B3 0saLs

Production 124 Trial expired

machines

ntegrations - Dev 10 Trial expired

@ 0 contsiner registries

"E

solutiontest 1] On (partial)

N

=N
1) 0 keyvaults
eZe-dev 113 off

6

=~ m 0 sqv servers on machines
‘ '| Resource Manager (Preview)

DNS (Preview)
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Lesson 2: Workload protections in Microsoft Defender for

Cloud




Lesson introduction
After this lesson, you will be able to:

‘) Explain which workloads are protected by
' ¢ Microsoft Defender for Cloud

Describe the benefits of the protections
offered by Microsoft Defender for Cloud

‘) Explain how Microsoft Defender for Cloud
: * protection’s function




Microsoft Defender for servers

Microsoft Defender for servers adds threat detection and advanced defenses for your
Windows and Linux machines.

For Windows, Microsoft Defender for Cloud integrates with Azure services to monitor and
protect your Windows-based machines. Microsoft Defender for Cloud presents the alerts
and remediation suggestions from all these services in an easy-to-use format.

For Linux, Microsoft Defender for Cloud collects audit records from Linux machines by using
auditd, one of the most common Linux auditing frameworks. auditd lives in the mainline
kernel.
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Microsoft Defender for App Service

Microsoft Defender for App Service uses the scale of the cloud to identify attacks targeting
applications running over App Service.

Attackers probe web applications to find and exploit weaknesses. Before being routed to
specific environments, requests to applications running in Azure go through several
gateways, where they're inspected and logged.

- This data is then used to identify exploits and attackers and learn new patterns that will be
used later.
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Microsoft Defender for Storage

ENABLE ALERT REMEDIATE

dk
v

’.¢"‘“*:s~.,i
SecOps
Investigate in

Microsoft Sentinel

Attacker

-+ Security alert Threat
obs, Files i i i Remediated
One-click ':'D'L’s-ge'nz- I%nrlched with
P P Mlcrosqﬂ Threat
Intelligence
Storage protected by
Microsoft Defender for Storage Automatic

Response
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Microsoft Defender for SQL

Microsoft Defender for SQL comprises two separate Microsoft Defender plans:
Microsoft Defender for Azure SQL database servers protects:

« Azure SQL Database

« Azure SQL Managed Instance

« Dedicated SQL pool in Azure Synapse

Microsoft Defender for SQL servers on machines extends the protections for your Azure-native
SQL Servers to fully support hybrid environments and protect SQL servers (all supported version)
hosted in Azure, other cloud environments, and even on-premises machines:

« SQL Server on Virtual Machines

« On-premises SQL servers:
* Azure Arc enabled SQL Server
« SQL Server running on Windows machines without Azure Arc
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Microsoft Defender for open-source relational databases

protections for the following open-source relational databases are available for:

Azure Database for PostgreSQL
Azure Database for MySQL
*  Azure Database for MariaDB
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Microsoft Defender for Key Vault

Microsoft Defender detects unusual and potentially harmful attempts to access or exploit Key Vault
accounts. This layer of protection allows you to:

« Address threats without being a security expert.
« Address threats without the need to manage third-party security monitoring systems.

When anomalous activities occur, Microsoft Defender shows alerts and optionally sends them via
email to relevant members of your organization. These alerts include the details of the suspicious
activity and recommendations on how to investigate and remediate threats.
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Microsoft Defender for Resource Manager

Microsoft Defender for Resource Manager automatically monitors the resource management
operations in your organization, whether they're performed through:

« Azure portal

« Azure REST APIs

« Azure CLI

« other Azure programmatic clients

Microsoft Defender runs advanced security analytics to detect threats and alert you about suspicio
activity.
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Microsoft Defender for DNS

Microsoft Defender for DNS provides an extra layer of protection for your cloud resources by:
« Continuously monitoring all DNS queries from your Azure resources

« Running advanced security analytics to alert you about suspicious activity
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Microsoft Defender for Kubernetes

Continuous discovery of Arc-
enabled Kubernetes instances
Actionable recommendations .
for security best practices “
a
Microsoft Defender

Detect threats across multi-
for Kubernetes > cloud Kubernetes clusters
A & using advanced analytics
1

/A

]

i Cluster and workload configuration
5

Security On-premises/cloud provider !
data and Control plane Nodes Kubernetes Cluster '
events

&

I
=
=Y

e e

Q| VY| 9D

J @ Defender extension

";-:" ‘ Arc-enabled Kubernetes API server Node 1 Node 2 Node 3
o e e e - —— - e = = e = -
C . Gatekeeper, Azure Policy === Azure Arc-enabled Kubernetes cluster
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Microsoft Defender for container registries

Discovery of Vulnerable
0 ACR container images
e Actionable - .
Microsoft Defender for Cloud recommendations ! “
]
Vulnerabilities details with i
severity classification i
1
]
]
I
)

Push container image

Azure Region
'
Web r\
_ | hook_ ﬂlﬁ'ﬁ» ﬁ]ﬁ‘s

Azure Container Azure Container
Registry Registry

A

Azure Container
Registry

e L e S

Microsoft Defender . _—
for Cloud — >
Vulnerability scanning ;




Microsoft Defender for Cloud more protections

Microsoft Defender for Cloud also offers the following threat protection capabilities:

\EI % Threat protection for Azure network layer
@ Threat protection for Azure Cosmos DB (Preview)

Display Azure WAF alerts in Microsoft Defender for Cloud
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Display Azure DDoS Protection alerts in Microsoft Defender for Cloud

Display Microsoft Defender for Cloud recommendations in Defender for Cloud Apps
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Lesson 3: Connect Azure assets to Microsoft Defender for

Cloud




Lesson introduction

After this lesson, you will be able to:

> i Explore Azure assets

Configure auto-provisioning in Microsoft
Defender for Cloud

’)":_ Describe manual provisioning in Microsoft
: " Defender for Cloud




Explore and manage your resources with asset inventory

Inventory Summary Status For each Resource

Total Resources E| ¢ Agent monitoring

Unhealthy Resources @ Microsoft Defender for Cloud
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Configure auto provisioning

Contosa

P search (Ctrl+/) «
Settings

Microsoft Defender for . ........
Cloud collects data
from your Azure " e
virtual machines 3 Workfow automation
(VMs), virtual machine & comnoseee
scale sets, laaS o e
containers, and non-

Azure (including on-

premises) machines to

monitor for security
vulnerabilities and

threats.

@ Integrations

~~ Settings | Auto provisioning

E s

Auto provisioning - Extensions

Defender for Cloud collects security data and events from your resources and services to help you prevent, detect, and respond to threats.

When you enable an extension, it will be installed on any new or existing resource, by assigning

Enable all extensions

Extension Status

@ -

Resources missing extension

B3 7 of 13 virtual machines
Show in inventory

Log Analytics agent for Azure VMs

of @ KN

Vulnerability assessment for machines
(preview)

13 of 13 virtual machines
Show in inventory

Guest Configuration agent (preview) on @ n & of 13 virtual machines

Show in inventory

Microsoft Dependency agent (preview) off @ W g of 7 virtual machines

Show in inventory

Policy Add-on for Kubernetes Off @ =% 1 of 8 managed cluster

Show in inventory
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a security policy. Learn more

Description

Configuration

Collects securty-related configurations
and event logs from the machine and
stores the data in your Log Analytics
workspace for analysis. Learn more

pace: ASC default workspace
MNane
Edit configuration

Deploys vulnerability assessment to your -
Azure and hybrid machines. Learn more

Checks machines running in Azure and
Arc Connected Machines for security
misconfigurations. Settings such as
configuration of the operating system,
application configurations, and
environment settings are all validated.
To learn more, see Understand Azure
Policy's Guest Configuration.

You can collect and store network traffic -
data by onboarding to the VM Insights
service, Learn more

Extends Gatekeeper v3, to apply at-scale
enforcements and safeguards on your -
clusters in a centralized, consistent
manner.

Requires Kubernetes v1.14.0 or later.

Learn maore,



Manual log analytics agent provisioning

To manually install the Log Analytics agent on Azure VMs:

1.
2.
3.

Disable auto provisioning.
Optionally, create a workspace.

Enable Microsoft Defender for Cloud on the workspace on which you're
installing the Log Analytics agent.

Deploy agents on new VMs using a Resource Manager template, install the Log
Analytics agent.

Deploy agents on your existing VMs.
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Lesson 4: Connect non-Azure resources to Microsoft
Defender for Cloud




Lesson introduction

After this lesson, you will be able to:

’)":_ Connect non-Azure machines to Microsoft
Defender for Cloud

Connect AWS accounts to Microsoft
Defender for Cloud

’) Connect GCP accounts to Microsoft
: Defender for Cloud




Protect non-Azure resources

Azure Arc simplifies governance and management by delivering a consistent multi-cloud
and on-premises management platform.

on-premises, multi-cloud and edge

Azure Resource Manager | AT
—— (Extend Azure management to on- premlses multi-cloud, and edge)
ools an
® experiences Single-pane-of-glass ~ Role-based access : | |
..ﬂ for management control I | |
il : | | |
&= EXPamp||e. Cloud-native Security and I | I Local
orta : : RIS
practices compliance . 3 management
Customers L
PowerShell = S '& ' tEels
Rt esources in Azure

Resources in other locations

OB
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Connect non-Azure machines

Azure Arc Enabled Without Azure Arc

Install Azure Arc agent on Host Manually deploy Log Analytics agent to Windows Host

In the Azure Portal, Connect the host. Manually deploy Log Analytics agent to Linux Host

Manually deploy Log Analytics agent to Azure Stack
VMs
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Connect AWS accounts

Onboarding your AWS account into Microsoft Defender for Cloud, integrates AWS Security
Hub. Microsoft Defender for Cloud thus provides visibility and protection across both cloud

environments.

0 Microsoft Defender for Cloud | Overview
Showing 75

g 75 subscriptions

% Subscriptions [ What's new

75 4 ©s 6062
Azure subscriptions AWS accounts GCP projects Assessed resources

G Secure score

Unhealthy resources

g Regulatory compliance

Azure Security Benchmark [

4209 To harden these resources and improve your score, follow the 4 of 45 passed controls
I

security recommendations

Current secure score

MProve your secure score >

Lowest compliance regulatory standards
by passed controls

COMPLETED

Contrels 1718 IS0 27001
AWS CIS 1.2.0

COMPLETED .

Recommendati.. 26/111 SOC TSP

Improve your compliance >
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Active recommendations

3743

=

0 7409

Security alerts

G Workload protections

Resource coverage

90% For full protection, enable 11 resource plans

Alerts by severity

100 I |
: 1l |
10 Sun 17 Sun 24 Sun 31 Sun

Enhance your threat protection capabilities >

High

4.6k
19K

Low
891



Connect your GCP accounts

Onboarding your GCP account into Microsoft Defender for Cloud, integrates GCP Security
Commands. Microsoft Defender for Cloud thus provides visibility and protection across both
cloud environments.

0 Microsoft Defender for Cloud | Overview

e Subscriptions ' What's new

75 4 @5 6062 =167 0 7409
Azure subscriptions AWS accounts GCP projects Assessed resources Active recommendations Security alerts

@ Secure score e Regulatory compliance O Workload protections
Unhealthy resources Azure Security Benchmark [IE Resource coverage
4209 To harden these resources and improve your score, follow the 4 of 45 passed controls 90% For full protection, enable 11 resource plans
security recommendations ==
Current secure score Lowest compliance regulatory standards Alerts by severity
by passed controls
COMPLETED High
' MPLETE
¢ Controls 18 ISO 27001 1/20 4.6k
- o

| Me...
AWS CIS 1.2.0 3/43 “ 1.9K
Y COMPLETED

Y= Recommendati.. 26/111 SOC TSP 113 | I | I | Lacwg
N |l ‘

prove your secure score > mprove your compliance > Enhance your threat protection capabilities >
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Lesson 5: Remediate security alerts using Microsoft

Defender for Cloud




Lesson introduction

After this lesson, you will be able to:

’)":_ Describe alerts in Microsoft Defender for
' ¢ Cloud

Remediate alerts in Microsoft Defender for
Cloud

’) Automate responses in Microsoft Defender
: * for Cloud




Explain security alerts

‘)¢ Security alerts and incidents

‘(J: Detecting Threats

hé *
......

E i Alert classification Monitor traffic Collect Logs Analyze data
for threats
Q% Continuous monitoring and Present this information in a single dashboard

“et o assessments

F{j i Alert types

|

——
If

|
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Remediate alerts

Microsoft Defender
for Cloud provides
actionable tasks to
mitigate the threat,
prevent future attacks,
trigger automated
response, suppress
similar alerts.

Dashboard

Security alert =

25181-892ad5bb9a

0 Potential SQL Injection

High = Active © 06/11/20, 1...
Severity Status Activity time

Alert description
Potential SQL Injection was detected on your database
Demo on server R-DEVASQLEXPRESS

Affected resource

l i Env: Development
Azure Arc machine ’ P

DS-ThreatDetection_Demo
Subscription

Intent O

® Pre-attack

el

~ Was this useful? O ves O No X

Alert details Take action

& Mitigate the threat

Read more about SQL Injection threats and best practices for safe application code.
You have 34 more alerts on the affected resource. View all >>

Prevent future attacks

Your top 2 active security recommendations on B rRONMAT-DEV:

Medium Windows Defender Exploit Guard should be enabled on your machines

I High Vulnerabilities on your SQL servers on machine should be remediated

Solving security recommendations can prevent future attacks by reducing attack surface.

View all 2 recommendations > >

+) Trigger automated response

Suppress similar alerts (preview)

Next: Take Action >>
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Remediate alerts (continued)

Dashboard > Microsoft Defender for Cloud

Create a logic app
and define when it
should automatically
run.

Microsoft Defender for Cloud | Workflow automat

Showing 73 subscriptions

| 2 Search (Cirl+/)

General

Q overview

€ Gefting started
Y= Recommendations
@ Ssecurity alerts

4 Inventory

M workbooks

£ Community

£? Diagnose and solve problems

Cloud Security

U Secure Score

© Regulatary compliance
© workload protections

% Firewall Manager
Management

{1l Environment settings

B Security solutions

o Workflow automation @

| Filter by name

Oooooooooogoood

Name

T
DuduTe..
DuduTe...
RonnyTest
Ir_reg_c-
test
yoafrTes.
Enabed..
Encrypt...
Kerenh.-
Kerensh-..
KerenTe.
MorAuto

NewDes..-

Status

| (D Refresh d

| £s.E.
Ty Scope T
~) Disabled ASC DEN
) Disabled ASC DEM
») Disabled ASC DEN
~) Disabled ASC DEM
) Disabled private-b
») Disabled ASC DEN
0 Enabled ASC Mult
) Enabled ASC Muli
) Enabled ASC DEN
) Enabled ASC DEN
) Enabled ASC DEN
) Enabled ASC DEN
0 Enabled ASCDEM

(

& LOpynygnu iviiCrosoit Lorpordauorn. Al rigrnis reservea.

Add workflow automation

Description

Subscription (O
|| ADF Test sub - App Model v2

Resource group * (O

Alert severity *

General @

Name *

Trigger conditions ©
Chaoose the trigger conditions that will automatically trigger the configured action.

Defender for Cloud data type *

| Security alert by
Ny

Alert name contains O

‘ All severities selected

Actions
Configure the Logic App that will be triggered.
Choose an existing Logic App or visit the Logic Apps page to create a new one

Show Logic App instances from the following subscriptions *

‘ 73 selected

Logic App name @

‘ Select a logic app

Refresh




Suppress alerts from Microsoft Defender for Cloud

A suppression rule can be useful to ~ Rule Conditions
suppress alerts that you've identified as
false positives or alerts that are being

triggered too often to be useful.

~ Rule details

© Copyright Microsoft Corporation. All rights reserved. @ Share your opinion regarding our new alert suppress es, Click here to send us



Manage threat intelligence reports
Reports include: Activity Group, Campaign, Threat Summary

\EI Attacker’s identity or associations (if this IEI Associated indicators of compromise (IoC) such
E information is available) % ¢ as URLs and file hashes

geographic prevalence to assist you in

: Victimology, which is the industry and
determining if your Azure resources are at risk

@ Attackers’ objectives

E Current and historical attack campaigns (if this E Mitigation and remediation information

information is available)

E}h : Attackers’ tactics, tools, and procedures
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Respond to alerts from Azure resources

Respond to Microsoft

Defender for Key Vault alerts
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Respond to Microsoft
Defender for DNS alerts
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5 .
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Respond to Microsoft
Defender for Resource
Manager alerts
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Knowledge check

. *
.
------

Check your knowledge
with the module quiz
In your course viewer



Module 3, Lab 01 — Mitigate threats using Microsoft

Defender for Cloud




Lab Exercises for module 3

"1 Enable Microsoft Defender for Cloud

03
*
-----

2 Mitigate threats using Microsoft Defender for Cloud
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