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Module agenda
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w7 Office 365 : " Microsoft 365

C§ Microsoft Defender for Identity Cg Manage insider risk in Microsoft 365
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Lesson 1: Introduction to threat protection with Microsoft

365




Lesson introduction

After this lesson, you will be able to:

) i Define security threats
Describe common threats

) i Explain how the threat landscape is evolving




Introduction to threat protection
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Common threats
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Guided demonstration — Microsoft 365 Defender

Scenario:

You are the security o
operations analyst and must . Task1 © Detect security risks
protect organization from
harmful activities.

Task2 | Investigate attacks

- Task 3 . Prevent harmful activities




Lesson 2: Mitigate incidents using Microsoft 365 Defender




Lesson introduction

After this lesson, you will be able to:

) ¢ Manage incidents in Microsoft 365 Defender

Investigate incidents in Microsoft 365
Defender

’) Conduct advanced hunting in Microsoft 365
' ¢ Defender




Use the Microsoft 365 Defender portal

The Microsoft 365 Defender portal (https://security.microsoft.com/) is a specialized workspace designed
to meet the needs of security teams.

‘¢ Incidents ')} Endpoints

@ Alerts @ Email & collaboration

= Hunting .= : Reports
i Q¢ Action center &\ | Settings

. [ : Secure Score . (A : Permissions
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Manage incidents

An incident in Microsoft
365 Defender is a
collection of correlated
alerts and associated
data that make up the
story of an attack.

Attacker

Entities |
Alerts and
data
—
—
]
—
Devices .
]
—
Mailboxes |
—

Microsoft 365
services

© Copyright Microsoft Corporation. All rights reserved.

Threat
intelligence

Microsoft 365
Defender

Incident:
Correlated alerts
and data



Manage and investigate alerts

You can update Incident management information, view all related information, or jump to
investigation pages for the associated data.

>

Home

Incidents &L alerts

Incidents
Alerts
6’: Hunting
@ Action center
@ Threat analytics
D Secure score
o Learning hub
Endpoints

0

=

22  Vulnerability management

Search

Device inventory

Alerts

| Export 30 Days

Filters: Status: New +1
Alert name Tags
Email reported by ...
Admin action sub...
Custom detection -...
"><img src=x oner.. +5
"><img src=x oner... =<2
Unfamiliar sign-in ...
Admin action sub...

Test email custom ...

Severity
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BEN Informationa
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Status
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® New

® New

® New

® New
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Investigate incidents

Microsoft 365 ikl
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Use the Action Center

The action center consists of two main tabs: Pending actions and History.

{it Home
@ Incidents & alerts b
7 Hunting v

] .
| E Action center
] .
@ Threat analytics

q:‘? Secure score

Action Center

Pending History

J Export

Action update time | Investigation 1D

1/26/21, 4:11 AM © 57491

1/26/21, 4:11 AM ) 57491

1-170f17  [3

Action type

Stop process

CQuarantine file

E Y

Details

2dd2c2011(

chwindowsh,
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Perform advanced hunting

Advanced hunting is a query-based threat-hunting tool that lets you explore up to 30 days of raw
data. You can proactively inspect events in your network to locate threat indicators and entities. The
flexible access to data enables unconstrained hunting for both known and potential threats.

i [ i Perform root cause analysis

@ Create custom detections

© Copyright Microsoft Corporation. All rights reserved.



Hunt threats within your network

Advanced hunting within Microsoft Defender allows you to hunt for possible threats across
your organization using a powerful search and query tool.

Advanced hunting

Get started Query

[>> Run query &) Save query v~ [ Copy query to clipboard Last 30 days ? Help

JfFinds PowerShell execution events that could involwve a download
ProcessCreationEvents
where EventTime > ago(7d)
where FileName > ("powershell.exe"”, "POWERSHELL.EXE", “"powershell ise.exe", "POWERSHELL ISE.EXE")
where ProcessCommandlLine has "Net.WebClient”
or ProcessCommandlLine has "DownloadFile™
or ProcessCommandlLine has "Invoke-WebRegquest™
or ProcessCommandLine has "Invoke-5hellcode™
or ProcessCommandLine contains "http:™
project EventTime, ComputerName, InitiatingProcessFileMame, Filename, ProcessCommandlLine
top 188 by EventTime
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Consult Microsoft threat experts

~__~  Microsoft Threat Experts is a managed threat hunting service that provides Security
R~ N . . . . . .y
@ i Operation Centers (SOCs) with expert level monitoring and analysis to ensure critical

threats in their unique environments are not missed.

Targeted attack notification Collaborate with experts, on demand
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Lesson 3: Remediate risks with Microsoft Defender for

Office 365




Lesson introduction
After this lesson, you will be able to:

’) Define the capabilities of Microsoft
' * Defender for Office 365

Describe how to simulate attacks within
your network

’) Explain how Microsoft Defender for Office
' * 365 can remediate risks in your environment




Microsoft Defender for Office 365 explained

Microsoft Defender for Office 365 is a cloud-based email filtering service that helps protect
your organization against unknown malware and viruses by providing robust zero-day
protection.

Protect against sophisticated threats and automatically investigate and remediate attacks

Industry-leading Actionable Automated Training &
protection Insights response awareness
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Automate, investigate, and remediate

C ] {8 https//security.microsoft.com

Microsoft 365 Defender

-} -
&% Contoso Electronics

-

®

InPrivate
€

Endpoints Home > Investigations > 50ecc9

£ Search

T Malicious mail detected and removed by Office 365

B Device inventory

Investigation #50ecc9 is pending action

& Vulnerability management A

*d  Partners and APls v ; ’ ’
Investigation graph Alerts (4) Emails (23) Users (5) Machines (2) Entities (40) Log (14) Actions (13)

[d Evaluation & tutorials o

Configuration management T ing Al
nggenng Alens

Automated Investigation

Email & collaboration Emails investigated (23)
Malicious mail detected and removed by Office 365
I L Investigations Phish (6) Total alerts (4)
Makware (5)
= Explorer

R Submissions
Review
@ Campaigns

[k Threat tracker
Users investigated (5)
@ Exchange message trace
- Threats Found (6)
[ | Emai - prisn
- l Emadl - Malware
[ | osta exitration - 0P viclation

Users impocted (2)
JefiV@ignitedemo.onmicro.
RonH @ignitedemo.onmecro

B Attack simulation training

iy 2
%5 Policies & rules

Anomolies detected (8): -
b~ Reports URL clicked (2) l Data exfiltration - Mail forwarding
B Audi Suspecious login (1) l - Activity tos datected
E Mass downloads (1)
Exchange Web Service enabled (1) l Compromised Device - Malware
Health External mail forwarding (1)

=
Data loss prevention violation (1)
€y Permissions & roles

Mail delegation enabled (1) Actions (13)
@ Settings Auto-Remediated
@ Unshare files (1) @ URL block (1)
e @ Delete emails (11) Block Sender Domain (1)

(0 More resources Block Sender IP (1)
Remove Exchange Web Service (1)

Remove mail delegation access (1)

@ Reset user password (2)
@ Enable MFA (2)
@ Remove forwarding (1)

o900

£ Customize navigation
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Guided Demonstration — Defender for Office 365

Scenario:

You are the security
operations analyst and must
protect your Office 365
workloads in your
organization.

. Task1 . Configure policies
Task2 | Analyze threats

- Task 3 | Respond to attacks




Simulate attacks

Threat trackers

Threat Explorer

----
. LN

Attack Simulator

----
. LN
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Lesson 4: Microsoft Defender for Identity




Lesson introduction

After this lesson, you will be able to:
’) Define the capabilities of Microsoft
' ¢ Defender for Identity

Describe how to configure Microsoft
Defender for Identity sensors

’)"-._ Explain how Microsoft Defender for Identity
' *can remediate risks in your environment




Microsoft Defender for Identity explained

Security principal reconnaissance (LDAP)
Account enumeration

Users group membership enumeration
Users & IP address enumeration

Hosts & server name enumeration (DNS)

/
Compromised
Credential
G 7 m N

Reconnaissance

Brute force attempts
Suspicious VPN connection
Honey Token account suspicious activities

Pass-the-Ticket
Overpass-the-Hash
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NTLM Relay (Exchange) attack
Golden ticket attack
DCShadow

Data exfiltration

DCSync

Remote code execution on DC
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Service creation on DC

Lateral Suspicious group modifications
Movement v
7N 7N\
------------------ [ Bl |sasammsand i)
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Domain
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Guided demonstration — Microsoft Defender for Identity

Scenario:

You are the security .
operations analyst and must _Task1  Identify attacks
protect your organization
from identity attacks.

Task2 | Investigate behavior

- Task 3 | Reduce vulnerabilities




Configure Microsoft Defender for Identity sensors

Microsoft

I Activities - 265
™ . Alerts / i Defender
\ Identity metadata {o. Y
Microsoft o U Microsoft
Defender for Identity /~ Defender for ™
-.\ Cloud Apps /'L
A A “ ST
| | ' "3 Integration points (configuration required)
| Active Directory entities | : ] i:Ehld m:{c_efgra;mn
| Parsed network traffic | ! ) M‘:’" no :__t”;a '?[_” I
i Windows Events and traces | T VICrosoTt sentine
| | - Microsoft Security Graph
Domain Controller Console experience:

Defender for Cloud Apps portal




Lesson 5: Azure AD Identity Protection




Lesson introduction

After this lesson, you will be able to:

’) Describe the features of Azure Active
' ¢ Directory Identity Protection

Describe the investigation and remediation
features of Azure Active Directory Identity
Protection




Azure AD Identity Protection explained

Self-remediation workflow

. A - @ User
—b.—bQ—b."—b-E—b-Q

Administrator  Configure Detect Password User Password
risk risks reset notified reset
policies required

Administrator remediation workflow

s~ E—-Q - -H-& X -0

Administrator  Configure Detect Reports Admin Administrator Investigates Takes
risk risks generated notified activity action
policies
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Detect risks with Azure AD ldentity Protection policies

Sign-in risk policy User risk policy

Policy name Policy name
Sign-in risk remediation policy User risk remediation policy
Assignments Assignments
b Users () > “ Users @ >
All users All users
- i tat D]
@ Conditions (0 S # Conditions (0 >
Sign-in risk User risk
Controls
Controls
Access ©
U Access (D) > >

. : . Require password change
Require multi-factor authentication

) Review
Review
B fil Estimated impact O S
il Estimated impact () )
[ > Number of users impacted

Number of sign-ins impacted

Enforce Policy

r (s
Enforce Policy fm off
e e -y

- o )
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Remediate risks detected by Azure AD Identity Protection
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Lesson 6: Microsoft Defender for Cloud Apps




Lesson introduction
After this lesson, you will be able to:

’) Define the Microsoft Defender for Cloud
' Apps framework

Explain how Cloud Discovery helps you see
what's going on in your organization

Describe how to use Conditional Access App

) ¢ Control policies to control access to the
apps in your organization




Cloud App Security Broker (CASB) framework

Cloud apps

- Me afh
] APl
da. 2 N
. pp con ors
B By

Protect your sensitive information 5 Protected
anywhere in the cloud @ Cloud Discovery

: -
. : ; g
. S ;
* .
0,.. . _‘3 - W,
RLETN Prm}l'
- . Access+Session
. E “
: E =
. :'
Q. -
"-.-"

Cloud App Security

enuE,y
o ®e
S (S
5 .
N .
" -
- L
. Ll
o) g

Discover and control the use of Shadow IT

Protect against cyberthreats and anomalies

Cloud traffic

.:.‘ %“- . D. !
% Assess the compliance of your cloud apps - & . ¥ i
! =3 . r
& t L] |p.mm‘5 Configuration scripts

Your organization from any location
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Explore your cloud apps with Cloud Discovery

Start at the Cloud Discovery dashboard then move through its elements in the following order to
understand what's happening in your organization.

E| Start with the High-level usage overview to see the overall cloud app use.

@ Dive one level deeper to see which category of apps your organization uses most in Sanctioned apps.

E Go even deeper on the Discovered apps tab. See all the apps in a specific category.
Q Review the risk score for the discovered apps in the App risk overview.

L_',g, View where discovered apps are located (based on their headquarters) in the App Headquarters map.

If you find an app that poses a risk to your organization, you can flag it as Unsanctioned in the Discovered apps
pane.

‘I -y
o . o
D < B
.
L ] L ]
. b.‘))) 5 =
. -
‘. ,. "
.
®enans?®
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Protect your data and apps with Conditional Access App Control

Prevent data exfiltration

Protect on download

enmy LTS LTS
22 S o* ‘e e S
A . A . A .
. . .
o s (¥ n .
s Ol G 0
* ,. . ,. * ,.
* . ® . * .
Yenas® 5 0 P

Prevent upload of unlabeled files

RRLLLN
N .
A .
s .
- .
= 5 "
. g
0 28 0
03 *
Ygusn

Monitor user sessions for compliance
i(d: Block access

Block custom activities

‘-..
* .
Ke N K3
.
» b »
e 3)) : .
. -
. o e
0
5 500
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Classify and protect sensitive information

Discover data

Classify sensitive
information

Protect data

Monitor and report

Microsoft Defender for Cloud Apps

() Dashboard

7y Discover
=.=)

Investigate

e}

Control

Policies

Templates

@ Alerts

Policies

L

Threat detection Information protection Conditional access Shadow IT /
N

Filters:
s
MName: | Policy name.. Type: Select type.. ~  Status:  [[ISILLE DISABLED Severity: W (1]
Create policy ¥ L Export
Palicy

O Publicly shared confidential files

M File containing PCl detected in the cloud (built-in DLP engine)

Alert when a file containing payment card information (PCI) is detected by our built-in data loss prevention (DLF) engine in a sanct
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Guided demonstration — Microsoft Defender for Cloud Apps

Scenario:

You are the security
operations analyst and want
to protect cloud applications
In your organization.

. Task1 : |dentify suspicious activities
- Task2 . Investigate risks

- Task 3 ;| Take appropriate action

.
.
0




Lesson 7: Respond to data loss prevention alerts




Lesson introduction

After this lesson, you will be able to:
’) Describe data loss prevention (DLP)

components in Microsoft 365

Investigate DLP alerts in the Microsoft 365
compliance center

’) Investigate DLP alerts in Microsoft Defender
' * for Cloud Apps




Describe data loss prevention alerts

With a DLP policy, you can: Data loss prevention components:
El |dentify sensitive information. E| Sensitive information types
ST Prevent the accidental sharing of sensitive L

] FE : : :  Sensitivity labels

- s information. .

E Monitor and protect sensitive information in the E
" s desktop versions of Excel, PowerPoint, and Word. " 7

Data loss prevention policy

H Q “  Help users learn how to stay compliant without H % E

interrupting their workflow. Defender for Cloud Apps file policy

[_\ View DLP alerts and reports showing content
» LB 7 that matches your organization’s DLP policies.

© Copyright Microsoft Corporation. All rights reserved.



Investigate DLP alerts in Microsoft 365 compliance

Alert: DLP policy matched for document
‘CreditCard.txt’ in OneDrive

Details Events

Alert information

Alert id
845cad2a-210e-b185-ce00-08d853e55a44

Alert status
Active

Alert severity
EEE High

Time detected
Sep 8, 2020 4:23 PM

Event count
1

DLP policy
Block CC Data

Location(s)
OneDrive
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Investigate DLP alerts in Microsoft Defender for Cloud Apps

Microsoft Defender for Cloud Apps

Alerts (7]

Dashboard
5 Discover W Filters: @ Advanced filters
5 (s w Status: | IEESH Category: DLP  ~  Severity: @ [ 1] EEB  App: Select apps.. v User name: Select users... v Policy: Select policy... v
% Control Fa
[] Bulk selection 4 Export @ 1-1oflalerts 77 Hidefilters [T5 Table settings v
Policies
Alert App Status Resclution type Severity Date v
Templates
@ File containing PCI detected in the cloud (built-in DLP engine) & Microsoft SharePoint O... OPEN — HED Medium

@ Alerts 0 File containing PCI detecte.. = Microsoft SharePoint Online A hegan Bowen [ Morthwind Customer Datasisx
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Lesson 8: Manage insider risk in Microsoft 365




Lesson introduction
After this lesson, you will be able to:

nENy
** Yo,

o .

. -
N .
N .
n .
- -
L -
- L]
. g
. K]

* 0
% o
“anasn®

Explain how insider risk management in
Microsoft 365 can help prevent, detect, and
contain internal risks in an organization

Describe the types of built-in, pre-defined
policy templates

List the prerequisites that need to be met
before creating insider risk policies

Explain the types of actions you can take on
an insider risk management case




Insider risk management explained

Broad range of risks and violations from insiders

Sensitive data

Data spillage IP theft Fraud Insider trading leaks Security violations
.-"f'.-.-'- - -\-.H\"«. .-'f'.-'.-'- - -\-.H\"«. .-'f' T \-\. .-'fl-'.-'.-'- - -\-.H\-\. .-'f' - \"«. .-"/-'.-F - -\-.H\“-\.
II b II II II | [ ] II II II II II | L L II
.\\__H -____/; .\‘\__H -___f; .\\__H #/.-' .\'\__H -__f; .\‘\__H -___f; .\\_H. -#f.-'

I I I I I I

T T T I I T

fﬂf' ‘-\\ fﬂf‘ ‘-\\ f,f‘ ‘-\\ f’f”\\\\,‘ II/,-- \ .-“f: ' .“\\
\__/ \__/ \_/ |

3 II . . I. s II
% N N
Confidentiality Workplace Policy Conflicts of Workplace Regulatory

violations violence violations interest harassment Compliance
Violations
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Insider risk management workflow

Policy Alerts Triage Investigate Action
u / 1 v
— (A —» 2 —» — v
X 3 v

Collaboration

Compliance, Human Resources, Legal, Secunty
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Manage insider risk policies

Policy templates Policy settings

Departing employee data theft Privacy and Indicators

Data leaks Policy timeframes

Offensive language in email Intelligent detections
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Guided demonstration — Insider risk management

Scenario:

You are the security
operations analyst and want
to protect your organization
from insider risks.

. Task 1 . Detect risky activities
Task2 | Investigate alerts

- Task 3 . Address potential threats

.
.
0




Knowledge check

any
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Check your knowledge
with the module quiz
IN your course viewer




Module 1, Lab 01 — Mitigate threats using Microsoft 365

Defender




Lab Exercises for module 1

' 1 : Explore Microsoft 365 Defender
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5 Microsoft Security
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